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https://www.bitdefender.co.th/post/ransomware/
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Throug Control Panel a user visiting a website over the normal course of browsing. With this e Data Transfer
technique, the user's web browser is targeted for exploitation. This can happen S . L
Removgble ltems in several ways, but there are a few main components: 0 e Size Limits
) Tactic Initial Access
Medla Multiple ways of delivering exploit code to a browser exist, including: Platform Linux, Windows, 0s
« A legitimate website is compromised where adversaries have injected some = Permissions User
form of malicious code such as JavaScript, iFrames, cross-site scripting. Required
« Malicious ads are paid for and served through legitimate ad providers. Data Packet capture,
. e . . Sources Network device logs,
« Built-in web application interfaces are leveraged for the insertion of any other PTG i e
kind of object that can be used to display web content or contain a script that Web proxy,
executes on the visiting client (e.g. forum posts, comments, and other user Network intrusion detection system,
controllable web content). S5L/TLS inspection

Often the website used by an adversary is one visited by a specific community,

such as government, a particular industry, or region, where the goal is to compromise a specific user or set of users based on a
shared interest. This kind of targeted attack is referred to a strategic web compromise or watering hole attack. There are several
known examples of this occurring.!']
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THANK YOU .
FOR LISTENING
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