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0. dwinIAuazdedvansnsldulUunsuiuauuasiiaTsidoyalnsdwilietiouazaunial
\n5auN (Renew Cellebrite UFED&PC with Cloud) 31w « % lneilnaeudd fadl

®.6 L‘f]umw‘aﬁmﬁwémﬂ%muiﬂ'ﬁLmiuﬁumuLLax"iLﬂiwﬁ‘ﬁagaimﬁwﬁﬁaﬁa
wazgUnsaildaud nisudmnsanisnrsdiesigideyanguim (Cellebrite Cloud)
spm o U nglifesdrdolnl

6.l iaﬁ"l.lmﬁmiwﬁﬁ'a%a contacts, SMS & MMS,emails, calendar, multimedia,
call logs, phonedetails (IMEI/ESN), ICCID and IMSI wag SIM locationinformation
(TMIS, MCC,MNC,LAC) lausdatio

oo 5995UNsduun SIM ID Tauseetles

o€ FOFUNMTNATIAUVUNMENIN (Physical extraction) uavneasiateoya (Decoding)
uazeEnuNsa ByPassing Pattern Lock / Password / PIN Uuinsdwsiiiefieuuy Android
WU Samsung Galaxy S family, LG,HTC way Motorola ldlluatetios

e.¢ T095UNTIATIZALUUNEATN (Physical extraction) Uaznonsiiadeya (Decoding)
nsfmvilefiauuu Android @b - @.c.a Iailusenation

e  S895UNMTIUATIBIRUUNEAW (Physical extraction) Insénsillefauuy BlackBerry
@ — o uegaiay

oo S88UMIATRRUUNEAN (Physical extraction) uaznaasiedeya (Decoding)
Insfwrisladowuyu Windows Mobile .o - g.e lusdratioy

o 5035UNsHAuTaya (Recovery) fignavluudrannuireiudaya (Unallocated
“Space) lalustalos '

o F09iunsnensiadoyaiiliiuan JTAG Idusteen

0.00 095UMINOATIESU (Decryption) Msldan Whatsapp Adusthatey

o000 T0I5UMIATIATU Malware waganansavih Watch List Tiilusdatios

0.0l 5995UMsaUlNE WhatsApp Audio File (opus) Tfustatae

o.0m §9IUNT0OATHE (Decoding) TUswATy Free Flight Pro laifusthsiae

o.0a 3095UN1sNBAIE (Decoding) LG database LDB_MainData.db lsiJuseheiioy

o0& @1113011 User Password 71 bianlnsAwsiflenoluidisdaya Cloud storage

\u Dropbox, Google Drive vaaithuungla

o.05 Fsath User password Aildaninsdwnislefeludd sfeyainanglu Sodel Media
¥athation il Facebook, Kik, Twitter iHusu

o.0 A1113011 User Password 7t LdanTnsdnyvidod oluidfadoya Webmail

vaamungla
o0 aunaiieeya Profiles, Image, Videos, Contacts wag Files vouthvinald
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aloo aansauaawaluzULuY timeline 16l

ele Hitiidunsfumdays, N3 Filter Yaya uaz M3 Sort Yaya

ool gauwnigunsaidmmundign @emelverluanmildaulds
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(Upgrade EnCase Forensic with Mobile Investigator) 317U o U0 Inelnneandf fail
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b.&

b.&
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b.e¥

b.c

b.a

dunrsdedvdng nreld eulusunsudmiviinseiuazasiaeundngiu
dldnnsefindszuzinan e U wisudwinsansnsiadimseilnsdwiiilefie (Mobile
Investigator) Tnglsifoedngolva

anusaldaulduussuuufiinig Microsoft Windows Hiluzuluy b uas waBit
soedunmsduduszuululnddaudeolud Windows FATel (Floppy), FATe,
FATan o, NTFS, Macintosh HFS, HFS+, HFSX, Sun Solaris UFS, Linux EXTle, EXT

o, EXTa, BSD FFS, FreeBSD FFSe/UFSe, 1BM-AIX JFS, CDFS, Joliet, DVD, UDF,

SO wobo, Palm Way HP-UX (vxfs) Tldusesiios
ansadnaidunaladlaeyiluguuuuves BitStream Image w3e Bit-by-Bit
Copy Feanusadaiuldislunuy Physical waz Logical ladwl
soafumsrhauiudunvinguluguuuu Eoe, EXoe, Los, LXos Wag DD 14
n1svaLivyesdunadssaunsansisdsunany saluazgndeslagld MDg
waz SHA-@ b9

aunsansivaeuteyasavanedidnuseindlanaisguuuy 1wy Outlook PST,
Qutlook Express DBX, Microsoft Exchange EDB Parser Wag Lotus Notes 8
a1u1sansvasudoyasavuiedidnnsedndniaiu (Web-based email) 14
WU Yahoo, Hotmail, Netscape mail 1usu
anunsanansseiansldnuduaesidn )Web-Browsing History) wagwifiiuma
“ﬁlqj A uld (HTML Cached) 999lU5unsy Internet Explorer, Mozilla Firefox
wae Apple Safari lailiued1atios

b.00 ANsATEREUUSLLRINE e VMWARE, Microsoft Virtual PC uae SafeBack vio 19
v o o W 2 v v
v.oe aunsafuiidignau wzfossesiunwiveldilued1eien
.ol aunsnaiFiifeya (ndexing) wiewwhnsumuuu Live Search Tailiuegalien
v.om annsafudeyamuriiauls (Keyword) IdUuet ey
b AN5aas19szvUTIaslndiaioulvirual File System) Tapadrtlaswiadouain

Tnidwangulsiduetnadon

b.o& ANNsIaNTEUUTIaesdaniaieusse (Physical Disk Emulator) Inamsasnssuy

Fndiatlousisunanivdndngulsilustsiey
b.eb 5995U...
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b.eb 78¢5 UnBAIWatWdEncrypting Fite System (EFS), SafeGuard Easy, PGP WDE,
SecureDoc Full Disk Encryptioniiaz McAfee SafeBoot Isidusgstios

b.os 5893 URBATRALNG Windows eo Bitlocker XTS-AES, Dell Data Protection .o
Ihuedados

b.oc 7893UsHUUINARaRL Apple File System (APFS) 1@1fustination

b.ox dunsaainszuudesiunmsifeuiutoyauuueoniuad (SoftwareWriteblocker)
Iidueghetiey

bloo @50a51951891UlUFURUUTEXT, RTF, XML, HTML uay PDF l¢ uas Aldeunsn
‘Usm‘daaug‘uLLUUi'ltmulﬂmmmmn'ﬁ

bloo YalUsunummIBuiulUsunsuaSudmSumMTArswindngrunsinsdndidede
(EnCase Mobile Investigator)

b.blo 7035UN1SATITIRTIBEINSANYIaTouazgunsainnmilahiteandi bo,0oo WUy
(Device Profite) 9

[SRGPY iad%’umim’i’sﬁ]aawﬁ'ay‘a Text Messages, £-Mails, Call Records, Internet History,
Photos, Application Data waz Deleted Data Wifuatistios

b.oa! 5943U Built-In Bypass Functions dwiulnsdwifiefounsquldifiueaies

o 's.aar:i""ﬂm'smwaauLma'ﬁasg,a (Data Source) luguuuu SQLite, Plists, archives,
PDF was HTML Iaidusdetioy

.o 5945U Optical Character Recognition Teiluagnsiae

b.osy $845U Regular Expression iﬁtﬂuééwﬁaa

b.loc 895UNTODNTIVIMULUY HTML, Timetine waz PDF difustnatioy
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Bumesiiin (Renew Magnet AXIOM) 477U & Yn T dﬂmﬁu‘ummu

q
n.® 'Lﬂjum'saw-l,n'sml,ﬂaxmaa"uamﬁiﬂil,l,ﬂim'ms'luwuama‘mé’n LA gafun1shEau

Y
1

Sumodiiln (AXIOM) szes81 o O Tnglidedndeln
oo 5895UNTUNT DI UNENFIU (Evidence Source) kUU Drive, image, File &
Folder, Volume Shadow Copies ailusenstiag
.o @1U150IN5A 9 JTAG Chip-off image uas Live Ram Capture tiiusgrailae
. FBIUNINTIVTEUVUHUANTS Android, Kindle Fire, Windows XP, Windows VISTA,
Windows e, Windows =, Windows &, Windows eo, OS X, i0S Iailusteiioer
o.¢ 59a5ulWagaiu (File System) NTFS, HFS+, HFSX, EXTo, EXTm, EXTe, FATale,
EXFAT, YAFFSk liidustredies
.o imsU;ULLUU‘LWawmwaﬂﬁﬁuLLUfu Eow, Exoe, Loe, Lxo®, ADe, dd, raw, bin,
img, dmg, flp, vid, bif, vindk, vhd, vdi, xva, zip, tar talusersios
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.o @WITARTIINUMSI AV AfE (Detects encrypted disks) kuy TrueCrypt,
Bit locker, PGP, Safe boot 19
. $99TUNIAUMN RN Keyword Search Wag Regex/GREP dlilustation
. A1WI0VNANTAIUINAT Hash WUy MD& wae SHAe Ididuadreiay
m.e0 A11505895UANSYINUTIAY Project VIC way CAID Tudldiduetulon
m.ee #111505995UN5919UNAU PhotoDNA 1alduesaisy
m.el 5995UN15ATUTUATUABLRIADS UseLnn Social Media va4lUsknsy Bebo,
Google+, Instagram, Linkedin, MySpace, Twitter, Sina Weibo, VK lailusg1atiat
m.em 5845UNTATIlUTUATHABLRIAES Ussianaunun (Chat) vedluswnsy Adium,
AlM, Chatroulette, GoogleTalk, iChat, iMessage, Mail.ru, MSN Messenger, MSN
Plusl, ICQ, Mail.ru, miRC, Omegle, ooVoo, Paltalk, Pidgin, QQ Chat, Second Life,
Skype, TorChat, Trillian, WeChat, Windows Live, Messenger, World of Warcraft,
Viber, Yahoo Messenger tiilusenstos
e 5895UN15ATUTUATURDNTAINDS Useian Web Browser 1091U50LATY o
Browser, Chrome, Edge, Internet Explorer, Firefox, Opera, Safari, Xbox 1E Tndu
EENIGE
a.o¢ 5093UNsATIlUSUASNABLRAAES Ustian PuP vadlusunsy Ares, Bitcoin,
eMule, Frostwire, Gigatribe, Limerunner, Limewire, Luckywire, Shareaza Ty
EANILE)
m.eb T995UNITATIas]ANTUTUNINYTELAN Emait 8171181 mbox email archives,
Microsoft Lync/OCS IM, Outlook OST & PST files, ZOOM Tdlluadatias
m.ea T39TUNNITITBYAYeTEVUURUR T WuBvent logs, Jumplists, LNK files,
Mounted network shares, OS and fite system info, Prefetch files, Shellbasgs,
Startup items, Time zones, User accounts, USB device history edustnsion
mos F08UMSNUImAUgUdeYa Child Protection System (CPS) Iiusthuilon
oo L ulUTLATUT H1UAISNAEBUIINUS Defense Cyber Crime Institute (DCen)
Juseetios ‘
aloo 5845UNSATI9gUnsalliedioaursnlnuy Android, I0S, Windows Phone, Kindle
Fire, MTP {(Media Device).
aloa 5895UN1sATIAUNsalTdoamnTninuy TUsunsudssiandoanudu (SMS) Wy
Android SMS / MMS, 105 SMS / MMS, Windows Phone SMS/MMS éiluagnaioe
ool 5095UNMsAsI9gUnsaiedioanivlny Tusunsuusziansiede (Contacts) iy
Android contacts, I0S contacts, Windows Phone Contacts Méiustiatsy
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MUY o Y0 neilauauds dell
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Wumssiedvavinsléemilsunsunsiiesigs Mac OS uazgunsal 105 szeziom
o ¥ Tnvhigoatndelmi

anusalmuussUUUR RN Microsoft Windows eo Waz Mac OS Iailusgnstioy
5095 UNIsYufvduImdngulugUkuy Eoe, Lo, Soe, DD Uay DMG
Ielupgntioy

#1115031A57189 Device Type, i0S/0S Version, Serial Number, UDID wag IME|
I Dustatine

asnfulaya Documents, Emails, Movies, Calls W Voice Mail Taltuegeliay
anhsadumdaya iChat,SMS, MMS, Skype wae iMessage aidusgnatioy
anunsadumdayanisldau Safari, Firefox way Chrome ldlduegatoy
sosunnuauTRnIsnsesteya (Filter Criteria) Ihilusthatoy

5995 U MANUR Video Frame Analysis, Skin Tone Analysis kag GPS Mapping

Igfluetetios

oo @nsnAudayanie Keywords Wag Regular Expressions 161

oo @13090n5189MlugULUY PDF, HTML, DOCX, Wag TXT 1A

<ol 5995U FSEvent ve9 macOS High Sierra 1@

Com 993 UN157329 Memory Image File 9849 Windows @ o Fall Creators Update

(Version esloe) 16

C.oc @111505995UN5Y1 Image Categorization laguususyinnidu Pom, Weapons,
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