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Vi'l11'a~ b~t:JV!1t:J b~e:J:JJ;;'f.fn'V'J1 Vle:Jt:J1 'W;;'fflTI"lboif-:J1'W1~~ 'V'J~e:J:!J'a1t:J-:J1'W~G1fl1'aUf1u~\11'W 
' 'IJ :<,J 

-:Jl~-:l1'W~ 611 b'IJ'WiiJ1'Wl'Wb~'W~e:Jt:JG'l~ @JO 'Ue:J\I'a1fl1~1..()1-:l~1:JJ61'11j11J11Vi'bb~'Jb;;'{~'i\Jmt:J1'W lvmlo l'W 

u'Ut;l~"'l1 n1'Wm'W1:JJ 1 'W61 ruru1 bbG'l~ A ru~ m'a:u m'aM'al"'l-ruw;;'f~ 1~vh m 'aM'al"'l-r'U 11 b~t:J'U~e:J t:J bb~l (7]-:J.Q' 
<V v ' 

{?)1b iJ'Wm'a"lie:J:ubb"ll:u'i'll'Wm'U'Ue:J-:Je:JumrubbG'l~ 1u'abbm:u I\J1mu ri 'a1t:Jm'a ~'111'a~ 
' ' 

b~t:JV!1t:J b~e:J:u;;'fm'V'J 1 Vi'e:J~1 'tJ;;'{m'V'J1 oir-:J1'W 1~~ 'V'J~e:Jm1t.J-:J1'Wfl1'au5u~-:J1'W 
-:Jl~\11'W~ cs: bU'WiiJ1'Wl'Wb~'W~e:Jt.JG1~ @lo 'Ue:J-:J'a1f11~1..()1-:JM1:U61'11J11J11Vi'bb~lb;;'f~"'lmt.J1'W Gnbrf l'W 

u'Ut1'~"1l1fll'WG1-:J'W1:JJ 1 'W61ruru1 bbG'l ~ Aru~ m'a:JJfll'aM'al"'l~'UoW;;'f~ 1~v11 fll'aM'al"'l~'U 11 b~t.J'U~e:J t.Jbb~l ~-:Jd 
v v ' 

\9\'1bi'J'Wm'a"lie:J:ubb'1J:u?llumu'lle:J-:Je:JumrubbG1~ 1u'abbm:u I\J1m'W ri ';i1t.Jm';i ~'111';i~ 
' ' 

b~t.Jvt1t.J b~e:J:u;;'fm'V'J1 Vie:J~"l 'tJ;;'{m'V'J1 -ll'\11'W 1~~ 'V'J~B:u be:Jn?l1';i';i1t.J-:J1'W~G1m';iu~u~\11'W 

V!1fl~~u..()1\11:W;;'f1:!Jl';ifl?\\l:uBu\11'WM1m~ t.1 ~ b 1m~ rhvtu~ 1ll wK ruru1 bbG1~ ~';h~1-:J cJ\11:Wue:J n b~ n 
'\J v OJ 'U 

61ruru1 ~~'U~1-:J"'l~Me:J\1'1l1'a~~11J~u1 VIbbtl~';h~1\l bU'W'a1t.Jl'W 1 w)m1~Bt.JG1~ o.@lo 'lle:J-:Jl\1 b~w·h~1\11'11:JJ?i'ruru1 
Q.l QJ 'U 'U Q) QJ 

(0)0. 

mru~e:Jumru1-if\11'Wbn~.u~.rre:J\I ~~u~1\1Me:J\I~~m';i"lie:J:ubb"ll:Ubbm'll1Vi'v11\11'WM~~'~b~:umt.~1'W 
' 'IJ 

cs: -1i'11:u\l '11u~\lbb~blG11~1~~ubb~\l bb;;'l~\9\'1bi'J'Wm';i"lie:J:ubb"ll:ubbm'll1Vi'bb~lb;;'f~'i\lmt.J1'W ~vcs: -1i'11:u\l uu~\lbb~nm 
~1~~'\.Jbb~-:J (uml:Ul'Wvtt.i~';i1"1lm'a) 

' 
CO> CO>. bie:~u1 "ll~'W 6J 

@)@) .@) mru~uf1F1G1mt.J'We:Jnn~11eJ1\Ivt~e:J 1 oif~hlTI b1t.~n~eN1~" l1"1l~il m';iG1~ bil ~~'ll~'Vlt 1~t:J~l1~1\l 
' I '" 

m~(?]~ bb UG'l\lbbm'll 1u"'l1n b~:u V!~e:J bbm 'lJ~~ bbUG'l\11~ t.J1~~'Uf111:u€lum):JJ"'J1n~~'U~1\IbU'WV!tJ\I~e:J V!~'El b1J'Wmru 
'IJ 

~ n f1 'Vl:!Jl tJ e:J 'W ru 1M 1 Vl'Vl011~ ~~'U ~ 1\l'<il ~ M' e:J\IU mJ e:J \1 ~·;h ~ 1\1 bbG'l ~ 19i'1 b i'J 'W fl1 ';i~ \IUl\1 b ~ e:J 1 Vi' n 1'a n ~ 1T51\I d.J , v 'U 'lJ 

'Vl~e:J n 1'a b~t.J n ~e:J-:J';i~~'U~'W1L.J1~ t.1 b ~l 'Vl1fl ~~u~1\11:JJ €11 "'l m~vh 1~ bbG1~ ~11~ 1\IM B\I~'U ~ ~ 'l!B'Ufl1 b~t:J'Vl1 t:J 
'IJ 'IJ 

~ e:JUAAG'lm t.J'We:Jn b ~e:J\I"'l1n~G1 bb 'IA\Im'aG1~ bil~~'ll~'Vlt~\ln~11 ~~u{)1\IMB\I b 1J'W~~ue1~'l!e:JU~1 b~ t.J'Vl1 t.1 ~11J~u 
' 'IJ 'IJ 

bbG1~rh H~1t:J~'W" ';il:JJ~-:J~15';i';i:JJ bUt.J:JJ bbG1~~1'Vl'W 1t.Jf111:JJ bb 'Vl'W~l1..()1\l ~\ld ~11..(11\l"'l~ bb..()\11 Vf~~'U..()1\I'Vl';i1'U I '\J 'U 'U 

b U'W'VltJ\I~e:J b~e:J 1~il fll';i n~11eJ1\I'Vl~e:J 1 oif~'VlTib~t.J n~e:J-:J~-:J n~111~ t.1 hJ.Unoir1 

@)@) .lv mt:J1 'W n1'Vl'W~'a~ t:J~ blG11 fll'ae:J'Wru 1M 1 'Vl1-ii'~'Vltm'abi-:J1'W 1u 'a bbm:u ~~'U~1-:J"'l ~ ~ e:J\1 

~mh~ n'W11 uu~-:Jbb~ b 1m~ ~~u~ 1-:Je:J'Wru1111'l-x't .u'~Vl% '[ ~;bbm:u"'J~ovi'1\11'WLJi'1?11:uYl n1'Vl'W~ 111. 'W~ruru1mutl'1 'W 
'U q v v v 

= -~~ 
'V'J. \?l. Vl. 'l!j'lj\1 ............ 0-'j ............... . 'V'J.I'1.\?l .....•...... ~ .... ~.\?l.eJ ....... ~ •............. 



- cr-

... ~"'"I".,.~.{"?" ~ ... ..j"l.,j,.j., 
(9)(9).{,1) m~~\l'VI~ b u~'l..lbi'VItm Th "ll\l1'W ~"llbt'VIum~ b "11\11'1..! Vl~am~~\l'VI~ b u~'l..le:J'I..lb~'VIbn ~1"118\l 

n'tiim'lm~ ~1~~\IL't.hbbm~ tb~~a't.Jmru1'WLA1\ln1~ ;la\l~1tiJ'I..lm~1'1..l'l..l1~"1Ja\l6'hirn'l1'W'lJ~~m~'VI'n\l~iSV!~ • 
t~atl'll~~:nn'<iltb~~li1-:~A:w 1~tJAru~m~~m~\Pl~1'<ilfuw6'1~ Vl~a~rle11'1..!1'<il'Vlth~ttl'W~n1Vl'W~tvh,!'W1~~~fu~1-:~ 

~ 'i 'U cu 'U 

;)a\l"1Jafua'l..ln'1\Pl~1b iJ'I..lm~ 1 'l..l'W1:W6'hirn-:~1'1..l't.J~~m~'VI~1-:~~iiiVi'~t ~atl'l!~~:nn"Vtb~~61\IA~ 
.·~ ~ 

• Q,l ... 

G>kl. Vi'IJ'JV-31'U'a'Ull-l~'tlel'U 

f)e:J\lU\lflUf11'SU~1UU~1~f11~m~Vi1A11~~~b~ mnum"~Jty1f111UVI1\lb'VIA L'WL~~ 

,... .~~ 
'V\I.I'l.'Vl.VIty.:J •••••••••••• ::-0.'J ............. . 'V\1.\91.\91 •••••••••••••• 9.=: ...... . ~ ';i.\Pl.€1 ...... :· .......................... . 



fl1flN'l .. nn 

CO). el'w bn111Hblil~~e:~~hJa'VI~nTa1-il'..:~1u 1 'IJ-abbm:w~u6i'J'W bblil~1 bfl-a-1~~-il'mJlilt 'VI-a~w'Vi'iie:~~e:~ bblil~e:~umru 
~ ' 

bfll~e:J'W~ (Renew Cellebrite UFEDcs::-PC with Cloud) 1il'1'W'J'W cs::- "ll\91 1~CJ~rH1lG'l:WUM ~\lfi 
' ' 

b u 'W n1 ~ 1?1, e:J~'U~'VIt n1~1 oli \ll'W 1 '\J~ bbn~:w~ 'UG'll'W bb];"'~l bf1~1~vf .U e:J:IJ ];11 'Vl~ A'\AJvl {! e:J~ e:J 
'U 

bb];"'~e:J'\Jmrubfl~e:J'W~ '\AJ~e:J:WeJ'\AJbm~m~l?l~T<IJibA~l~~.rre:J:w];ln~:wb:w1l.l (Cellebrite Cloud) 
'I v 'U 'I 

~~CJ~nm @) u 1~CJhJI'i'e:J\I-.D~6lle:JhuJ 
~e:J\If'Um~ibA~l~~olfe:J:JJ];l contacts, SMS & MMS,emails, calendar, multimedia, 

'U 

call logs, phonedetails (IMEI!ESN), ICCID and IMSI bb];"'~ SIM locationinformation 

(TMIS, MCC,MNC,LAC) 1(ilbth..le:J~1\1Ue:Jt.J 

~e:J\Ifum~v'h6'11b'W1 SIM ID 1(ilb'U'We:J~1\IUmJ 

~e:J\If'Um~ibA~1~~bb'U'Un1!:.Lf11'\AJ (Physical extraction) bb];"'~tle:J~~Vi'G'loVeld,Ji:l (Decoding) 

bbi:l~G41:1J1~tl ByPassing Pattern Lock I Password I PIN 'U'W1'Vl~A'\AJvl:iJeJ~eJbb'U'U Android 

b'll'W Samsung Galaxy S family, LG,HTC bbi:l~ Motorola Hi'bU'WeJ~l\IUe:JtJ 

®.cf ~e:J\If'Um~ibA~1~~bb'U'Uf11t.J.f11'\AJ (Physical extraction) bbi:l~tleJ~~Vi'G'l.rre:ld,Ji:l (Decoding) 

1'Vl~A'I"lvl:iJeJ~e:lbb'U'U Android r:s:::.~ - CS:::.CS:::.m 1(ilbU'We:J~1\IUe:Jt.J 

®. \u ~e:J\If'Urn~i bfl~l~~bb 'U'Uf11CJ.f11'\AJ (Physical extraction) 1 'Vl~A'\AJvl:iJeJ~e:lbb 'U'U BlackBerry 

r:s:::- mJ 1(ilbtl'Wmh\lue:JCJ 

®.b'J.i ~e:J\If'Unl~lbfl~1~~bb'\J'Uf11CJir1'\AJ (Physical extraction) bbi:l~tleJ~~Vi'?!orreJd,ji:l (Decoding) 

1'Vl~A'\AJvl:iJe:J~eJbb'U'U Windows Mobile ~.o - ~-® 1~bU'We:J~1\IUe:Jt.J 

®.~ ~eJ\If'Ufll~QA'WoVe:Jd;li:l (Recovery) ~t;jf1l:l'U1'L1bb~T<\J1f1'VltllCJbtl'\JolJe:J~i:l (Unallocated 

Space) 1~bU'WeJ~1\Ii!eJt.J 

@l.ci ~e:J\Ifum~t~e:J~~Vi'?lolfe:J:wfl~1~fu~:nn JTAG 1~bU'WeJ~1\Ii!eJCJ 
'U 

®.®o ~e:J\If'Unl~fle:J~l"VlG'l~'U (Decryption) m~1-1l'\11'W Whatsapp 1~bU'WeJ~1\IUeJCJ 

®.®C9J ~e:J\If'Uml"l?l~l"<IJ:D''U Malware bbi:l~G'llm~mr'h Watch List 1(ilbU'WeJ~1\IUe:JCJ 

C9J.C9Jb ~e:J\I-r'\Jm~b~'W1 ~~ WhatsApp Audio File (.opus) 1~bU'We:J~1\IUe:JCJ 
(9).C9Jm ~e:J\1-r'Um~fle:JmvtG'l (Decoding) 1 '\J~bbm:W Free Flight Pro 1~bU'We:J~1\Iile:JCJ 
@l.C9JCS::: ~eJ\If'Ufl1~tle:JmvtG4 (Decoding) LG database LOB_ MainData.db 1~bU'WeJ~1\IUe:JCJ 
(9).®cf 6'!1m~m.l1 User Password vf1rK·'i:nn1'Vl~A'\AJvl{leJtleJh.Jbi1~\I.Ue:J~i:l Cloud storage 

b'll'W Dropbox, Google Drive 'Ue:l\lbth'VlmCJ1~ 

@).(9)\u 6'!1d.Jl~mJ1 User password ~1(il"'il1n1mA'\AJvl:iJeJ~eJ1'\JboV1~\IolJe:ll,jflbi11'Vld.J1CJ1'W Social Media 

1~e:J~1\Iile:JCJ ~\lfi Facebook, Kik, Twitter LU'WI'i''W 

(9).C9Jb'J.i G41:W1~ti'W01 User Password Vi'1~ "'illn 1'VI~A'\AJvlJJe:Jiie:J1 tl biJ 1if \liJ mJ, fl Webmail 

'Ue:J\1 bi11'Vl:IJ1t.l 1~ 
(9).@)~ 6'!1m~m.1J1~\1.1Je:Jd,jfl Profiles, Image, Videos, Contacts bbi:l~ Files 'Ue:l\lbiJ1'Vl:IJ1t.J1(il 

'\"J.\?I.VI.Vl~..:l ......•..... ~ ........... . 5r '\"J.I?I.\?1 .......................... . ¥ 
';i.\?1. eJ. ··········· ············ 
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®.®o ?11l.l1~mt.?I~..:JtJa1'W~Ubb'U'U timetine 1~ 
~'IJ 

®.®® ii'W'lnolt'Wm1fl''Wvn-i1aua, m1 Fitter -iJaua UJ;l~ n11 Sort -iJaua 
. 'U 'U 'U 

@.®® edBut.t.61lue:~'llmrua1'Wm'U~"IlT~~ ~i!aVJ1a1~e:~a1 u?~mY~1 -il..:J1'W1!K~ 
. ~ , 'U 

kJ. el'VHfl~~ bbGl~~ e:J~"llfl\'1~ n1~i if {11'Wi tl ~bbfl'UJfl1VIi'U1Lfl~1~~bl.t'I~~~'J~f!e:J\JVI~ n ij1'Wab~ fl\'l~e:JiJ nfl' ... 
(Upgrade EnCase Forensic with Mobile Investigator) ~1'1..!"1'1..! G> "ll~ t~ailflruauuw ~~d • • 

®.® t. u 'Wf111~·a~'IJ~'Vli f1111"11..:~1'Wb 'll1t.t.m:w;hvl'fu1 t.fl11~'Vf t.t.a~~11lil6'lau'Vl~fHi1'W .. 
~t.~nvml'wmh~a~t.1a1 (9) u Y~~al.l'e)wt.m~m1~~1lil1t.fl11~'Vl1'Vl11'fw-vi:Wai1a (Mobile 

Investigator) 1~ a 1:JI'i'a'l~ij~sffa 1 'Vl:W 

®J~ 6'11l.l11"1-ilnu1~u'W~~uutJ~u~m1 Microsoft,YVindows ~..:~1'WatJt.t.uu rn® bt.a~ b~Bit 
hm ":i€l..:~-surn1~Ufl'W1~'U'Ub'WLW~~G'lb~1lf?i'..:Jl'ia1tJ{i Windows FAT®® (Ftoppy), FAT®b, 

FATm®, NTFS, Macintosh HFS, HFS+, HFSX, Sun Solaris UFS, Linux EXT®, EXT 

m, EXT~, BSD FFS, FreeBSD FFS®/UFS®, IBMAIX JFS, CDFS, Jotiet, DVD, UDF, 

ISO ribbo, Palm u.a~ HP-UX (vxfs) Mt.U'W€J~1..:JU€Jt! 

®.~ 6'111J11"~~ai\.:~~:wt.:wlil1¥Ja1~tJ'V111'W~'I1uuu'IJe:J.:j Bit-Stream Image 'Vl~a Bit-by-Bit 

Copy ~..:J?f1l.l1~t1-.ijmfiu1~~..:J1'Wt.t.uu Physical t.t.a~ Logical 1~1w 
®.ct 1'€J..:J-rurn;i'vhnunu~hu1vra'n~1't.!tuatluuu Eo®, EXo&l, Lo&l, LXo&l ua~ DD 1~ 
hb f111~ ~t.nU'IJfJ..:J~l.lb:Wiill'i' €J-!16'11l.l11t1~111il6'lfJ'Ufl11l.IG'l:W'U ":iru bba~n nl'i' €)~ L~t!boll MD& 

'IJ 'IJ 

bbG'I:l1 SHA-(9) 1~ 

®.b"ll 6'11l.l11t1~111il6'1€JUoU€Jl.IG'IIil~'Vlma~t.~ f1'Vl1€Jiina1\?\ 'VlG~1a':itlbt. uu t.-d'W Outlook PST, 
" 'II 

Outlook Express DBX, Microsoft Exchange EDB Parser bba~ Lotus Notes 1~ 
®.~ 6'11U1'W~111il?I€JUoUm;\alil~'VlU1tJ~t.an'Vl1eJUmi'Vl1..:Jb1u (Web-based email) 1~ 

t.'ll'W. Yahoo, Hotmail, Netscape mail t.tl'WI'l'W 

l!:l.ri 6'11U11mt.a~..:~tJ":i~1~m":i1-tl'..:~1'W~'Wb~l€J1t.u~ )Web-Browsing History) bt.a~'VlU1t.1ut.'V'llil 
~· t1 m n u H ( HTML Cached) 'IJ a ..:~1 'll ':i bb n1u Internet Explorer, Mozilla Firefox 

'IJ 

bbt'l~ Apple Safari 1~btl'W.B~1-!IU€JtJ 
\!:J.@o 6'11l.l11t11bl"l11~'lh~u'U~l.lt.Uiil1W~'IJ8~ VMWARE, Microsoft Virtual PC bt.a~ SafeBack v® 1~ 
®.&l@ 6'11l.l1':it1fl'W'Vl11 'V'l~~~nau bba~l'la..:~~a..:~-rum'l!l11 'VltJ 1~ b U'We:Jcl1..:~ilaa 
®.&l® 6'11l.l1':it16'1~1..:J~"llii-i1a~a (Indexing) 'V'l~Bu'l'11f11':iA'W.'Vl1t.t.uu Live Search 1~t.tl'Wmh..:~uaa 
\!?.@)Q'l a1u1':i"R'W'Vl1-Da~a~nufi'1vla'W1Iil (Keyword) 1~btl'Wa~1..:~um.J 
l!:l.@~ 6'11U11"6'1-r1~":i~umhaa~1'V'l~t.a:Wau(Virtual File System) i:~aa-r1..:~1~fv·lba:Ua'Wiil1n 

hrM'Vl~ n:o1u 1~ biJumh{jtJeJCJ ... 
l!:l.&l& 6'11U11t16'1-r1..:J~~'UU"i11aB..:J~G'lnbaila'W'<il~..:J (Physical Disk Emulator) 1~tJf11~6'1~1{11~uu 

~n1.'1J.aiia'Wiil1..:J~'W.l.l1lil1n 1 \f'f~'Vl~mn'W 1~\ U'WB~1-:jUmJ ... 

/&,~ 
'l'i .I'!. 'Vl.'VIG)~ .......... ":':Q'j. .•......... W.l't.\?1 .•... 2= ~ ':t.\?1.8 .......•.............•.• 
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h®b ~a..:t~"''tHHl~~vtftbW~Encrypting File System (EFS), SafeGuard Easy, PGPWDE, 

SecureDoc Full Disk Encryptionbb~~ McAfee SafeBoot 1~b1Juath~uacJ 

h®w 'HJ.:Ji'urre:H>J.~WftbWft Windows ®o Bitlocker XTS-AES, Dell Data Protection (j.®w 

1~buuach-:~uacJ 

b.®~ ~a--1'im:iUU1vM~ab~11 Apple File System (APFS) 1~\U'Ut1~1--1Ue:JH 

~.®~ ft1m~~ft-r1--1~~'U'UUe:J--1 nu f11~b ~~'W,ru.rr m.J~ bb 'U'U611e:JW~ bb 1{ (SoftwareWriteblocker) 
'" 1~\uua~1--1um1 

~-~o ft1:W1~rtft-r1--1~1~--11'Wb'W~Ubb'U'UTEXT, RTF, XML, HTML bb~~ PDF 1~ bb~~m~ft1:W1~fl 
'" 'U 

ui'ubu~m.J~Ubbum1~--11uM~Pn:wl'i'a--1m~ 
®.~® OZJ ~ 1 'll~bbm:wmw-rmH1u 1 'll~bbm:w bft1:w61'1VI1'um~1 bm1~'l-fVI'69 mi1'l.JV11--11 Vl'!i~wvi":tieJ~eJ ' ~ 

(EnCase Mobile Investigator) 
"" "" !'1. "" <'<dl <dl ol <>' · ~ !:'1. ' IV ' ~-~~ '!ieJ--1'!iUfl1'!i\9l'!i1\11bR~1~VIbVl~l'll'W'VI:WeJfle:lbbli'l~~ umruwnw11.~ b:W'WeJ~m1 ~b,ooo bb'U'U 

(Device Profile) M 
~.hn '!i€l--11'Uf11'!i\9l'!i1\l~eJ'U.rreJ~li'l Text Messages, E-Maits, Catl Records, lnternet History, 

Photos, Application Data bba:: Deteted Data 1~b'iJueJ~1~Ue:JCJ 

~-®~ '!i€l--11''U Built-In Bypass Functions G'l'Tvl'fu1Vl';r?\~v1fle:~fie:~u1~iu1v11U'W€lti1--1'l!mJ 

~.®<f ~e:~-:~:run1~1'l'!i1\lfteJ'UbbVIfi-:j.rr€l:wa (Data Source) b'W'!iUbb'U'U SQLite, Plists, archives, 
'" '" 

PDF tbli'l~ HTML 1;JttJt.mci1--1Ut.ltJ 

~-~b '!i€l--11'U Optical Character Recognition 1;JbUU€l~1--1U€lCJ 

h~G'll '!ieJ--11'tJ Regular Expression 1~tUtmcl1--1UeJCJ 

~-~(j '!ieJ~1'um'!i€l€lm1~~1Ubb'U'U HTML, Timeline bbli'l~ PDF 1;JbU'WeJ~1~Um.J 

cv .. ..c::. 4· ~v ; ~ . ../IV cv .d~ cv ~su 
m. e:J v-an ':if! bU'I::iil e:J111"llflVHi n1':i ~'tHl1'W"'f fl ~ 1.hbm':i:l.l1 bfl':i1::'111"ll e:~:w 111'111111 mnuvnn EJ'lm.J n1':i ~"'f ;:J11.J . '" ~ 

~1.Jbiile:J-fbilii! (Renew Magnet AXIOM) 1i!11.J'l'l.! cr "'!fl 1~~:.!l'J~ruft:wu~til~tl 
bf\.(9) 1 iJu n1 ~ervnn ';i!'l11li'l~ 111 flil'tl~ Vl~i U'!ib1m-:w11R '!i1~~-rr m~li'I'VI'69 n~1uit brl m nu f11'!ib ~{I 11.1 

.,. ·~ ::"J'i 11"' vlt<r 1 €l'l.!l.iiltl1l.'I.J\9l (AXIOM) 1~CJ~1.1li'l1 <9l u 1.~CJ :W\Ple.l~\1~"/jeJ!.IIIll 

Gll.~ 'Hl~i'urn~'ll1ti1'1l€l~'WCJ"l'WVI~fl~1'W {Evidence Source) tt'U'U Drive, image, File & 

Folder, Volume Shadow Copies 1~~D'l.J€1~1-:!UeJEJ 

m.m ft1:W1~t:1'Vhf11':i\Pl'!i1\l JTAG Chfp-off fmage Uli'l~ Uve Ram Capture 1~dJ'U€lci1--1tJ€1CJ 

Gll.~ ~eJ~i'um~iii~1\I~~'U'UU~U~f11'!i Android, Kindle Fire, Windows XP, Windows VISTA, 
~ V .\"( I V 

Windows ml, Wmdows (j; Windows (j~®, Windows ®o, OS X, iOS h~tu't.Je:J~'1-:J'l.J€ltt 

bO.~ ~eJ-:Jofu1w6f~~b~:W (File System) NTFS, HFS+, HFSX, EXTh, EXTGll, EXT~, FATbO~, 

EXFAT, YAFFS~ 1;Jbtt'WS~1·ni'em 

bfl.b '!ieJ--1'fu~'llbb'UU1wawEJ1'WVI'69n]1'Wbb'U'U EoC9>, Exo®, LoC9>, LxoC9>, ADC9>, dd, raw, bin, 

1"1.'1 I il img, dmg, flp, vfd, bif, vmdk, vhd, vdi, xva, zip, tar \PlLu'Wacnt'WtlCJ 

bfi.G'll ft1:W1~fl ... 

~-~-'Vl.'Vl~~-·········~············ ~ ~.~.(?} •••••••• -•••••••••••••••.••• ':i.(?l.8 .. ~. 



m.6'll ft'1:JJI~fll'l~'J~'W'Uf1TWUT'JWft'lJB"t[f1{(1f~ft (Detects encrypted disks} tt'U'U TrueCrypt, 

Bit locker, PGP, Safe boot 1~ 
Q.J iJ 'i 6J 2.' ~ il' d I V 

m.~ ~B~~'Uf11~1'1'U'VI1b(1ftlf1TH"I1- Keyword Search bbft~ Regex/GREP b{?}bU'UBEn~'UBtl 

m.~ ft1:W1~t1vl1f111R1'U1rufh Hash bb'U'U MD<t bbGI~ SHAw b~!.U'Ue>cl1~ife>t1 

m.®o ft1:1J.1~tl1eN~'Uf11'j]tJ1~1'U~1:wt1'U Project VIC Lba~ CAID b'W611~bU'U.Bch.tifmJ 
Ql.®® ft1:1J1~mB.:J~'Uf11~vl1-:J1'U~1:Wtl'U PhotoDNA b~bU'UB~1-:JifeJtJ 

Ql.®b 1eJ.:Ji''Uf1111'111~ 1 U1bbf11:WI'IeJ:W~1bi'IBf ti'J~bfl'Vl Social Media 'lJeJ.:J 1 tl1bbf11:W Bebo, 

Google+, lnstagram, Linkedln, MySpace, Twitter, Sina Weibo, VK 1~b'\Jua~1-:Ji!eJtJ 

Ql.®Ql 18-:Ji''Uf1111'11T'ilb tl1bbfl1:WI'IeJ:WYhbweJf tl1~bfl'Vlft'U'Vl'U1 (Chat) 'lJeJ\lbti'JbLm:w Adium, 

AIM, Chatroulette, GoogleTalk, iChat, iMessage, Mail.ru, MSN Messenger, MSN 

Plus!, ICQ, Mail.ru, miRC, Omegle, ooVoo, Paltalk, Pidgin, QQ Chat, Second Life, 

Skype, TorChat, Trillian, WeChat, Windows Live, Messenger, World ofWarcraft, 

Viber, Yahoo Messenger 1~biJueJ~1\ltleJtl 
ffi.®~ 1H'li''Un111'111"ilt'lhbbf11:WI'IeJ:W~1b!?leJf 'th~Lil'Vl Web Browser 'lJeJ\lbU1bbf11:W Qlbo 

Browser, Chrome, Edge, lnternet Explorer, Firefox, Opera, Safari, Xbox IE 1~btl'W 
t "' eJtl'l\l'Ufltl 

Ql.®<t 1B~i'um1~11'ilbU1bl.n1:WI'IeJl..f~1!.~€lf tl1~t.fl'Vl P®P 'll€l\lbtl1bbf11l..f Ares, Bitcoin, 

eMute, Frostwire, Gigatribe, Limerunner, Umewire, Luckywfre, Shareaza 1~dJu 

e:~~1\lue:~~:.~ 

Ql.®b 'rf.l~~'Un1'rl'l11'iltl.ft~QfiUttl-rtbm:JJt11Ztil'Vl Emait B1Vft"lf'U mbox email archives, 

Microsoft Lync/OCS IM, Outlook OST & PST files, ZOOM 1~b'iJ'U8~1\lUBtl 

Q1,®6'll 1B\l~Ufl11\Wn'iloUB~Gl-'lJ8\l':f~Uutl~u~m1" b-u''UEvent logs, JumpUsts, LNK files, 

Mounted network shares, OS and file system info, Prefetch files, Shellbags, 

Startup ltems, Tlme zones, User accounts, USB device hlstory 1~bU'Umh.:Ji!BtJ 
Ql.®~ 'JeJ.:J-rum'Jvl1-:J1'U~1l..fn'U_;pu-ifa~ft Child Protection System (CPS) 1~1.<\Jua~1-:tUeltl 
Ql.®~ LDu1tl1bbf11l..!Vi,~1'Uf111'Vl(1fft'fl'U"il1f1US Defense Cyber Crime Institute (DC6l1) 

b<\J'UB~1-:JtieJtJ 
Ql.bo 1B.:Ji''Uf11'J!?l11'ile:Jtlmruiiaoaft:l.l1f'Vl1W'W Android, iOS, Windows Phone, Kindle • 

Fire, MTP (Media Device). 

Ql.b® 'Ja\li'um1!?l'J1'<ilf:! tlmruii e:~o e:~ft:w1f'Vl1 wu 1 t11 ~.~.muti'J~ b.n'Vl-D' Bl'l11uGfu csMs) ~.-du 
Android SMS I MMS, iOS SMS I MMS, Windows Phone SMS/MMS 1~~Ut.l€J~1~'11Bt1 

~.®b T€1\l-rum'J~'J1'<i1Btlmru;/e:~~aftm1'Vl1wu 1ti'JLLmuti1~Lfl'Vl11tJ~eJ (Contacts) b"li'U 
• 

Androld contacts, lOS contacts, Wlndows Phone Contacts b~bU'UeJ~1-:JU8tl 

'W.I».'VI.vt~ ........... ~ ........ .. ~ 'W.I».I'l ....... L.\ ......... . .~ 'a.IPl-.8 ...................... .. 



-ct-

cs:. ~B~'ll~'VItrnaboif.:J1'W~~ 1'll':ibbfl1a.Jn1':i1bfl':i1~~bb~flbb~~~'llmru1e:~ 1mm'! (Renew Blacklight) 

;ij1'W1'W @) 'll~ b(9)t.J~flru?ta.~u~ \?1\ld 
' ' 

ct.® b'\J'Wrn':i~e:J~'lJ~'VItrn':iloif\11'WhhbbmlJm':i1bfl':i1~~ Mac os bb'il~e:J'\Jmru lOS ':i~t.J~nm 
" ' 

{9) u b(9)t.JhJI'i'e:J\1~(9)~e:JhnJ 
ct.lv ?!11Jl':i~1oif\11'W'U'W':i~'U'UU~u~rm Microsoft Windows ®o bb~~ Mac OS 1~bU'We:J~1\Itlelt.l 

.ct.m ':ie:J\If'Unl':ivl1\11'Wn\J?l'1b'W1'Vl~f1lii1'W1'W':iUbb'U'U Eo®, Lo®, So®, DD bb~::; DMG 
"' 'U 

1\il b tl'W e:1 ~1\lue:J t.1 

ct.ct ?!1a.J1':i~lbfl':i1::!Vl Device Type, iOS/OS Version, Serial Number, UDID bb~::! IMEI 

1\il b u'W e:1 ~1\lue:J t.1 

?!1lJ1':i~A'W'Vl1oUeJlJG1 Documents, Emails, Movies, Calls bbG'l::! Voice Mail1~bU'Wmh\IUeJt.J 
'U 

?!1lJT~HIA'WVl1oUm;jG1 iChat,SMS, MMS, Skype bb~::; iMessage 1~bU'WeJ~1\ItleJt.J 

?!1lJl':it;~A'W'Vl1oUmJam':i1oU'I1'W Safari, Firefox bb'Gl::; Chrome 1~bU'WeJ~1\Itle:Jt.J 
'U 

1eJ\11'Ufltl.J?f:WU~fn1fl".ieJ\IoUeJ:im (Filter Criteria) 1~\U'We:J~1\Itle:Jt.J 
' 'U 

';ieJ\If'Uf)ill?f:WU~ Video Frame Analysis, Skin Tone Analysis bbG'l::! GPS Mapping 

1~ bU'WeJ~1\IueJt.~ 

ct.®o ?!1lJ11~A'WVl1oUeJ~G1~1t.J Keywords bba::; Regular Expressions 1\il 

ct.®® ?!1dJ1-;i~eJe:Jm1t.J\11'W1'W';iUbb'U'U PDF, HTML, DOCX, bba::; TXT 1~ 
'U 

ct.®lv 1e:J\11''U FSEvent 'lJeJ\1 macOS High Sierra 1~ 

ct.®m ';i eJ \11"'Ufn 1 (91 ';i 1\1 Memory Image File 'lJ eJ \1 Windows ® o Fall Creators Update 

(Version ®b'lioci) 1~ 

ct.®ct ?!1lJl':imeJ\11'Urn';i'Vll Image Categorization l(9)t.JbbU\IU';i::;b.n'VIbU'W Porn, Weapons, 

Drugs, Extremism, Gore, Alcohol, Swimwear/Underwear 1~bU'WeJ~1\ItleJt.J 

&. ~B~'ll~'VItn11b.zf.:J1'W'lJ~ 1'll1bbn':ia.Jn11bfhJ'Vl~n~1'Wbb~flbba~Btlmru1e:~ lmml (Renew MacQuisition) 
' .., ' 

;ij1'W1'W @) 'lJ~ b(9)t.J~flru?tdJu~ \?1\ld 
' ' 

ct.® b u'Wm':i~e:J~'lJ~'VIi m';i1-u\11'W'Ij (9) 1 u1bbmlJm':i bn '\J'Vl~ n§1'Wbb~ A bb'Gl::;'eJ. umru1eJ 1me:J?t 

(MacQuisition) ';i::;t.J::;nm (9) u l(9)t.J1~1'leJ\1~(9)sffe:J1Vl~ 
':ieJ\1 f'U f11';ivl1\11'W1 'W m ':i 'lJ bb 'U'Uhl bbfl' f11';i~ (9) bfl '\J'\AJ t.J1'W VI~ fllff1'WVl. rl1~-:ivl1\11'W eJ ~ 

'U "' 'U 

(Live Data Acquisition), fl1';i'<iJ.,(9)bfl'U'\AJt.J1'W'Vl~f1§1'Wbb'U'Ub'<iJ1::;'<iJ-:J(911lJVl.l>i'e:J\If11';i 
(Target Data Collection) bbG1::!f11';i(91';i1'<iJlbfl';i1::;~'\AJt.J1'WVl~f13j1'W (Forensic Imaging) 

1~b u'WeJ~1\ItieJt.~ 
~ fl 1 1lJ?! 1lJ 1 ':i ~ 1 'W f11 ':i { m~ 1 (Preservation) fl 1 1lJ ~ nt>i' e:J \1 'lJ e:J \1 '/J €J lJ G1 (Data) 

'U 'U 

bba::; 11t.JG1::; bBt.J(9)'1Je:J-:JoVe:JdJG1 (Metadata) 1~bU'Wmh-:~tieJt.J 
'U 

ct.ct -;ieJ\1 f'U fll';i(91';i1\l?feJ'Ufl1 1dJ~ n\Ol e:J\1 bb Vi '<il~ \I'UeJ\I'Vl~ mi1'W (I) 1t.1'1Al \1 n if 'W MD&:: bbG1::! SHA-(9) 
'U "' 

"" 

~ ~ '\AJ .1'1. Vl. Vlt\j-.1 ........... ::J ........ ..... . ~ '\'11.\il.\il ......... c ................ . 

cf.b :Wf\11 .. . 

';i.!'l.tl .... ~ .... . 



- 'o -

cr.'o iJ f1l~U'WVlf1 ~1';iVl?f~~-y'il6HJ'Ufll1lJ~ n~ e:l-:J (Hashing) l~tJel ~ 1 WJ~ 6~ e:JiJ m~iJ m~vh 
~1l'W16U'W1'V'l~u'U'U EoC9l 

cr.(Jll ~e:J-:J~'U~D66'U'U6bG1~ m~vhBlJ6lJ';() 1 DtJ-:J 1~{'\'ll~tl66 'U'U NTFS 
~ ~ 

cr.~ ~eN~'Um~vh Capturing RAM 6661~ Data collections 'U'W~~'U'Utl~u~m~ Mac OS 

cr.~ ~e:J-:J~'Um~vh~16'W1Vt1htJfll1lJ"iJ1 (Live Memory) 1~6 U'WeJ~1-:Jtle:JtJ 

cr.C9lo ?!1m~m6?!~-:Jtl~~1~ (Log) m~'Y11~16'W1Vt~f1~1'W1~ 

cr.C9l(9) ?!1m~t~vh~1l'W1'WtJ1'WVt~f1~1'W~tlmru Apple Tlv Chips 1~ 

cr.C9llv ?!llJTm'Y11-:J1'W1llJfl'U 1 'V'l~'ll?!b~lJ APFS 1(if 

' 'o. l'i eJ ~ "'..~Vl5 n_;-aHf -:!1'1..1"1!~ b U'abbf113Jri1Vii'u~ bF111~v1~ ~bel (Amped FIVE) -;u"1'1..11'1..1 <9) "!! ~ l(;] CJil 
Q,.l"""' Q..l ..::::::1 

flill?!lJ'U~ (;1-:J'U 
' 

'o:l.C9l ~eJ-:J1'Uf11~M~~-:J'U'W1~'U'UU~tJMfl1~ Microsoft Windows 1(ifb'uumh-:JtJeJCJ 

'o.lv ~eJ-:J1'Ufl1~~~l';()?feJ'U~-:J1'1'1J~m'W (Picture) 6~'1..1 Bitmap, JPEG, Tiff, Targa, JPEG!vooo, 

PNG 1~6U'We:J~1-:Jtle:JtJ 
'o.m ~eJ-:J1'Um~~~l';()?fe:J'U1vM1~1e:J (Video) 6'1i'W AVI, FLV, mGPP, WMV, MOV, NTSC; PAL 

1(i16 tJ'We:J ~1-:Jue:JtJ 

'o.~ ilfll1lJ6'!1lJl~t11 'Wf111l6fl11~vtVt1 EX IF Metadata 1(if6lJ'We:J~1-:JtJe:JtJ 

'o.cr ilm1lJ?l1lJl~f11 'Wf11~l6fl~1~Vl'Vt1 Hash Code 1(i16U'WeJ~1-:Jtle:JtJ 

'o.'o ~m1'Uf11~'UCJ1CJ.fi1'V'J (Zoom) ~1lJ~'W~~6~eJfl (Space Selection) 1(if 

'o.b'll ~e:J-:J1'Ufl1~M~ (Tag) fl'U~-:J~?!'Wh6'1i'W ~'W~ (Area), ~flfl~ (People) bb~~-r~~ (Object) 1~ 
'o.~ lJfld1lJ?l1lJl~t11 'Wm~'Y11~~l';()?leJ'U Mismatched Frames 11i1lU'WeJ~1-:JtleJCJ 
'o.~ lJfll1lJ6'!1lJl~t11'Wm~(il~6Q'\'IJ1~G'Il'W~?!'Wh (Crop) 1(if6tJ'Wmh-:JueJCJ 

'o.C9lo lJfll1lJ6'!1lJl~ti1'Wm~llm"'.. (Edit) 66'U'U Crop, Flip, Rotate, Resize, Smart Resize, 

Deinterlace, Align Fields, Correct Perspective, Undistort 66~~ Unroll11i1 

'<:l.C9lC9l ilm1lJ6'!1lJl~f11'Wm~'l.J1''U66~-:J~1 Contrast, Brightness U61~ Curves 1(if 

'o.®lv ilfll1lJ?!llJl~ti1'Wm~meJ-:J (Filter) 66'U'U Grayscale Conversion, Color Conversion, 

Color Switch, Extract Channel 6661~ Mix Channels 11i1 

'o.®m lJfll1lJ?l1lJl~ti1'Wm~ Denoise U'U'U Averaging Filter, Gaussian Filter, Bilateral 

Filter, Median Filter, Wiener Filter 66~~ Deblocking 1(if 

'o.®~ ilfll1lJ6'!1lJ11t11'Wfl11 Integrate 66'U'U Temporal Smoothing, Motion Smoothing, 

Frame Averaging 66~~ Super Resolution 11i1 

?l1m~m~lJfll1lJfllJi~'UeJ-:Jl~1e:J~ltJlB Blurring, Darkening 6661~ Pixelating 1~ 
6'!1lJl';it1b~lJfll1lJfllJi~"'..mm'\'IJ~ltJlB Unsharp Masking, Rational Sharpening 11i1 

T~-:J~'Ufl1~vl1-:J1'W66'U'U Demultiplex Multi-Camera Video Feeds 1(if 

"v'J.~.'Vl.Vli\J\1 ........... ~ ........... . ~ "v'J.~.~ ........ ~ ................ .. ~.ffl.el ..... ~ ...... 



- b'll-

h~o 'fiJ\l-rwn:{"hfl~1::;~bb~::;bb?l\9l\l{;,J~Jl1VIJU'U'U Panoramic 1~ 

'tl.~C9) TiJ\l-rum~BBm1tJ\l1'W1'Wbb'U'U HTML bU'W'iJ~1\ll1BtJ 

mi. l9i eJ ~ OU~'Vl tm-a1-ti .:!1'U hhLLfl'a:W~Jbfl'a1~~'Vi~ miTI.J'a~'U'UU'WVi non'iJ:!..J6'1 n!XeJ-:!1-:J~'aU(?) (DVR Examiner) 
.. 'U 

lil1'W"J'W (0) "lf\9) 1\9lt.~ilflru?l:wuM~·:rd 
' ' 
b'll. C9) bU'W m~~'iJ~'lJ ~'YlB1 '\.J~ bbm:W~'iJ'iJ n bb uu:w1 buVIJ1::; 6'11vt-ru.:nww:il'<ll ~?l'<ll11VIJ tJ 1'Wvt~ n ~1'W 'Yl1\l 

'lJ "' 
~ ~ ~ ~ 

e:lb~fl'Yl~'iJ'WflG'l 

b'll.~ b U'W 1 '\.J~bbm:w~1vt~'U\9l~l'<\J~?l'<ll11oU'B:w~~u'WVI'nm'<ll1m::;uun~B\l1 wa-Vil"l11l\l'<ll~U\9l 
'lJ 'lJ 

b'll.bTl G'l1:wl~fllbfl~1::;~oifeJ:wG11 'Y'lG11~hitJ'Bt.Jfll1 b'lltff: 'llU\9l 
'll 

b'li.CS:: G'l1:W1~fllbfl~1::;~oU'mJ~'<\J1fl DVR hitJ'Bt.Jfll1 tff:oo 1'W 
'll ' 

b'll.tff: ?11m~mh.:J1'W'h:un'U Physical Disk uG'l::;eJ'\.JmruueJ.:JnumwV't.~'WViu oU'iJdJ~ (Write 
' 'll 

Blocker) 1~ 

b'll.'tl G'l1:!Jl~flvl1\l1'Wtl'U1 vM~1b 'W1VIJtJ1'WVl~fl~1'U 1 'W~'\.J bb 'U'U DD LLG'l::; EoC9l 1~L U'UeJ~1\ll1e:JtJ 
"' 'll 

b'll.b'll ?11d.J1 ~fl l9l ~T'il.W ?l'<ll11vt~ fl~1'WoU e:Jd.J ~~ u 'WVi fle:J ~1 'W e'J11\9l ~G'f fi '1J e:J\l bfl~ eJ\lU'WVi fli11VIJ'<\J1fl fl~'iJ\l 
~ ~ ~ ~ 

1 'Yl~Vi'mh:~'<ll~u\9l 1\9lt.~hJ~eJ.:J1 olibfl~eJ\lu'WVinmVIJ'<Il1nn~eJ.:~ 1 VJ~Vi'm1l.:~'<ll~u\9l 
b'll.~ ?11m~t~B1'WoUB:WG1'<1l1ne'J11\9l~?ln'lJB.:J bfl~B.:Ju'W'illnmVIJ'<Il1nn~B.:~ 1 'Yl~Vil"l11l.:~'<IJ~u\9l 1~ 1\9lt.~ hi 

'll 

&i'e:J.:~ ~1mVi'?lU'iJ.:J n'Wm~L .U1fi.:~.Ue:J:wr1 
'll 

b'll.~ G'l1:!Jl~flfl~'WoU'iJdJ6'l~Clf16'l'U 1 Ubb~l (Recover Deleted Video) 1~ 
'll 'll 'll 

b'li.C9lo G'l1:!Jl~flmeJ.:JoU'iJ~~ (Filtering) LL6'l::;L~tJ.:JoUeJ.:J~6'1 (Sorting) ~bbG1\9l.:J1'Wvtl11LbG1\9l.:J{;,J6'11~ 
b'li.C9lC9l G11:W1~ClU'WVif1 Session (Save Session) LL6'J::; 1 Vl6'1\9l Session (Reload Session) 1~ 

b'li.C9l~ G'l1:W1~m1.:~Be:Jfl (Export) 1'VIl~1~1eJ1u~tlLL'U'U Open Format 1~ 

W:. \9l' eJ a OU~'Vl ~ fl1'abotl .:!1'U btl 'aLL n-a:wnfi'U "li' e:J:I..J 6'1V( Cl n 6'1'U:;:l1 mni' \9l ~h=tfi (R-Studio Technician) 
'U 'U 'U 

:il1'W1'W (0) "ll\9l 1\9lt.~i!l"lru?t:wuM~.:~d 
' ' 
~.(9) b U'W'lle:J'lflll?lbb l1~e:Je:Jf1bb'U'U:!J1~1vt-r'Un~u.U'iJ:w6'11(i)tJ bQVIJ1::; 

'll 'll 

~.~ ~e:J.:~fu1 '\fll~h~'U'Ue:Jt.J,1.:JU eJ t.~tii'.:~if(File systems) FAT(FAT C9l~,FAT C9l'tl,FAT bTl~) ,exFAT, 

NTFS ,NTFStff: ,ext~/extbTl ,HFS+ ,ReFS 

~.bTl G'l1d.J1~fltloU'iJdJ~'<Il1m~'U'UUl}u~m~ windows bb~::; OSX 1~ 
'll 'll ' 

~.cs:: mm~11 n.UeJ:w~'<ll1f1eJtlmruu'WVi noileJ:wmL 'U'U t:1eJ'W 1~ bbrl::; bb uu B ~ nuVi1~ 
~ ~ q ~ ~ 

~.tff: G'l1d.J1~tlfloireJ:w~ 1 'V'l~bflf1?11~ Microsoft Word '<ll1m::;u'Utlf1uMm~ Windows 1~ 
'll 'll d..! 

~.'tl G'l1d.J1~11tloU'iJ:W~ 1 '\fll~~Clf1~'U'<Il1f1 Recycle Bin 'lJ'iJ.:J~::;uutll)uMm~ Windows 1~ 
~ ~ ~ v 

~.b'Jl G'l1d.J1~11tloU'iJdJ6'11 'VIlfi'tJ~::;bilVll'i1.:J 'l1~eJ~1.:JlJ'iJtJ ~.:JlJ 
'll 'll 

~.b'li.C9l tl~~bilV11'V'l~mnm~ DOC/DOCX, XLS/XLSX, PPT/PPTX, PDF, CWK, HTMUHTM, 

INDO, EPS 
c<.<n~.b •t..h;, c.n'VlL'IAI,f.::l~L€> AV1 1 MOV1 MP...;, M...Y, mGP, unG'a, WMY, MK.Y, ASF, FLY, 

SWF, MPG, RfvVRMVB, MPEG 

'1'\J.I?I.'Vl.VI~'I ............ ~ .......... . '1'\J.I?I.I?I ....... ~ ';i.\9l.e:J .... Jt... ...... 



-~-

~.mi. m tJ ';i ~ Lll Vl1 'v'J6'f i11'1"1 JPG/JPEG, llFF/TIF, PNG, BMP, GIF, PSD, CRW, CR\v, NEF, 

ORF, SR\v, MRW, OCR , WMF, RAW, SWF, SVG , RAF, DNG 

~.mi.~ 'Lh~bilVl1'v'J~b~t.J\I AIF/AIFF, Mcs.:A, MPm, WAV, WMA, APE, MID/MIDI, RealAudio, 

VQF,FLV, MKV, MPG, MeN, RM/RMVB, OGG, MC, WMV ,APE 

~.mi.~ U-;i~bilVl1'v'J~BWG'l PSf, DBX, EMLX, bbG'l~~'W1"111ll Outlook, Outlook Express 

~.mi.b U';i~bi1Vl1'v'J~~'W1 Archives(ZIP, RAR, SfT, ISO etc.), exe, html, SfTX 

' . 
~. ~eJgj"lJaVJITnTa1oif'I1'WbU'abbn'a:IJfl~'WoUeJ:IJ~Vi~mru (Recovery My Files Technician) "il1'W1'W CO> "lJ~ 

'll 'll 'U 'i 

1~ CJJJ flillGtwu~t'l-:~d 
' 
~.@) b U'Wf11';i~'€J~"ll?!Vlt1 U';ibbm:IJ~e:mmb uum6'11Vl~'UnALJ.UmJG'll~mu'l"'l~ 

'U 'U 

~.lv ?!l:Wl';it:1flA'W.VmJG1"1111'v'J;;h~'U'U(File systems) B~l-:!UBCJI'i'-:~-d NTFS, FAT(@)\v/@>b/mlv), 
'U 'U 

exFAT, HFS, HFS+ 

~.m ?fl:IJ1';jt:lflA'W<VB:wG'l"illmn4~~?tn~vh-:~l'Wbb 'U'U RAID(o,@>,~) 1~ 
'U 'U 

~.ci ?fl:l.Jl';it:lvll-:Jl'W~l:Wtl'U Microsoft Bitlocker 

~.~ ?fl:IJl';iflQA'W partition '1J'€J-:J~n4~~?tn1~ (partition recovery) 

~. b mm';it:ln.UB:wG'l"'llnBtJmruuLJVin.UmJG'lbb uu1\B'W1~ bbG'l~bb 'U'UB~n'U~1~ 
~ ~ ~ ~ ~ 

~.mi ?fl:Wl';it:ltl~'WoUB:WG'l"illll1'v'J~cl'lb'WloUB:WG'len4~~?!n(drive image) 1~B~l-:JUBCJI'i'-:~d DD, 
'U 'U 'U 

RAW, Eo@), Forensic File Format .AFF 

'V'J.\Yl.'Vl.vtiQ~ ............. ~ ......... .. ~ 'V'J.\Yl.\Yl ......................... .. "J.\Yl.fJ .... V.... ..... 


