
-J 

1JB'UL1J~1JB-Ii-li1'1J 

(Terms of Reference: TOR) 

LfiU 

na-liUB-Iifl'IJLLfl~tl':i1'Utl':i111 n1':in':i~'Vhfll1111~ fi'V11.:J L 'VIAL t1 Lf1Vit1':iit'IJL 'VIA 

~hun-:~1t~tlafln':i~'VI':i1-li~~ifiLYlaLA':i~~ii~LLfl~a.:~fll11 
dS 

I 



"l.ltl'U b "l.l~"l.leHI~1'1J 

(Terms of Reference: TOR) 

1f'l~~n1~'lh~~~m~111f'l~~n1~b~~'IJ~~a'VIfi.nTvN1'1J~~1lilcWfllil'lh"'~n;i1'1J 
~ v ~ 

'VI1~b'VIf'lb'IJ laEiaT~fl'IJb'VIfl b~tl~tl~~un1~1~u~n1~~1'1Jfl~f'l~ 

fl'S~Vl'rN~~Vi'm ~ml"!~~~n '<iJ bb~~a\lfl~ 1 'U ~1'U~~ b U'U'WU1 ~\l1 'UVI6i' n1'u ~ ~'lfe:J'U fl1 ~U\l R'U 1 oU'I'l~ ~~1'1!U ru ru~ 
d.9 d.9 V' QJ 

11~1~m~m~v1'1m1~~~b~mnufleJ~vhb\91eJ{ 'l'l.l"!. ®<r<ro bb~~~bbm'llb~~b~~ 'l'l.l"l. ®<rbo 1~~iin~~\l1'U 

1 bfl~1~~bb~~Vl6'11iluVI6i'fl~1'U'VI1\l b 'VIfl1 'U 1~~6'11~6'f'Ub 'VII"! (m'l'l.) fleJ\lUeJ\ltl'Ubb~~tl~1utlnwm~m~'Vi'1fl11~~~'VI1\l 
" "' 

b 'VIfl1 'U 1~~6'11~6'l'Ub 'VII"! ( tl'VI.) 1'u~~'lfeJU.rn~nlilVI6i' n1 'Ufl1~1 ~u1m~ bb~~G'l'l!UG'l'U'U fl1~\91111ilW6'flilUV16i'fl~1'U~MEi~ 
' " "' 

m~~~11~ml1'U11il'lleJ\l'l'lUfl\l1'Ub~1VIoU1~., \911:W:W1\9111 ®~(~) bb l1\l'l'l~~~1'1!Ut1JtY~11~h~m~m~'Vl1fl11~~~ 

b~mnufleJ:WW1b\91eJ{ 'l'l.l"l. ®<r<ro bb~~~bbm'llb~~b~:w 'l'l.l"!. ®<fbo bb~~~~nEi~m8~:w11~mh'U1'<il\911~fl~VI~1~ 
~'U 1 ~ bbnVI't11 ~\l1'Umfl1'~\911~~~m'lle:J mili ~1Ufl\l1'U~1~11il bb l1\l'lf1~ m:w6'fe:JU6'11'Ufl~Vl bl"l~ ~1Ufl\l1'Ue!~m~., 

"' 
bb~~l"11~~~u~~~ b uw~i''U 

' 

~'U b ~€1\l'<il 1 fl'lf~ €1 tl mru/1 tl ~bbfl1:W~1 VI1''U \9111 '<iJW6'f'<iJUVI6i' fl ~1'U~ fl1 'l'l. 1~:ij ~VI1 bb~ ~U1 ~\l-r fl~1 
, '1: 'U d.!l 'I 

1 'UU\l'Utl~~:w1ru 'l'l.l"l. ®trb® - ®<rb<r U1\l~1~m~1~~'U6'f~m~~'VItm~bi\l1'U~\lbbii'1 bb~~'U1\l~1~m~ti16i'\l'<il~ 
' ' 

1 tl~bbfl1:W\91~1'<ilW6'l'<ilUbb~~1 bfl11~~VI6i'fl~1'U~~Vi'~fle:J:WW1 b\91€1{ (EnCase Forensic), 1 tl~bbm:w1 bfl11~~oVeJ:W~ 
" "' " 

m~1otl\l1'U€i'Ub 'VIeJ{b'u\91 bb~~~e:Ja\lfl:We:Je:J'U1~11 (AXIOM), 'lf~eJtl mrum11il1 bfl~1~~oVeJ:W~ 1 'VI~I'i''l'lvliie:J~€1 (XRY 
' ' " 

Complete), 'll~ ~ tl fl ~ru\91 ~1 '<i11 bfl ~1 ~~ bb~ ~6'1~1\l bbt:-l'U.fJii '<il 1 floV e:J~~ 1 'VI~ l'i''l'l'Vlii €1~ eJ (Oxygen Forensic 

Detective), 'lf1111tl~bbm~au6'11'UbL~~1bfl~1~~-rreJ~~ 1'VI~I'i''l'l'VliieJ~mb~~e:Jtlmrubfl~eJ'U~ (Cellebrite UFED 4PC 
' " ' 

with Cloud), 1tl~bbm~1bfl~1~~oVeJ:W~VI6i'fl~1'U~b~mnum~1-tl\l1'U€i'Ub'VIeJ{dl\91 (Belkasoft Evidence Center) 
" "' 

bb~~ 1 tl~bbm:w1 bfl~1~~VI6i'fl~1'Ufle:J~Vl1 b\91€1{ MAC 'l'l~e:J:W 1 tl~bbm:w"i\'1~€1\l bb~~1 bfl11~~fl€l:WW1 b\91€1{ (RECON LAB 
"' 

- SUMURI + CARBON PRO) bU'U~~~~b1m <9l tJ ~1:W~\lfhu1fl1';i bb~~'U1V11';i:ij~fl1';i~1b'U1oVeJ:W~'I'lCJ1'UVI6i'fl~1'U 
" "' 

C:Yl~ 



., • I ~ 
lm. "JVIQu'a~iil~fl 

hC9> b~eJVhrn~th·a-..:~1'm~n tl1'utl~..:~ b~~tl~~~VlTI.fi1'V'I'IJ~WJtlrmw/1tl~bbm~~1Vl1'Hnw~~11ii'W?flil1.hll~mnw 
'I 'I 'I 'I 'U ~ 

Vl1..:JbVlrt 1 'W 1~~?t1~?t'Wb Vl!i'l1 VfVi''W?t~CJ~e:J..:~1'urn~d1W~e:n'IJru1m~~Vl1..:~bVlr~ 1 'W 1~~?t~CJ1 VJ:W en Vi '/jWJe:Jtlmru~~11il 
"' ' ' 

Gil. 

Gn.C9> v\'1m~th~..:~1'm~1 tl1'utl~~ b~~tl~~~VJ5m'V'I'IJW~e:Jtlmru/1 tl~bbm~"11W~CJrn~~e:JmCJ~VJ~rn"atoff..:~1'W 
'I 'I q q 'I 

bb~~~WJ~~ 1 tl~bbm~., ~1V!-r'U~1'W~~11ii'W?fliiUVl~ mn'WVJ1~ b Vlrt 1 'W 1~ ~?f1"a?f'Wb VII"! 1 VfVi'u?t~mba~b tl'WUiilliiD'W 
" "" ' 

btlu~~CJ~b1m1:W1Je:Jt.~wh (9) tJ 1W~t.~1-ff"llW~e:Jtlmru/1tl~bbm~., bWi~~iie:J~ ~..:~~1CJrn~~e:J1tld 
' ' " 

(C9>) 1 tl~bbm~~~11ii'W?fliiUbba~1bm1~'1t1Vl~mnuWi~Vi'aAe:J~'W1b~e:J{ (EnCase Forensic) "il1'W1'W 1v 'IJWJ 
" "" ' 

(lv) 1 tl"abbm~1bA"a1~'1t1offe:J~arn"a 1 -rr~1'WB'Wb VJe:J{b'iJ~ bba~~mr~A~e:Je:J'W 1al1 (AXIOM) "il1'W1'W (9) 'IJWJ 
" ' 

(Gn) 'IJW~e:Jtlmru~~11i11brt~1~'V1offe:J~a 1VJ~I"l'V'I~lleJ~e:J (XRY Complete) "il1'W1'W (9) "IJWJ 
'I 'I 'U 'I 

(cs::) 'IJWJ e:Jtl fl ~cl ~ ~11i11 bA ~1~'V1 bba ~?f-r1~ bbt:.J'W.nt lil1 noffe:J ~a 1 Vl~l"l'V'I~:n e:J ~ e:J (Oxygen Forensic 
'I 'I 'U 'U 

Detective) "ilTU1'W C9l "IJWI 
' 

4PC with Cloud) "il1'W1'W C9l "IJWJ 
' 

(Q'])) 1 tl~bbm~1bA~1~'1t1Vl~fl\i1'WAe:J~'W1 b~e:J{ MAC '1"1-re:J~ 1 tl"abbm~"il1ae:J..:Jbba~1 bA~1~'V1A e:J~'W1b~e:J{ 
"" 

(RECON LAB- SUMURI +CARBON PRO) "il1'W1'W C9> 'IJWJ 
' 

~~WJ~..:J 1 tl~bbm~~~fl~11 ~ae:JW~~~CJ~ nmrn'a-~1 b il'Wm~~1~~t1Jt1]11W~CJ~1b ilum~e:J~1~1Je:JCJ ~~d 
(C9>) vl1fl1~U1~~-rm~1b~~Ue:J~tl'W (Preventive Maintenance) 1W~CJ~1bil'Wrn~e:J~1..:J1JmJ ~..:~d 

' 
(C9>. C9>) ~1'u·•lh~~e:J..:~v\'1m~u1~..:~-rm~n b ~e:JaW~A11~ b~CJ~~Iil~ d'lW~~'Wn'U'IJW~e:Jtlmru/1 tl~ bbm~., 

'U q 'I 'I 

1W~ CJ~WI'\Jflflaln1~iirt11~-r b oD1~1m11il?fe:J'U'IJWJe:Jtl mru/1 tl~ bbtl1~ "1 rJ1?f1m~t1vl1..:11'Wfl ~1 'W?f.fl1'\AIU fl~Vl~e:J 1:\J 
'I 'U 'I 'I 'U 

bba~V!1f1'V'l'UATm~ mJn~ ~e:l-:!vl1f11';i"lie:!~ bb6(1~ bbm "IJneJ'W bnW~m1m~CJ Vl1t.l ~..:!Me:J-:1~1 b U'Wf11~e:J~1-:11Je:J m~e:J'Wa~ 

(9) Af-:~ ';i~Wi1-:~na1 ~.Gno 'W. - C9lb.Gno 'W. bba~Vl1n"il1btl'W~e:J-:~tliju~..:~1'W'We:Jm1m~n1Vl'WW~ ~11~1-:Jiii~'Wiil1~ru1 
"' .. 

~1~m1~bVl~1~?f~btl'W~1CJrt1'..:~ 



(( 

(@).®) m1u11-:J-rrrt~1 b 'B.:Ju€1-:J n'U 1 'Ubb~~~ b~e:J'U ~-r'U~ 1-:J~€1-:J b -if1~1~1 b il'Um11 VI bb~1 bli'f~"ilm CJ 1 'U 
' ~ 

1'U~ ®tt "11€1-:J'Vlm~e:J'U 11'1CJ~€1-!!bb~.:Jn1VI'UI'ln111Vi~11~1-!!'Vl11'U~1-!!VIU1bJue:JCJfl11 tt 1'Uvhm1 ' ~ 

(@).Q1) -.ijl'!vi111CJ.:J1'Uf111U11-:J-rm~Tth~"il'1b~€1'U~~h1CJ~~b~CJI'l "lll'!e:Jumru/1'lhbbf11Wl 1'U~boii'1 
' ' ' 

vi1 m1u11-:J-rmn "lle:J'U b "11~ m1b -if1u11-:J-rn'l!l-1"1ll'le:Ju mru/1 U1bbm~ "1 bb~~11 CJ m1m1"il b ~A&li€1~ bb"ll~U11-:J-rn'l!l-1 
'I 'I 'I 'I 'I 

"l!l'!e:Jumru/1u1bbm~"1 ~.:J.rnAe.~'U1fl "11 11'1CJ-.ijl'!ci.:J't'l~e:J~m1ci.:J~e:Jm1'U1'Ubb~~~-!!1~'~ 
' ' 

(®) vi1fl11U11-!I-rfl'l!l-1b'B.:Jbbm"ll (Corrective Maintenance) mru~"lll'l€1Ufl1W/1'\.J1bbfl1~"1 Vl~€1 
' ' ' 

bfi~€1-:Jfl€1~~1 b~€14-n'l'l-il€1-:J Vl~€1 bJG'11~11~ 1 off.:J1'U1~ 1 v;~-r'U~1-!1~1bil'Um16li€J~bb'1l~ bbm "11 Vl~€1-.ij~'~VI1 "lli'J€1umru; 
~ ' ' 

1 U1bbm~ "1 Vl~mfl~e:J.:Jfl€1~~1b~e:J46i11e:J.:Jm~l'l~.:J'Vll'lbb'Vl'U.fl1CJ 1 'U Q1 i''Uvi1m1 'l!'Utll'l"il1fl1'U~1~-r'Ubb~.:J 
0 .t:::1t. QJ 0 v QJ .Qo.. ~ .<:::\ d".d. oC:I.. d" ~ ..::::1 v 21 

Q1.Q1 'Vl1 fl11'U 1VI11"ill'lfl11G'f1 b 'U 1"11€J~~'l"lCJ1'U Vlli'l fl ~1'U€1 bli'l fl'Vl1€J'Uflli'f'Vl~11 "il'l"lli'f"il'U bli'f1"il b 1CJ'U 1€1 CJ bbli11 
~ ~ ~ 

11'1CJ~1bil'Um1e:J~1-:Jue:JCJ~.:Jtl 
A QJ Q./ I QJ C:.: 0 i.l QJ A C:.: .:::t. d".d .Q. d' 

(@) 'U1VI11"ill'lfl11 "ili'JVI~11'1VI~ bbli'l~"ill'l bfl'UG'f1 b 'U1"1J€J~li'l'l"lCJ1'UVIli'l fl~1'U€Jbli'lfl'Vl1€J'Uflli'f'Vlm1"il'l"lli'f"il'U 
'\1 'IJ d.9 'U 

bli'f~"ilb~CJ'U~e:Jmb~1 ~.:Ju'UVifle:J~1'Ue~n41'l~li'fn "ll'U11'1 ffi.tt -61 ~ii"ll'U11'lfl11~"il~.:Jbb~ ® - b TB "il'1'U1'U tto €'U 
~ ' 

(®) -.ij~'~vi1'Vl~ b u CJ'Ua1 b 'U1-ife:J~li'l'l"lCJ1'UVI~n~1'U~h~n'Vl1€1ilm1~~11"il~G'f"ilthli'f~"il b~CJ'U~e:JCJ bb~1 1 Viii 
~ ~ ~ 

oife:J~ii16i1VI-r'Um1~'U~'U b&li'U tl~~1bil'Ufl11 Vl~1mli'l"llbflli'f VltbCJ.:J1'U~ci.:Jm1"il Vl'l!.:J~e:Jci.:J~11"il Vl'l!.:J~mb~.:Je.Jli'l 
~ 

b~CJ'U~€JCJbb~1 VI~€J'Vll'lbb'Vl'Uel'1{1'!~G'fna1b'U1oif€J~li'l'l"lCJ1'UVI~fl~1'U"1 b~~ ~ii"ll'U11'lfl11~"il11~1:!J'!Je:JCJfl11 @tto TB 
~ ~ ' 

11'lmU'U~e:Ju'UVinoife:J~li1U1~b.fl'Vlel'141'1~li'fn "ll'U11'1 Q1.tt .fi1 ~ii'll€1-!!b~e:J~~mb'U'U SATA-Q1 fl11~b~11'Ufl11VI~'U1:!.l~1 
~ ' 

n11 tt,c(oo 1€J'U~€J'U1Vl Buffer/Cache h.lue:JCJfl11 ®ttb MB VI~€JbU'U~e:Ju'UVifl-ife:J~~u1~b.fl'Vl~'U~ii 
~ 

u1~a'V16.rn'l"lb VlCJ'U b vi1V1~€J~n111 'U~1'Ufl11~fi.:JG'f.rn'l"l"ll€1-:Joife:J~J;'l~~nu'UVin Hbbli'l~fl11~ b ~11 'Ufl11el1'U/b ~CJ'Uoife:J~J;'l 
~ ~ ~ 

((() -.ij~'~V11'U11"il.fi w,.J~iim1~~'U A.:J bb ~.:J bb 1-:JUli'le:JI'l.fi CJG'f1m 1~ bfl~e:J'U c!1 CJ 1~ 6i1V1-r'U-.ij ~'~ bn'U ~e:Ju'UVi n 
' 

il 0 21' CV .c:::r. C:.: A d"d A 6' C:.: ..::::1 V V 

"lle:J~li'lli'f1 b 'U 1"1le:J~li'l'l"l CJ1'U'VIli'l n~1'U eJ bli'l fl'Vl1e:J'U flli'f'Vl~11"il'l"lli'f"il'U bli'f1"il b 1CJ'U1€1 CJ bbm 
'U 'U dJl 'U 

(gJ!) b~€1bU'Um1-rn'l!l-1m1~~'U"ll€1-!!'Vl1-!!11"l!m1 bbli1~Ue:J.:Jn'Um1~b~CJVI1CJ~m"ilbnl'l~'Un'Ua1b'U1oife:J~li1 
~ 

'l"lCJ1'UVI~fl~1'U~ b~fl'Vl1e:JilnrA"~~11"il~li'f"ilthli'f~"il b~CJ 'U~€1 mb~1 m1~1 b il'Um111'1 ., n'U ®'141'1~G'fna1 b 'U1-ife:J~J;'l 
~ 'U I 'U 



cr 

'V'l cn'U'V!Gl mnwB b~ f1VJ'j"eJ'iJn ~ "1 bb!;1 ~bel n~ 1'j" b~ crHl'Ufl ~ e:f ~u~ 1\1 ~ mtJ f1u&i\11'Um (I 1 'U VJeJ\ILJnu&i f11'j"I.9J'j"'d "il~~"il 11 
~ ~ ~ ~ ~ 

'V!Gl n ~1'U VJ1 \1 fl eJ :w ~ 1 b 1.91 eJ ~ .n1 (I 1 ~ n1 'j" fl'd u fi:W 'll eJ \1 e:f --.h ~ 1\1 b Yh,! 'U e:f-J1 ~ 1\1 hJ eJ 'U ru 11.911 Vf 111~ '11~ eJ eJ n 'U eJ n 
d.8 'I 'U 'U 'I OJ 

VfeJ\ILJnu&\m'j""11'WVJnm& ~'~tr e:r-ru~1\l~eJ\Ibb~\l'j"1(J~m~1'VltJ1~'llme:f-ru~1\11Vfe:f11~1\IVJ'j"1'UrieJ'Ub-il1LJnu&i\11'U d.J 'I 'U 'U 'U d.J 

m:w'j"1(Jf11'j"-ifeJ Ql. t9l 1 Vfnu b~1'VltJ1~LJ nu&i\11'U~ b~ (J'd-iJeJ\1 1~ (I e:f~u~1 \lb tl'U~Hu~~'lleJmh 1.rr~1 (I 'UeJn"il1 ni1' 
~ 'U 'U 

e:f~u~1\l~eJ\Ii1b~1'VltJ1~1 VfrhtJ~mn bb 'U~l11m'j" 1 i\11'Ubbri b~1'VltJ1~LJ nu&i\11'U~ b~(J'J.rreJ\11 'Uf11'j" 1 i\11'UeJ'tJmru/ 
'U ~ ' 

1 'tJ'j"bbm:W"'' 1.9J(;jeJ~'j"~(J~b'dm~1btJ'Uf11'j" 

"" b"li.@l :Wfi11:W~1:lJ1'j"tli.9J1:W f1{]V!:lJ1 (J 

b"ll.® hibtl'U'Uflfi(;1K:w!;1~!;11(J 
' 

b"ll. cs:: 1~ b tl'Uu flfl(;j~\1 f)~ 'j"~'Vl11\lt~ n 'j"~~u n1 'j" ~'U -if f) b?I'U eJ'Vl1eJ 'Vl1Gi ruru1 n u'Vlt11 (i\11'U'll eJ\1 ~~ 11-&1 fl'j"11 
'I "U 'U v v ~ 

b ~f) \I "il1 m U'U~~1~~1'U bf1t"\J~ f11'j"'tJ 'j"~ bilW-1!;1 f11'j"'tJ ~u&i \11'U'll el\I~LJ 'j"~ f1el'U f11'j"l'll:lJ1 ~ b U(J'U~~~:W'U 1.91 ~l1f11'j" 
m~VJ'j"1\Jf11'j"fl~\ln1'Vl'U~1.911:W~'tJ'j"~f11f'llb~EJbb'VIJ'j"b'lJ'j"~'U'Ubfl~eJ'1hEJ~1'j"~'UbVlf'll'lleJ\Im:wut1J.yjf1!;11\l 

b"ll.cr hi b tl'Uu flfl(;j~\lt~m~u~eJ 111 'UU ru.yj'j"1 (J~mr~\I\11'Ubb!;1~ 1~ bb~\1 bi (J'U~eJ 1 Vf b tl'Ue:f~\I\11'U'lleJ\I'Vltl'd (J\11'U 
'I 'U 'I OJ 'U 'U 

'll a\1~~1 'U 1~uu bfl~eJ'lh (16'f11?1'U b VJ f'll'll eJ \lm:wu ru.yj n !;11\1 ~ \l'j"'J :wfi \ltJ &\ u A A (;1 ~ e:f~\I\11'U btl 'UVJ'U?/1 'U e:J~ ~ f11'j" 
d.9 v 'I 'U 'I 'U 

m'j":w m'j"e:r~~ f11'j" e:ru~'Vl1'j" e:Ji1a1'U1"il1 'Uf11'j"17h tJ'U\11'U 1 'Un"il f11'j"'lJeJ\I'iJ&iuflfl(;1,r'U~'d (I 
'U 'U 'U "' 



\;) 

(i)). b iiflru?flJ1J~ bb!;l ~ 1~ii~ n"Mru~ ~e:J·rvh:w~?mJ~fl ru~m';l:w fl1';l'U bt.JU1 t.1 fl1';l~~~e:J~ ~~h:J bb!;l ~ fll';lU ~Vl1';l 
' 

5';l';l:W 1 'Ufl1';lb?f'Um1fl1fi~..:Jtl 

(i)).~ 1~btl'U0Jl-rube:Jfi~Vl~Vl~e:Jfi11:W~:wn'U ~..:~m"il'll5b?f51~t.Je:J:w~'U~1!;l1 Vlt.J b 1'Ubb~-r11U1J;l"lle:J..:J~~'UoVm?f'Ue:J 
1Ji'iiFhi..:~ 1 ~?f!;l~be:Jfi~Vltfl11:wri':wn'Ub "li'U11~'U 

' 
(i)). <9la ~~'UoVe:Jb?f'Ue:J~e:J..:JJ;l\IVl~ b ti t.J'U1 'U ';l~UU '<il~~e:J~ ~'<il1\l.fl1fl1'tiJl1 t.J~ b~ fiVl';le:JUm1 (e-Government 

'II .. 

Procurement: e-GP) "lle:J..:Jm:WuqJ:Unm..:~ 

(i)) .<9l<9l ~ b?f'U €l';l1fl1 ~e:J\IiJtJ ';l~?IU fl1';lfll1 'U·:Jl'UJi'1'U'W?I"iltJVl~ flti1'UVl~e:J~ b~ t.11oV e:J\I"lle:J\I'Vll . .h t.J..:J1'U Vl1\l';l1'lHl1';l 
'II 'II .. 

Q.ldQJ.:::d iJ Q.J .J 
'UU tl\11'Ut.I'U be:Jfl6'11 ';l b?f'U €l ';l1fi1:W 1'V'j ';le:J:IJ flU fll';l t.J'U6ll e:J..:J b €l fl?f 1 ';l b?f'Ue:J ';l1fl1 

(i}).@)® ~ b?f'Ue:J';l1fl1~e:J..:~iJVl'u\l~e:J-ru';l'El..:J"il1 n b'<il1"ll'El..:J t:-J~ (91 .ilrusnVJ m1 t.Jm ';l 1 VI b tl'U~1 bb VJ'U 1 'U fl1';}~1 b u'U fll'j 
'II ' 

~'Elmt.J~Vltm';lti..:J1'U"ll~'El'llmru/1 U';lbbm:W"'' (9]1:1J"ll'ElUb't1(9]fl1';l~1bU'U..:J1'UoV'El m.® 1 'Ufi~..:~.Q' 
' ' ' 

fl1';l~1bU'Ufl1';lbfl';l..:lfl1';l"il~ 1 .zf';l~ t.J~b 1m 1 'Ufl1';l\9llb U'Ufll';l~..:Ji'U moo 1'U UUtl~"il1fi1'UJ;l..:J'U1:W 1 'U?i'qJqJ1 bb!;l~ 

"il~~e:J-:J?i-:J:we:Jm1'U1'Ubb~J;l~-:J1mtl'Ube:Jn6'11';l "il1'U1'U \;) 'll~ (~'UtJuu (9) "ll~ bb!;l~~1b'U1 cr "ll~) bb!;l~Vlt.ht.Ju'UVin 
' ' ' 

.. .. 
il 21 CLI I Q.J ..:::ri 

m.ct bb!;l~ m.b mum'U 'V'j';l'EJ:WVl-:J?f..:J:We:JU..:J1'U ~-:J'U 

®) ';l1t.J..:J1'Ut:-JJ;lfl1';l'll-ru'll';l-:J b~:w'll';l~~VJ5.nTI''l bb!;l~~e:Jmt.J~VJtm';lH'..:~1'U"ll~'El'llmru/1'll';lbbm:w"1 (9]1:W 
'I 'I 'I 'l 

'lle:Ju b 'lJ(9]fl1';l~1b u'U-:J1'UoV€l m.C9) bb!;l~bbt:-J'Ufl1';lD1';l-!!1'n"M1"ll~e:J'llmru;1 U';lbbm:w, ·v'I'~,'El:w'll';l~:w1rum';ll"h 1 .zr~1t.Jm .zr 
' ' ' 

~e:Jtl Vl~-!!"il1ni'U?f~';l~t.J~b1me:J'Uru1(9]1mi~Vlt"1 1?11:W'lle:JUb"lll?lfl1';l~1bU'U-!!1'UoVe:J m.b 
' '"' 



" " V V Q.l I Q.l .<:::::!1 

bb!;'l::: bfl.CS:: 1"11'Um'W rmn.J'VI..:JG'I..:Jl.leJ'U..:J1'W ~..:~u 

@)) 11 tJ..:J1'W(:.J!;'Ifl11tl11-.:J-rm~1'lf~eJU rmu/hhbbf11W1 \911l.l'lfel'U b 'lf\9lfl11~1 b U'W..:J1'W-ifeJ bfl.® 
' ' ' 

®) 11CJ..:J1'W(:.J!;'Ifl11-.ij~ bb u:::'l11m11-ii'..:~1u-eJtJmru/1 U1bbml.l"1 l'l1l.l'lfeJ'U b 'lfl'lfl11~1 b 'Wu..:~1uoif-eJ bfl.cs:: 
' 

mtJ1 u @lcto 1u ir'U~~"ii1 n1u"..:J'W1l.l1 u"'ruru1 bbm~flru:::m1l.lfl11m1"ii-ruwa~ 1~~11 "ii-r'IJI"l''i'Utl1u 
"'"' ' 

" " il V Q.l I Q.l .ci 

bb"::: bfl.bfl I"JTI.Jm'W W1ell.I'VI..:IG'I..:Jl.leJ'U..:J1'W ~..:J'W 

@)) 11 tJ..:J1'W(:.J"fl11tl11-.:J-rmn'lf~eJtJ mru/1 U1bbf11l.l"1 l'l1l.l'lfeJ'Ub 'lfl'lfl11~1 b 'Wu..:~1uoif-eJ bfl.® 
' ' ' 

®) 11 tl..:I1'W(:.J"fl11'U~'Vl11-.ij~ fl116'i1 b 'W1-if ell.f"W tl1'W'VI~ fl ;i1'W B b~ fl'VI1eJU na~ \9111 "ii~G'I"i!tl bG'!h 
" ... " 

q v 2J' 0 .:::t, i.l 

b 1tJ'U1eJmbm l'l1l.l'lfeJ'Ub 'lfl'lfl11~1b 'W'W..:J1'W'lfeJ bfl.bfl 

.f11 tJ 1 'W bflOO l'W U'U~~~l1fll'W!;'!..:I'W1l.lb uaruru1 bb!;'l:::\"lru:::m1l.lfl11\9111-,:J-r'IJ'rl'a~ 1~!'111';()-r'IJ\"11'Utl1'W 
"'"' ' 

G>O. 

mru~1aJa1l.l11t1G'i..:~l.l eJ'U..:!1'WI'l1l.l b 1m~ n1'VI'W ~ l'l1l.I1:::CJ::: b 11;'11 ~1 b u u m1 G'i1u n..:~1utJ~ ~ m:::'V111..:~ ~~VI!;'! 

b~mf!f1~-'ln-;ubb!;'l:::a..:~I"Jl.J';():::f1~~"hu-r'Ubtlu11CJ1u tuei'\91111'-eJCJ!;'I::: o.@lo '1JeJ..:J1-.:Jb~'W\911l.laqJqp 

"ii:::~-eJ..:~-r'Uu1:::num1l.l'll11~'U nw~eJ..:J'1JeJ..:~..:~1u~ bn~<ffumtJ1 u1:::tJ:::n"1 @) tJ iru~~"ii1 n1u~~ua~'1JeJ..:J 
' ' 

aqJqJ1\911l.l-ii'eJ cs::. 1~tJ~-eJ..:~~'U..ij~m16ileJl.lbb61lmbm'1l1 m-if ..:~1u1~~~..:~b~mntJ1 u (;(} 1u ir'll~~"i11n1u~1~-ru bb~..:~ 

n-eJ..:~u-eJ..:~nubb!;'I:::\J11'UU11l.lfl11m:::vl1fl11l.lti~'V11..:~ b 'VIflb u b!;'I~G'I11G'I'Wb 'VIf!f 

G'i1irn..:~1uu~~n1:::'VI11-.:J~~Vi'"b~elbf!f1~;in-;ubb":::a..:~l"!l.J ... 



.fl1flt:-J'U'Jn n 

l'le:~enCJ~'Vl~flT~ 1 -ii'·nu 1 •thbbf11:W~'rJ"ilVlG'I"il'l1 
' 'U 

Q, ~ cu Q,Q, QJ .<:::Ito f{ 

bb~~1bl"l'a1~'Vl'Vl~n;nu~"il'Vl~Ae:J:W'Vnb~m 
"" 

(EnCase Forensic) 1~CJ~b1m ® tJ 
l'le:~enCJ~'Vl~m11 oif.:nt~ 1 'thbbm:wi b\"111~~ 

' 
.Ue:~:w~m11-ii'~1tl~tlb'Vle:Jibil~ bb~~~mi~A:w 

'U 

e:Je:Jt!1~'11 (AXIOM) 1~CJ~b1m <9l tJ 

~11"illbl"l11~~.Um.m 1 'Vl1Plvrvi:We:~~e:~ 
'U 

(XRY Complete) 1~CJ~b1m (9) tJ 

1mPi''V'll'i:tle:~~e:J (Oxygen Forensic 

Detective) 1~CJ~b1~1 ® tJ 

with Cloud) 1~CJ~b1m ® tJ 
b l'le:~en~~'Vl~m11-ii'~1t!lthbbm:wibm1~~ 

oUe:J:lJ~'Vl~nii11.J~b~CJ1tlUn111-if~11.J 
'U "" 

~tlb'Vle:Jib'il~ (Belkasoft Evidence 

Center) 1~CJ~b1m (9) tJ 

1 thbbf11:1J"ih~e:J~ bb~~i bl"l11~~1"le:J:WVl1 b~e:J-1 

(RECON LAB- SUMURI +CARBON 

PRO) 1~CJ~b1m <9l tJ 

cfJ &"'01\ 

lil'1'LI1'U 

® 'll~ 
' 

Serial Number 

Gmoo®o~m~~b 

Gmoo~o~m~~gj) 

®m~g))!t~o~g))gj) (4PC) 

®~®®®~~g))b® (Cloud) 

omgj)~®oo~oo®~om<t (Carbon) 

omgj)~®®o®oooo~gj)~o (Reconlab) 

~()j 



~h~u t~amt~~m':itihu1l~i'm~1Ltl':iun':ill 

tt~::~tJmcl 

.fl1FI~'lJ1fl 11 

rJ'V'lL~'V!LtJ':iLLf1'iliLth.JL1e:Jfi'l.l'lhi~1JoU 0 hl'V'l'Urr:l111'1ll~~ 

L~tJVI1tJ'1Jv.:~'l!~~umcl; 

bU':iLLf1'ill'1 

0 1tilvJ1fl1':irJ'V'lL~'Vl 

LU'l.JL1e:Jfi'l.J 

m1'il?!'il'Ufl1':i'Vll.:i1'l.J'11'il.:i Dongle 

LL~::e:Jtlfl':iW~'ilvl1.:1~111'V'l~'illl 
' 

'lf~vtlmru~.:JVI11~1~LU'l.J1tll'l111 
' ' 

'Vl~?!'il'Ufl1':ivl1.:11'l.J b U':iLLf1'ili'IJ'l.J 

':i::uutl~~fl1':i Microsoft 

Windows bC.:Bit 

'V!~avum':iv11.:~1'l.J~1lln'l.Jti'u 1 'V'M 

<aaL~ll Windows FAT Gnl!:> 

'Vl~?!'il'Ufl1':ivl1.:11'l.J~1lltl'l.Jtl'IJ 1 'V'IGi' 

<am~11 Windows NTFS 

'Vl~?!'il'Ufl1':ivl1.:11'l.J~1lltl'l.Jtl'IJ 1 'V'IG\ 

~m~ll'llv.:i':i~Uutl~u~m':i Mac OS 

'VI~?! 'il 'IJ fl1':ivl1.:11'l.J fl1':i?!~1.:J€ill Lll'il 

1'V'IGi''i11fl Physical LL~:: Logical 

1~f'V'I 

0 1l.J'V'l'Urr:l111'1i1~~ 

b~tJVI1tJ'1lv.:~'lf~vtlmcl; 
' ' 

1tl':ibbmll'1 

0 1l.J'V'l'Urr:l111'1i1~~ 

L~tJVI1tJ'1lv-:~'1f~vumcl; 
' ' 

0 1l.J'V'l'Urr:l111'1ll~~ 

L~tJVI1tJ'1lv.:~'lf~vtlmcl; 
' ' 

1tl':ilbf1'i:W'1 

0 1l.J'V'l'Urr:l111'1i1~~ 

L~tJVI1tJ'1l'il.:l'11~'iltlmru/ 
' ' 

" '1i1':i~L~tJVI1tJ~.:JiJ 
' 

" '1i1':i~L~tJVI1tJ~.:JiJ 
' 

" '1i1':i~L~tJVI1tJ~.:JiJ 
' 

" '1i1~~L~tJVI1tJ~.:JiJ 

L~EJVJ1~~tl'l~~tltlnc.icl/ 1i11(1}L~VVI1EJ~\l.Q 
' ' ' 

bU':iLLf1'ill'1 -

0 1l.J'V'l'Urr:l111'1ll~~ 

L~tJVI1tJ'1l'il.:l'11~'ilUf1'iW/ 
' ' 

" '1i1~~L~tJVI1tJ!ii'.:JiJ 

0 \Jl':i1'ii'V'l'Ufl1111 

L~tJVI1tJ'1l'il.:J'i!~~tJmru/ '1i1~~L~tJVI1tJ~.:Ji:l 
btl'ibbf1'ill'1 -



a1~u '!lv'Ub'!l~m-:;bii'1u11.:~~m~n ltl-:ibbma.~ 

bb~::~tltmu 

EXo@l 

@)0 

@ll!::> VJ(ilG'f€J'Ufl1':ivi1'l1'1JVl.:JnoU'IJ HASH 

MD<r bb~~ SHA-@) 

VJ(il?f€J'Uf11':ivi1.:J1'1Jf11':ifl'\Jvt1-ilm.m 
~ 

1'11l.lrl1~G'f'\Jb'il (Keyword Search) 

@)cs:: VJ(il?f€J'Um':ivi1.:~1u'Vl.:~noffu':i~uu 

U€l.:Jtl'\Jfl1':ib~EJ'IJ~'U-ilm.J~bb'U'U 

'1f€lvJ~bb1{ (Software Write 

blocker) 

VJ(ilG'f€J'Ufl1':ivi1.:J1'1JVl'ltloff'IJG'f~1.:1 

':i1EJ.:J1'1Jb'IJ~Ubb'U'U TEXT, RTF, 

HTML bb~~ PDF 

" b~EJvt1fl'lJ€l'l'll(il~tJmru/ 'li1~(ilb~flvt1fl~'li1 

0 hJ'V'l'Ufld1l.J'Ii1~(il 

b~flvt1fi'1J€l.:J'll(il~tJmru/ 

1tJ':ibbml.l"1 

" b~EJvt1EJ'll€l'l'll(il~tJmru; 'li1~(ilb~flvt1EJ~.:~i1 

1tJ':ibbml.l"1 -

0 1:iJ'V'l'Ufld1l.J'IJ1~(il 

b~EJvt1EJ'llm'lf(il€JtJmru/ 
' ' 

hhbbfl'jl.J"'! 

0 1:JJ'V'l'Ufld1l.J'Ii1~(il 

b~EJvt1EJ'lJ€l.:~'llV~€ltJmru/ 
' ' 

1tJ':ibbml.l"1 

0 1:W'V'l'Ufld1l.l'li1~(il 

b~EJvt1EJ'll€l.:~'ll(il€JtJmru/ 
' ' 

1tJ':ibbml.l"1 

" 'li1':i(ilb~EJ'Vl1EJ~.:Ji1 
' 

" 'li1':i(ilb~EJ'Vl1EJ~.:Ji1 
' 

" 'li1':iV!b~fi'Vl1EJ~.:Ji1 
' 

(9)0 

.. 
~mlb"ll'IJ 



., 0 OJ 

'1Jei'Ut'IJ~fl1~~'1J1t111.:1~f1~1 

1thum11u!;l~~'l.Jmru 

~';i1~6'ffltlfl1';i'Vh:nw'llfl~ Dongle 

bb!;l:::eJ'\Jn';iru~eJvh~~l.J1'Vj~fll.l'tl~ 
' ' 

~'l.Jmru~~'VIl-1~ 1~Ltl'I.J 1 'l.J~1l.l 
l.ll~';i~1'W'llm~t:-J~~ 

"' ~ 

'V1~6'feltlf11';ivl1~1'Wi1l.ltl'I.Jtltl 

VjCJ1'1.JVIGi'n~1'WbbtJU Drive, Image 

bb!;l::: File 

1'V'J~6'B6'fb~:U (File System) NTFS, 

FAT bTl\!:>, EXFAT 

1'V'l~ Eo®, Exo®, Lo®, lxo® 

f11';ibii'1';i~6'f'llfl.:ten1~~6'f (Detects 

encrypted disks) 

Hash bbUU MD<f bb!;l~ SHA® 

b~CJ'V11CJ'llfl~~~~'l.Jmcl; 

bthbbfl'J:U"1 

0 1~'VjUfld1l.l'1ll~~ 

L~CJ'V11CJ'llfl~'tl~fl'l.Jmcl; 
' ' 

bthbbfl'J:U"1 

0 1~'VjUfld1:U'lll1~ 

L~CJ'VI1CJ'lleJ.:t'tl~eJ'l.Jmcl; 
' ' 

1thbbfl'J:U"1 

L~CJ'V11CJ'llm'1l~~tlmru/ 

bthbbfl'J:U"1 

"" o I ' b6'1CJ'VI1CJ'llfl.:t'1j~~ umru/ 

bthbbfl'J:U"1 

0 1~vl1f11';jeJ'Vjb~'Vl 

btl'Wb'lelf-ti'I.J 

" '1111~b~CJ'V11CJtii'.:til 

" '1111~b~CJ'V11CJtii'.:til 

" '111~~b~CJ'V11CJtii'.:til 

" 'll1';i~b~CJ'VI1CJtii'.:til 
' 

" '111';i~b~CJ'VI1CJtii'.:til 
' 



GlO 

'VII?l?le:J'UVJ~n~'Wfl1':ivl1~1'Wtil':i1':il 

hhbbfl':il.lfle:Jl.rrbbtile:J{ tJ-:i:::b.n'VI 

?I'W'VI'W1 (Chat) 'lJe:J~ Skype 

'VII?l?le:J'UVJ~n~'Wfl1':ivl1~1'Wtil':i1':il 

1 tJ-:ibbfl':il.lfle:Jl.I'Vi1btile:J{ tJ-:i:::bfl'VI 

Web Browser 

'VII?l?le:J'UVJ~n~'Wm':ivl1~1'Wtil':i1':il 

1tJ-:ibbm:w·th:::bfl'VI Email mVIb'li'W 

Outlook OST 'lll~e:J PST files 

'VII?l?le:J'UVJ~n~'Wfl1':ivl1~1'Wtil':i1':il 

eJtlmrui:ie:J~e:J?Il.I1{VJ1 'V'lt! iOS 

0 hJ'I'l'Uf111l.J'Ill~111 

b?itJV11CJ'lJe:J~'Ill1leJtJmru; 

1tJ-:ibbml.l"1 

0 hi'l'l'UI'111l.J'lll~111 

b?itJ'III1CJ'lJe:J~'lll1le:JtJmcl; 
' ' 

1 tJ-:ibbml.l., 

0 hi'l'l'Uf111l.l'li1~111 

L?itJV11CJ'lJm'lll1le:JtJmru/ 
' ' 

0 hJ'I'l'Ufl11l.l'li1~111 

L?itJV11CJ'lJe:J~'Il111eJtlmcl; 

1tJ-:ibbml.l"1 

" 'li1-:il1lb?itJ'III1CJ~~tl 
' 

" 'll1':il1lb?itJ'III1CJ~~i1 
' 

" 'll1~11lb?itJ'III1CJ~~tl 



"' 0 ... 

'lleiUL 'll~tlT'H '111'U1~.:!~-n'l~1 

Lti'a'bbn'i11 tbft :::e~tl mru 
' 

ei'-wb~VJ t 'll1bbm11bU'Wb'Ja{-a''Wu'il~U'W 0 t:J-wum111'll1~~ 
b?iCJ'V11CJ'11€1.:1'1l~atlrmw/ 

(ll1'J'il6'!€1Ufl11vl1.:11'W'11€1.:1 Dongle 

bb~:::mJn1ru~avh-:~~111'W~€11I'11~ 
' ' 

a'I.Jmru~.:~'VIl.J~ 1 ~btl'W 1 'IJ~?J111 
' 

5/M Card (5/M Card Reader) 

V1~6'!€1U1J.:irloV'Wfl11ibfl11:::1-f-ifal.J~ 
" 

a'I.Jmru'1 VJ1~-wv1ijafia Android 
' 
Phone 

' ' 

0 t:J-wum111'll1~~ 
b?iCJ'V11CJ'11a.:~'ll~~umru/ 

t U1bbtl111"1 

0 1:J'WUfi'J111'll1~~ 

b?iCJ'V11CJ'11a.:~'ll~~umru/ 

tu1bbm11., 

0 1:J'WUI'l'J111'll1~~ 

b?iCJ'V11CJ'1Ja-:~'11~aumru/ 
' ' 

LV11~-wv1ijafia'il1tlfl11 Import File b?iCJ'V11CJ'11€l.:l'll~~tlmru/ 

ttl1bbm11., 

'1Ja.:~'VIu'JCJfi'J111~1~1CJ'Wan 

(Memory Card) 

VI~6'!€1U1J.:irloV'Wfl11ibfl11:::1-folfa3J~ 

a'I.Jmru'1 VJ1~-wv1ijafia 
' 

0 1:J'WUI'l'J111'll1~~ 
b?iCJ'V11CJ'11a-:~'1J~aumru/ 

' ' 
L'll1bbml.l., 

0 1:J-wum111'll1~~ 
b?iCJ'V11CJ'11a.:~'ll~~'IJmru/ 

't'IJ1bbm11., 

VI~6'!€1U1J'IrloV'Wfl11bb6'f~·:II;..J~oll€13J~ 1 'W 0 1:J'WUI'l'J111'll1~~ 

~'IJbbUUb~'11~1'W <9ltl (Hex Viewer) b?iCJ'V11CJ'11€l'l'll~~'IJmru/ 

't'IJ1bbll111"1 

OISOVl 

0 1~vhm1eJ'Wb~VI 

bU'Wm{-a''W 

v 

'll1~~b?iCJ'V11CJ~.:ii1 

v 

'll1~~b?iCJ'VI1CJ~.:ii1 

v 

'll11~b?iCJ'V11CJ~.:ii1 
' 

v 

'1111~b?iCJ'VI1CJ~.:ii1 
' 

0 (ll1'J'il'W'Ufi'J111 
v 

'll1~~b?iCJ'V11CJ~.:ii1 

0 (ll1'J'il'W'Ufi'J111 
v 

'll1~~b?iCJ'V11CJ~.:ii1 

0 (ll1'J'iJ'WUfi'J111 
v 

'll1~~b?iCJ'V11CJ~.:ii1 



"llti'Ub"lll'lnTnii'Tt..h~~~n~1 • 
1'll~bbm:ubbfl::a'llmru . 

Vllil~vu'iiJ.:Hf'li'Wbb~\il'lj;.J~ 1 vM 
SQLite, XML 

olfv~~ (Image Encryption) 

oooo Vllil~vuVJ.:H-1-li'Wvvml~'ll'W 1 'W 

~tlbb'UU Word, Excel, PDF 

(Viewer) blil~1l.l"loff Dongle 

0 hJ'IAIUI'l11l.l'lh~lil 

b~~Vl1~'11v'l'lllilvtlmru/ 
' ' 

ttl"ibbflil.li 

" b~~Vl1~'11v'l'lllilvtlmru/ 'll'l"i\il b~~Vll ~~'lil 
' ' ' 

0 \il"i1'il'i'IU1'111d.J 

" b~~Vl1~'11v'l'll\ilvtlmru/ 'l11"i\ilb~~Vl1~~'lil 
' ' ' 

" b~~Vl1~'11v'l'll\ilatJmru/ 'l11"i,lilb~~Vl1~~'lil 
' ' 



-a''Wl(;l'Vl1 tJ~llml.lltl'Ul'deJ{~tru~~u'U 0 1~'W'UF111l.l'l'l1~(;1 

l?iEJ'III1EJ'11eJ~'l!(;le:JtJmru/ 

\il~'d~?le:J'Ufl1~Vh~1'U'11e:J~ Dongle 

bb~:1e:~tJn~rul'le:~vb~~l.I1'W~eJlJ'l!(;l 
' ' 

~tJmru,ff~'llllJ(;l1 '!Xl tl'U 1 tJ\il1l.l 

l.l1\il~\l1'U'11el~cJ~~\il .. " 

Android 

iOS 

' ' 

0 1~'W'I.JFid1l.l'll1~(;1 

l?iEJ'!II1EJ'11eJ~'l!(;ltltJmru/ 
' ' 

1 tJ~llml.l"1 

0 1~'W'I.JFid1l.l'll1~(;1 

l?iEJ'!II1EJ'11eJ~'l!(;ltltJmru/ 
' ' 

hhllml.l"1 

0 hl'W'I.JFid1l.l'll1~(;1 

l?iEJ'!II1EJ'11tl~'l!(;leJtJmru/ 
' ' 

1 tJ~llml.l"1 

vi1fl1~'VJ(;}G'feJ'Ufl1~~~-1fe:~3J~ Logical 0 1~'W'UFI11l.l'lh~(;l 

Extraction ~1n1 'Vl~Pfwv1iie:~~e:~ l?iEJ'!II1EJ'11eJ~'l!(;le:JtJmru/ 

~.if i'U~tlmru, ll'W~\ilvJtJ{l.l, IMEI, 

Contact ~1n1 'Vl~Pl'WvliitJ~ml~:1 

~tJmruii0~tl 

vi1 fl1~'Vl (;IG'f eJ'I.J rn~'l11 l -11 1-1! tl3J~ 

t11:1l.fl'Vl iTunes Backup 

~tlll'U'I.J PDF, RTF 

' ' 

0 hJ'W'I.JFI'd1l.l'll1j(;l 

l?iEJ'!II1EJ'11tJ~'ll(;ltJtJmru/ 
' ' 

0 hl'W'UFI'd1l.l'll1j(;l 

b~El'III1EJ'11tl~'l!(;le:JtJmru/ 
' ' 

hJ-allml.l"1 

0 Hfvi1rn~-a''Wl(;l'Vl 

ltl'Ul'de:J{-a''U 

v 

'll1j(;ll~EJ'III1EJ~~i'l 

v 

'll1j(;ll~EJ'III1EJ~~i'l 

v 

'll1j(;ll~EJ'III1EJ~~i'l 

0 \il~'d~'W'UFI'd1l.l 



@)Q 

bb'U'U SQLite Vl~€1 Plist 

~1fi1~~~~€J'Ufi1~~UVI1~€J~~~1~ 

Keyword Search 

~1fi1~~~~€J'Un1~~UVI1~€J~~~1~ 

Keyword List 

Applications, Images, Video, 

Documents 'il1n 1 ~~Pi''V'lViliB~€1 1~ 

0 1:W'V'l'UI"'11:W'1ll~~ 

b~~VI1~'1J€J.:J'll~€Jtlmru/ . . 

0 1:W'V'l'UI"'11:W'll'1~~ 

b~~VI1~'1JeJ-:~'1!~€Jtlmru; .. 
1tl~bbn1:W'1 

0 1:W'V'l'UI"'11:W'll'1~~ 

b~~VI1~'1lm'll~eJtlmru/ 
' ' 

0 1:W'V'l'UI"'11:W'll'1~~ 

b~~VI1~'1J€J.:~'ll~~tlmru/ 

1tl~bbfi1:W'1 

" 'l\'1~~ b~~VI1~~.:JU . 

" 'li1~~b~~V11~~.:JU 

V.tn,r 



d:. "Iff! l'll·:mm:ua'Ufl'J'Wtt~::1tfl'a1::,fiJmJ~ t·vml'Vn11ialiem~::a'llmrutfl~eJ'W~ (Cellebrite UFED ~PC with . ~ . 
Cloud) 

"' 0 ... 
'HBUL '!ll'lnTn '!11'U11.:1':im11 

1 tl~bbn~~ bba::mJmru • 

e~tln'iru~e~~1<~~~1'1"1~e~~'ll~e~tln'iru 
' ' ' 
~'IV!~~ 1~b'IJ'W1'lll'l1~mmlii1'W'l!eJ'I~i}.J~I'I .... ~ 

Windows 

~tlbb'U'U Eo®, Lo® 

(Filter,Sort) 

0 hl'I"''UI'ld1~'1ll1~ 

b~~'V!1~'l!el'l 

0 1~vhrn'i 

a'l"'b~'Vlb ti'Wne~{oti'W 

v 

'll11~b~tJ'V!1~~<~ti 

v 

'll1'i~b~~'V!1~~<~ti 
' 

v 

b~~'V!1~'lleJ<~ '1111~b~~'V!1~~<~ti 

'l!~fltlmru;1tl'ibbm~'1 -

v 

b~~'V!1~'llB<~ 'll11~b~~V11~~<~ti 

'l!~fl'llmru;1tJ'ibbn'i~'1 -

b~8'V!1~'l!el'l 

'l!~fl'llmru/1 'll'ibbm~, 

VI~1EibVII'I 
' 



"llel'U b 'llliln1'ab .ij'Tu11.:1~m~1 

1thbbn-a3Jbb~~~'l.lmru 

Keywords 

~tlbL'U'U PDF, DOCX 

timeline 

0101'1 

b~tJVI1tJ'llel.:i 

'll111'eltlmru;t tl1bbm3J, 

" 0 .:::::,1 Q..l .::::,1 

'1l1111lbG'ItJVI1C.Hil.:i'W 
' 

0 lil11\J'I"''Ufn13J 

" 
'1111111 b~tJVI1tJ~.:JU 

' 

" '1111111L~tJVI1tJ~.:~i:1 
' 



\!:) 

bTl 

" 0 ... 
"'leJ'Ub"'llilfl1~b"'l1'U1loll~n'!11 

1tl~bbm~bb~::~tln~ru 

lili1~~€1'Ufi1i~1~1'L!'1J€1~ Dongle 

~~~€1tlnicl~€1~1~~:W1'Wi€l:w 
' 

'll~ejtlnicl~~VI:w~ 11XbiJ'L!h.llii1:W 
v ~ 

:W1\ili~1'L!'ll€1~t:Jt:J6'llil .. ~ 

VJ~~€1'Un1i~1~1'L!Iili1~1tli~ni:w 

ij€1~€1 (Mobile Application) 

i~~'Ub61'1!1j1'L! <9lb (Hexadecimal) 

Regular Expression 

.. 
Vlt:lfiG'l'U 

~ 

PDF,HTML,XLSX,CSV, TXT 

b~CJV11CJ'1J€1~'ll~€1tlmru/ 
' ' 

1tlibbm:W"1 

0 hJ'W'UI'l11:W'Illl~ 
b~CJV11CJ'1lm'/l~1ltlmcl; 

ttlibbm:w., 

0 hl'W'UI'l11:W'll1l~ 
b~CJV11CJ'1l€1~'l!~€1tlmcl; 

' ' 
ttlibbm:w., 

b~CJV11CJ'1l€1~'ll~€1tlmcl/ 
' ' 

ttlibbm:w., 

b~CJV11CJ'1!€1~'l!~e:Jtlmcl; 
' ' 

ttl"ibbm:W"l 

b~CJV11CJ'1!€1~'l!~€1tlmcl/ 
' ' 

ttlibbm:W"l 

b~CJV11CJ'1!€1~'ll~€1tlmcl; 
' ' 

ttl"ibbm:W"l 

0 1~Vllfl1Tel'Wb~VI 

b'iJ'L!b 1€1i"oii''L! 

-

0 lili1~'W'UI'l11:W 
0 .t::ll Q.l .!1 
'll1l~b~CJV11CJ~~'L! 

-

-

0 lii11~'W'UI'l11:W 
0 ,c:::,l Q.J .1{ 
'll1l~ b~CJV11CJ~~'L! 

-

-

0 lili1~'W'UI'l11:W 

0 d QJ .!{ 
'l!1i~b~CJV11CJ~~'L! 

' 

0 lili1~'W'UI'l11:W 



0 "' < VI (;16'1 fl 'U fl1 '.iVI1'11'W fll'.i1 bfl 11::: vt 

<U'eJl;jG1 EXIF bbG1:! GPS 'OJ1fl1vJ6'J 

~tlm'l"l 

b~tJvt1tJ'11fl'l'1f(;JfltJmru/ 
' ' 

ttJ·:mm:w"1 

0 1a.l'W'Ufld1:W'l111(;1 

b~tJvtltJ'llfl'~'ll(;l~tJmru/ 

ttl'.ibbf1':i:W"1 

l!>o 

" 'lll'.i(;lb~tJvtltJvl'lil 
' 

" 'll11(;1b~tJvt1tJvl'lil 



LAB - SUMURI + CARBONPRO) 

" 0 "' 'lle:J'UL 'll~n1':ib 'll1'U1':i.:l';in1j1 . 
1thLLm:wu~::~tln':iru 

L?itJVI1CJ'IleJ'l'll!?ieJtlmru/ 
' ' 

tu·mm:w'1 

lll';i'J'iJG'feJU!l1';ivl1'l1'W'IleJ'l Dongle 0 hl'V'lUI'l11:W'1ll~!?i 

bb 61 ~ e1 u n 'j ru ~ e1 'r'l 1 -1 ~ :w 1 'V'l ~ e1 :w b?ltJV11CJ'IleJ'l'lll?leJumru/ 
' ' ' 

'!11?1~umru~<JVI:w~?~1~biJ'W1ulll1:w tu';ibbm:w'1 

:W1lll';i~1'W'Ilel'l~CJ~(ll 
"' 'U 

Board 

'Vli?IG'feJUf11'H'l1'l1'W~'J:WflU 

Advanced Sort 

bbG'l~ Filter Options 

b?ltJV11CJ'IleJ'l'lll?leJumru; 
' ' 

tu·mm:w'1 

b?ltJV11CJ'IleJ'l'lll?leJumru/ 
' ' 

bU';ibbf1'i:W'1 

0 hl'V'lUI'l11:W'Ii1~1?1 

b?i CJVI1CJ'IleJ'l'll!?ieJU mru/ 
' ' 

bU';ibbf1'i:W'1 

'Vli?IG'f eJ 'U f11 ';i vl 1 'l1 'U YJ 'l tl otl 'U GTJ 0 hJ'V'lUI'l'J1:W'1ll~!?i 

~UbbUU 1~bbrl Fully Automated, b?ltJV11CJ'IleJ'l'lj~?~~umru/ 

Semi-Automated bbG'l~ Manual bU';ibbf1'i:W'1 

analysis 

Olo¥'1 

0 1~vl1f11';iel'V'lbi?I'VJ 

dJ'Um1-tl'W 

v 

'1i1';i!?ib?ltJV11CJI'i''lil 
' 

0 lll';i1'iJ'V'lUI'l'J1:W 
v 

'1i1~1?ib?ltJV11CJI'i''lil 

0 lll';i1'il'V'l'UI'l11:W 


