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- l911b il'W fl1"a6'tie:Jl.l bb61il.I~1'W mu"Ve:J..:Je:J'I.Jmru bbG'l~ 1 U"abbfl "al-l ~1'W 1'W (§)o "a1t!fl1"a 

~-u11~ b~tl'Vl1tl b~e:JlJ6'1i11Vl1 Vi'e:1~1 'U£'1mVJ1-if..:~1u 1W1~ Vl~e:JlJ11tJ..:J1'U~1"au{iu&~..:~1'U 
d ~I 0 .C\ v I v 4.1 6iV v ~ ~ 

..:J1~..:!1'W'Vl ~ bu'U"il1'W1'Wb-!!'U"a€ltJG'l~ (§)O "ll€l..:J"a1A1fl1"il1..:!~1l.l£'1ruru1 b'VlbbG'ldb6'11"ili11tJ b'W 

bl1bb 1'W tiut1'~1il1flG~..:~'W1l-l1'W«t1Jt1J1 ~..:~d "' "' 
- l911b il'Wfl1"a6'tie:Jl.lbb61il-l~1'Ufl1u"Ve:J..:Je:J'I.Jmrubb6'1~ 1 'IJ1bbfl"al.l ooJ1'W1'W (§)o 11t:Jfl1cs • 

~-u11~ b~tJVl1tJ b~€llJ6'1mVJ1 '1Xe:J~1 'U6'ffl1Vl1-if..:~1'U 1W1~ Yl1'€ll-lb€lfl6'11"a"a1tl..:!1'U~G'lm"au{iu&~..:~1'U 

Vl1 fl ~f'U~1..:! 1l1£'11lJ1"a{)~..:JlJ€l'U..:J 1'U~1lJ"a ~ tl~ b 16'11~tl1Vl'U ~ 1 n 'U «ru ru1 bbG'l~ ~'Jl~1..:! tJ..:J 1llue:J fl b~ fl 
q) fV ~ 'U 

«t1lt1J1 ~fu~1..:Jiil~l'i'e:J..:~"I11"a~rh'IJ-ru 1 cMbbrl~,.h~1..:J b U'U"a1tJ1'W 1 'WB~"a1~€l tJG'l~ o.(§)o "lle:J..:J1..:Jb~'Wrh~1..:J~1l.l«t1Jt1J1 

®O. fi1"5~'Utl"5::fl'IJfll1'l3J"Ih~fi'UflWieJ~ 

fl "aru~e:J'I.Jmrui.-if..:~ 1'Wbfi ~-u~oiJ'e:J..:~ ~-ru..ij1..:~1'i'e:J..:~'<il~fl116'tie:Jl.l Lb61fl-l bbm "V1 'IXVi1..:~1'W 1W1~~..:~ b~l.li11tJ 1 'W . ~ 

~ ~1 1l-l..:~ tiu~..:~bb~b 1m~1W1-rubb..ij..:~ bbG~~I911bil'Wfl116'tie:Jl.lbb61il-lbbm"V1'iXbb61'1b£'f~lili11tJ1'W ~~ ~1 1l-l..:~ tiu~..:~bb~b1m 
~W1fubb..ij..:~ (UU"a1l.li''W'Vlt!~"a1"1lfl1"a) 1~t~ 1ll~~rh 1-if~1t!b~ 61 lil1fl~11..ij1~~~~'U 

' I ~ 
d 0 

G)@, ~~eJ'IJb"ll~'IJ6"j 

(§)(§).(§) mru~'UflflG'li11tJ'U€lflfl~11eJ'1-:t'Vl1e:J1-if~'Vl~b~tlfl~€l..:J1~6'l 111il~iifl11G'l~bi1~~"ll~'Vl~ 1~tJ~'"h..ij'1..:J 
' I ~ 

il1W1~~bb 'IJG'l..:~ bbm "V1 Ulil1fl b~l-l VJ1e:J Lbm "V~~bb 'IJG'l-!! 1~t~1W1-rufl11l.l~h.Jve:Jl.llil1fl~-ru..ij1..:~b U'WVJti..:~~e:J VJ1e:J b uumru 

~ fl.flVJlJ 1t.Je:J'U ru 1~ 1 'IX'Vh 1~ lf-ru ..ij1..:~1il~l'l e:J..:~'IJ fl'lJe:J..:J ~·;h..ij1..:~ LbG'l~ l911b il'W fl11~..:J'IJ1-:J b~ e:J1 Vi' fl11fl ~11 e)' 1..:1 
~ ~ fV 'U 'U 

VJ1e:J m1 b~ v fl ~e:J-!!1~ru~'W 1 u1~ t~ b ~1 Vl1fl ~ -ru ..ij1..:~1l1 e:J11il fl "a~Vi1tW1 bbG'l ~ ~,.h~1-:JI'1 e:J-:J-ru ~ ~"'l e:J u ~ 1 b~ t~Vl1 v 
~ ~ 

~ e:Ju A fl6'li11tJ'W e:J fl b il e:J-:Jiil1 fl ~6'1 bb vl..:~ fl11G'l~ bil~~"ll~'Vl~~..:~ fl~11 ~-ru..ij'1-:JI'1 e:J..:J b U'W~-ru~~"'le:Ju ~1 b~tJVl1tJ ~1u-ru 
q ~ ~ 

bbG'l~~11-if~1tJ~'U6'l 11lJ~-!1~1f1"1l1o"a1lJbcWtllJbbG'l~~1'Vl'U1tlfl11lJbb'Vl'W~11..ij'1..:J ~-!!tl ~,.h..ij'1..:JiiJ~bb..ij..:~1'1XvJ-ru..ij'1..:J'VI11'U I "I ~ ~ ~ 

b tl'UVJti..:~~e:J biie:J1W1ii m1 fl~11 eJ' 1..:~VJ1e:J1 oii'i1'Vl~b~t!fl ~e:J..:~ ~..:~ fl~11 1~ v 1llil'fl-i11 

·········~"""""""" 
'l'l.l'1.1'1 ........... ~ ............. fl':i'S:Wfl1'S 

'S.V!."V ......... :U.v.:-r.£ ................ f1'S~:Wf11~bb'G'I~b'G'I'!J'1'4f11~ 



-<t-

@)@) .~ il1tJ1 'W tl1VI'W ~·H~ tJ~ L16'11flTHJ'Wru 1\?1 1 'liii,ofi'a'Vl~fl111-if.:~ 1'W 1 'll1bbfl1lJ ~f'IJ~1.:! "il~~€J.:! 
• .., 'll 

f'U'll1~nu11U'IJ~.:! bb~b 16'11~~f'IJ~1-:!eJ~~1\?ll m oifa'Vl~ 1 'll1bbfl1lJ"il~vl1.:!1'W 1~1?l1lJ~tl1VI'W~ 111 ui1~~1f'l1'1Ji11'W 
G'llJ'IJ1ru'Vlntl-;r~m-;r 

'll • 

""~"" 'l"' ...... .! 'l"' ... "",J').J..I"' 
@)@).Gn fl116'1-:J'Vl~ b 'UtJ'W G1'Vl5fl11 b "ll-:11'W 6'1"1JG'I'Vl5fl11 b "ll-:11'W V11€J fl116'1-:J'Vl~ b 'IJ tJ'W €J'W b~'Vl bfl tJ1"lleJ .:1 

n'IJ 1r11.:~ m-;r 11lJt1.:~ 1 'll1bbmlJ bb6'1~€J 'llmrut u 1r11-:~m-;r ~ €l.:~~ 1 b ilum-;r1 uu1lJ"ll€l.:~ n€l.:~u.:~fi''Um-;r'll-;r1'1J'll11lJm1m~v11 • 
fl11lJ~ ~b~ m n'Um"llru1m1lJ'Vl1-:J b'Vlfl1 u 16'18 1~tJ flru~ fl11lJfl11\?111 "ilf'IJ~ G'l~ Vl~eJ ~i'Je) 1u 1"ilVIcW 1~ b uu~n1VI'W ~ 

Q.l q qJ llJ 

wi 1,!u 1~tJ ~f'IJ ~1.:~ ~ €J.:J"ll€Jf'IJ €J~~ 1\?1 ~1 b ilu n111 uu 1lJfl Nu.:~ fl'Ufl11'll11'1J'll11lJ n11 m ~v!1m1lJ~~ b~ tJ1 n'IJ 

m"ll~1m1lJ'Vl1-:~b'Vlfl1u 16'18 

G>lfl. olJ£)~~1'Liil'Vlfi 

m-;r~ ~6ff €l~ ~~ 1~r1f ~.0 "il~fJ fl116'1~'W1lJ 1ui1 ~ ~1VI~€loif €ll?lfl6'1~bU 'WVIU.:J~ €l 1~ ~ eJb~ €l'V'l1~11"1lU ~ qj'&l 
.:~'U'll1~lJ1ru11tJ~1tJ'll1~'<il1tl.:~'U'll1~lJ1ru 'V'l.f'll. ~<fi>Gn fJ~6'11-liu.:~fi''IJ bb6'1~1~f'IJ..ij'~G'I11-:J'U'll1~lJ1ru11tJ~1tJ'll1~'<il1tl 

~'U'll1~lJ1ru 'V'l.f'll. ~<fi>Gn "il1n'G11u m'U'll1~lJ1rubbGl1 bb6'1~mru~G11u m1u'll6i' ~m~'Vl11-:J~:ijV( G'lbvl mf'l11~l0n "ilbb6'1~-i1~fllJ 
~1~f'Um-;r..ij'~G'f11~'1J'll1~lJ1rubvl€Jm1~~~€J~~~1~1ufl~.:J~~ngj11 VltbtJ~1'W"ll€J~flOG'I1lJ11tttJm~nm-;r~~,~~lij1~1~ 

"' 

~-·······-~""'"'"" 
················¥-·········""""" 
'l.~.'1l ......... ~ ........................... fl'l1aJfl11bb~:l::b~'ll1'4fl11 



fl1fl'IN'W1fl 

@. e1v·um~ma~9ie~ il"lJif'VI~m':it .zf~1'W 1 'IJ':ibbfl'UJ~'U~1'Wbba~1 bfll':i1~~.;;e~a.~a 1 'VI':iflcwviiie~ tie~ bba~e~'I.Jn':iru 
~ . 

bfll~ei'W~ (Renew Cellebrite UFEDcrPC with Cloud) ~1'W1'W cr "'f~ 1~tJilfltu6'fl-!D~ ~-:~if . . . 
(9).(9) b U'U n1 1 ~ eJ ilon~'VI ~n1 11 -&'-:~ 1 'U 1 'l.l 1 bbfl 1l-!ihJ6'f1'Ubb~ ~1 bfl 11 ~ ~.U eJl-1~ 1 '1111~'\l'l ViiJ eJ ~ eJ 

@).bn 

(9).~ 

(9).0 

.r<!l.dv.v "" .. .., ' 'U 

bb~~~'l.lmrubfl~el'U'Vl 'V'l1ell-lel'V'lbfl1~fl11~1T'il'Jbfi11~Vl"llel\J~fl"G'll-lbl-!~ (Cellebrite Cloud) 

'j~tJ~b1~1 (9) u 1~tJhl~eJ-:J~~~elbvtll 
Q./ ~ tr 'V 

1el-:11Ufl111bfi11~Vl"llel\J~ contacts, SMS & MMS,emails, calendar, multimedia, 

call logs, phonedetails (IMEI/ESN), ICCID and IMSI bb~~ SIM locationinformation 

(TMIS, MCC,MNC,LAC) b~bU'Uel~1·:!'LJeltJ 

1eJ-:~-rum1v'h~1b'U1 SIM 10 L~btl'UeJ~1-:~'!!eJtJ 
1eJ-:~-rum11bfl11~~bbUUfl1tJf11'V'l (Physical extraction) bb~~t~eJ~1vt6'f.n'mJ~ (Decoding) 

bb~~6'f1l-!11tl ByPassing Pattem Lock/ Password I PIN U'Ub'Vl';ifl'V'lViiJeJ~eJbbUU Android 

b"ll'U Samsung Galaxy S family, LG,HTC bb~~ Motorola b~bU'UeJ~1-:JtleJtJ 

1eJ-:~-rum11bfl11~~bbUUfl1tJ.fi1'V'l (Physical extraction) bb~~tleJ~1vt6'f.n'eJ\j~ (Decoding) 

b'V11~'V'lViileJ~elbbUU Android ~.®- ~.~.m b~btl'UeJ~1-:JtleltJ 
1eJ-:~-rum11bfl11~~bbUUfl1tJ.f11'V'l (Physical extraction) b'V11fl'V'lViiJeJ~elbbUU BlackBerry 

~ - ~n~1~btl'UeJ~1-:~tie~tJ 
<9J.!nl 1eJ-:~-rum11bfl11~~bbUUfl1Hfl1'V'l (Physical extraction) bb~~tleJ~1vt6'f.n'ellJ~ (Decoding) 

1'V11~'V'lVilJeJ~elbbUU Windows Mobile ~.o - ~-<9l 1~bU'UeJ~1-:JtleltJ 
(9).~ 1eJ-:~-rum1tj'~'W.n'eJ\j~ (Recovery) ~~n~u1'l.lbbi!T'il1flvt'l.bmnu.n'eJ\j~ (Unallocated 

Space) 1~bU'UeJ~1-:JtleltJ 

(9).~ 1eJ-:~-rum1t~eJ~1vt6'f.n'eJl-l~m~-ru'il1n JTAG 1~bU'UeJ~1-:~'!!eJtJ 
'U 

<9J.<9Jo 1eJ-:~-rum1t~eJ~1Vi'6'f~U (Decryption) m11i-:~1'U Whatsapp 1~bU'UeJ~1-:JtleJtJ 
<9J.<9J<9J 1eJ-:~-rum1~1T'il~U Malware bb~~6'f1l-!11t~'V'h Watch List 1~bU'UeJ~1-:JtleJtJ 
(9).<9l® 1eJ-:~-rum1b6'1'U1vM WhatsApp Audio File (.opus) 1~bU'UeJ~1-:~'!!eJtJ 
<9J.<9Jm 1eJ-:~-rum1t~eJ~1vt6'f (Decoding) Lthbbfl1l-! Free Flight Pro 1~bU'UeJ~1-:JtleJtJ 
<9J.<9J~ 1eJ\I'YUfl11t\eJ~1Vi'6'f (Decoding) LG database LOB_ MainData.db 1~bU'UeJ~1-:JUeltJ 
<9J.<9J~ 6'f1l-!11mh User Password ~1~"il1flb'V11Pl'V'lVilJeJ~eJ1'l.lb.n'1t'i-:~.n'eJ\j~ Cloud storage 

b"ll'U Dropbox, Google Drive "llel-:JbU1Vll-!1tJ1~ 

(9).<9Jb 6'f1l-111mh User password m~"il1flb'V11Pl'V'lViiJeJ~eJ1'llb.n'1t'1-:~~eJ\j~bU1vtl-11tJb'U Social Media 

1~eJ~1-:JtleltJ ~-:~if Facebook, Kik, Twitter bU'U~'U 
<9J.<9Jinl 6'f 1l-11 1 t~ '111 User Password ~1 ~ "il1 n1 'Vl1 ~ 'V'l Vi iJ eJ ~ eJ 1 'l.l b -n' 1 t1 -:~.U eJ \! ~ Webmail 

"llel-:lbthvtl-11tJ1~ 

<9J.<9J~ 6'f1l-111tlb~1t'i-:J~mJ~ Profiles, Image, Videos, Contacts bbj;j~ Files "llel-:Jbthvtl-11t.J1~ 

r,h~ 'VU>I.'il ....... ~. tJ~::;fi'l'\Jn~~:l-ln"'i~ 
'd .......--../ 

'l'lVl vu>l.!il ........ /.: .... {?~ .................. m~:~-~m~ 

~.!il.'il ......... ~~-~-~ .................... nn:~-~m~LLg>l::;L!il'll'l'tim~ 
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(9).(9)ci 6'113-11':it:l'thu-eJ3-IG'l Location vfl~·'inn1'Vl"SI31\r~ViiJ-eJ~-eJ3-11bb6'11?1-:Jt-JG'l1'W':itlbb'U'Ubbt-J'W~H1 
~ ~ 

®.~o 6'113Jl':it:lbb6'1\?l-!lt-JG'l1'W1tlbb'U'U timeline 1~ 
~ 

(9).~(9) n<W-:Jtloii'um1~'Wvt1oU'el3-IG'l, f11':i Filter oU'el3-IG'l bbG'l~ f11':i Sort oU-eJ3-IG'l 
~ ~ ~ 

(9).~~ ed-eJ3-Ibb6113-1-eJtlmuh+:lul"l1'U~"iJ111?1 b~tJvt1tJ 1 1X-eJtJ1 u6'1m'V'l1-U'-:J1'W 1~~ 
q q ~ 

~ 

1!1. ~e:J~1l~'VIfim-a1-ii-:~1'W"ql?l~P~'51~W~~'tlf!tln-aru-wn-w1~'1J (Renew Mobile Master) ~1'1J1'1J G> "ql?l 

bl?ltJiJ~ru6'1uu~ ~-:Jd 
h® btlum1~'el~"ll~'Vl~m"S1-if-:J1'W"l!\?l~':i1liJ~6'1"ilu-eJtlmru'V'ln'V'l1~'W':i~tJ~nG'l1 (9) t1 11?ltJ1~~'el-!l 

v q ~ q 

-;ij'\?16/l-eJ1vtll 
~. .d .d1 .,.... 0 .... = !.')' QJ .. ,. "' 1 

h~ bu'Wbl"l':i'el-!I'Vl bl?l':i'Uf11':i'el'el mb 'U'U~16'11vt':i'U~':i1"il1 bl"l11~vt b 'Vl11'll'V'l'V13-I'eltl'el l?ltlbu'V'l1~ 

h611 1-eJ-:Jf'Uf111~11"illbl"l11~,1'V11#i''V'lVI Motorola P~K series, iOS, Android, Symbian 

bbG'l~Windows Mobile 1~btl'W-eJcl1-:JU'eltJ 

h<S: 1-eJ-:Jf'Ufl11~11"il;hA11~vtb'V11#i''V'lVi~'W (Chinese Chipset) bb'U'U MTK bbG't~Spreadtrum 

1~ b tl'W-eJ cl1-:Juem 

~.<t 'S-eJ-:Jf'Uf11'SIPI11"illbl"l11~VIb'Vl1~'V'lVi~'W1~3-11f1f111 <to bb'U':i'W~ 

hb nm13-16'113-11':itltJfl'WoU'el~G'l~~flG'l'U1tlbb~1 b"ll'W Phonebook, Call Records bbG'I~ SMS 1~ 
hb'Jl nl"l113-16'113-111ttb 'Wf11':i':i~'4VI3-11tlbG'l"ll I MEl "ll'el-!1 1'V11#i''V'l'V11~btl'W-eJci1-:JU'eltJ 

h~ ':i-eJ-:Jf'Uf11':iflfl'WoU'el3-IG'Ibb'U'U SIM card recovery, iOS Recovery, Windows Mobile 
~ ~ 

Recovery, Android Recovery, Symbian Recovery, COMA Recovery, Motorola 

bbG'l~ P~K Series Recovery 1~ 

~.<i 1mf'Uf11':ilbl"l11~, Instant Messenger, Mobile Browser History bbG'I~ Email clients 1~ 

hC9lo 1-eJ-:Jf'Ufl11lbA':i1~, Twitter, SinaWeibo 1~ 

hC9lC9l n 1"1113-16'113-1 1 "Stt1 'W n1 ':i b ~ -eJ3-I 1tJ-:J 1"1113-1 Gl3-IN 6'1oU -eJ ~G'l (Activity Correlation Analysis) 

1~btl'W-eJci1-:Ju-eJtJ 
~.C9l~ ':ieNf'Uf11Teh'WoU'el3-IG'lbb'U'U ASCII, GB~611C9l~, BIG<t, UTF-~, Unicode, Unicode Big-Endian 

~ 

bbG'I~ Baseb<S: 

hC9lrn ed-eJ3-Ibb6lf~~tlmru~1'WI"l1'U~"Il1~\?l b~tJvt1tJ 1 1X-eJ~1 u6'1m'V'l1-if.nu 1~~ 
01 I Q ~ .! "'!1/ 'ioJ 0 01 Q ~ 01 Q ~ Q ..t 

m. e:l'W bn'a\?1 bb~::\Ple:J ~1J~'VIfin1 '5 L 11.:11'1J L u"abbn"a11~1VI"a\J1bfi'51::VI bb~::\Pl<a'J~~e:J \JVI~ n !1'1Je:J b~n'VI<ae:J '1Jn'l>1 
" 

(Upgrade EnCase Forensic ~ with Mobile Investigator) 'ii1'1J1'1J 1!1 "q~P~ 11?ltJn~ru6'13-IU~ ~-:Jil 

611.® b tl'W f11 'S~ 'el ~"ll ~'Vl~fl111 ~-!I 1 'W b tJ 'S bb f113-lcl1 vtf'Ul bA 'S1~, bbG'l ~ ~ 'S1 "il6'1-el'UVI~ f1j11 'W 

Bb~f1'V11-eJilmh~tJ~b1G'I1 (9) tJ 'V'l'i-eJ3-IB'V'lbf111?lfl11~11"illbA11~vtb'Vl1~'V'lViiJe:J~e:J (Mobile 

Investigator) 11?ltJ 1:J~e:J-:J-;ij'l?l~e:J1 vt:W 

611. ® 6'113-11'atl ... 



- bO -

rn.~ G11l.l1'm1-ti~1'W'U'W1~'U'Utll)'l1~m1 Microsoft Windows ~~tu~tlbb'U'U rn~ bb6l~ b~Bit 
1~bU'WeJ~1~'l!ew 

rn.rn 1eJ~i'um1~'Ufl'W1~'U'Ub'W1'1"l~6BG'lb~lJIK~~eJ1tlif Windows FATC9l~ (Floppy), FATC9lb, 

FATrn ~, NTFS, Macintosh HFS, HFS+, HFSX, Sun Solaris UFS, Linux EXTh, EXT 

rn, EXT~, BSD FFS, FreeBSD FFS~ /UFS~, IBM AIX JFS, CDFS, Joliet, DVD, UDF, 

ISO tibbo, Palm bb6l~ HP-UX (vxfs) 1~bU'WeJ~1~cWeJr.J 

rn.~ G11lJ11~~19lG1~1~Bl.lblJ\ijbvM119lCJVh1u~tlbb'U'U"neJ~ Bit-Stream Image Vl~el Bit-by-Bit 

Copy ~~G11lJ11tJ~mnu1~~~1ubb'U'U Physical bb6l~ Logical 119l{l'l 

rn.& 1eJ~i''Ufl11Vh~1'Wtl'U6'11b'W1Vl~f1~1'Wb'W~tlbb'U'U EoC9l, EXoC9l, LoC9l, LXoC9l bb6l~ DO 1~ 

rn.b n11~19l bn'U"neJ~BlJ blJ\ij~eJ~G11lJ11~~11\ijG'leJ'U fl11lJG1lJ'U'Hlhb61~~ f1~el~ 119l t~1.ff MD& 
'll 'll 

bb6l~ SHA-C9l 1~ 

rn.(f)} G11lJ1';i~~11'iiJG'leJ'U-tieJlJ6l'iiJI9lVllJ1tJBb~f1Vl';ieJilnG11~Vl611tJ1Ubb uu b"li'W Outlook PST, 
'll 'll 

Outlook Express DBX, Microsoft Exchange EDB Parser bb6l~ Lotus Notes 1~ 

rn.~ G11lJ11fJ ~ 11 'iiJ G'lel u.U eJlJ6l \ij 19lVllJ1 tJ B b~f1 V11 e:J il f1 61V11~ b 1 'U (Web-based email) 1 ~ 
'll 

b"li'W Yahoo, Hotmail, Netscape mail bU'W~'W 
rn.ti G11lJ11fJbbG119l~U1~1'~m11-ti~1'WB'Wb~e:J1bil~ )Web-Browsing History) bb6l~VlcW1blUbv-l'iiJ 

~ ~ f1 b n 'U 11 ( HTML Cached) on e:J ~ 1 'IJ 1 bb f11lJ Internet Explorer, Mozilla Firefox 

bb6l~ Apple Safari 1~bU'We:J~1~cWeJtJ 
rn.C9Jo G11lJ11tJ1bfl11~~1~'U'UBlJblJ'iiJ1'1"l~-neJ~ VMWARE, Microsoft Virtual PC bb6l~ SafeBack v~ 1~ 
rn.@J@J G11lJ11~fl'UVl11 'l"l~~~f16l'U bb6l~~eJ~1eJ~i'u.n1'l~n 1 VltJ 1~b U'WeJ~1~cWeJtJ 

'll 

rn.C9Jlv G11lJ1'afJG1-r1~~"1Ju<i!eJ~6l (Indexing) Y-l-r·m,JVl1f11';i~'WVl1bbUU Live Search Ui'btlumh-:JcWeJtJ 

rn.@Jrn G11lJ11~~'WVl1<i!e:JlJ61~1l.lf11~G'l'Wb\ij (Keyword) 1~bU'Ue:J~1~UeJtJ 
'll 

rn.C9J~ G11lJ11~G'l-r1~1~'U'Uii116leJ-:J1 'VllilbG'llJeJ'W(Virtual File System) 119ltJG1~1-:J119l{l'l bG'llJeJ'W'iiJ1f1 

1 l'lli1Vl~mnu1~b tl'We:J~1-:JUe:JtJ 
"" 

rn.C9J& G11lJ11~G1~1~1~'U'Uii116leJ~~G'lnbG'llJeJ'W'iiJ~~ (Physical Disk Emulator) 119lCJf111G1~1~';i~'UU 
~n6'1bG1lJeJ'l.J\ij~~~'WlJ1\ij1f11 'l"llilVl~mnu 1~b tlueJ~1~tleJ tJ 

"" 
rn.C9lb 1 eJ ~ i' u ~ eJ 19l1 Vi' G11 vJ ~Encrypting File System (EFS), SafeGuard Easy, PGP WOE, 

SecureDoc Full Disk Encryptionbb6l~ McAfee Safe Boot 1~bU'WeJ~1~UeJtJ 
rn.C9Jg)) 'ae:J-!!i''UtJe:JI9l'avtG11l'l!>l Windows C9JO Bitlocker XTS-AES, Dell Data Protection ~.C9Jg)) 

1~b tl'WeJ~1~tleltJ 
rn.C9l~ 1e:J~i''U1~uu1vJ~6BG'lb~lJ Apple File System (APFS) 1~btl'WeJ~1~UeltJ 



- cs::-

m.®ci 6'11l.l11t;l6'1~\:t1~'U'UUel..:J tl'Wfl11b"il tJ'WVl'U-ffeJl.l6'1 bb 'U'U61feJ{'I"l bb 11 (SoftwareWriteblocker) 
'U 

1Wibtl'WeJ~1..:~umJ 

m.l!lo 6'11l.l11t;l'G'l-r1..:~11tJ-:!1'Wb'W1tlbb'U'UTEXT, RTF, XML, HTML bb6'1~ PDF 1W\ bb6'1~mi6'11l.l11t;l 
'U 'U 

tl i'u btl~ tJ'W~tl bb 'IJ'U11tJ..:J1'W 1 WI~ 1l.l~ e1..:1 n11 

m.l!l® "ll~ 1 U1bbml.ll.l1'W-rell.ltl'U 1 tl'Wbbml.lb'G'l~l.IG'l1VIi''Ufl11lbfl11~'V1VI~mn'W'Vl1..:! 1 'V11~'W'IA'~el~el 
q ~ 

(EnCase Mobile Investigator) vli1~ru'G'll.l~&i~..:~\9leJ1tltl 
m.l!ll!l 1eJ..:Ji''Ufl11mT'ill bm1~'VI1 '\111~'\"l'IA'~el~el bb6'1~eJtJmru'Wfl'W11m~ueltJfll1 l!lb ooo bb 'U'U 

q ' 

(Device Profile) 1~ 

m.l!lm 1eJ..:Ji''Ufl11~11"il'G'leJ'UoUeJ~6'1 Text Messages, E-Mails, Call Records, Internet History, 

Photos, Application Data bb6'1~ Deleted Data 1~btl'WeJ~1-:!UeltJ 

m.l!lcs:: 1eJ..:Ji''U Built-In Bypass Functions 6'11VIi''U1'Vl1~'W'!A'~eJ~el'U1..:J~'W1Wibtl'WeJ~1..:JUeltJ • 
m.l!l~ 1eJ..:J1'Ufl11~11"il'G'leJ'Ubb 'VI~..:JoffeJ~6'1 (Data Source) 1 'W~Ubb'U'U SQLite, Plists, archives, 

PDF bb6'1~ HTML 1~btl'WeJ~1-:!UeltJ 

m.l!lb 1eJ..:J1u Optical Character Recognition 1Wibtl'WeJ~1-:!UeltJ 

m.l!lb'll 1eJ..:Ji''U Regular Expression 1~btl'WeJ~1\lUeltJ 

m.l!l~ 1eJ..:!i''Ufl11eJeJm1tJ-:!1'Wbb'U'U HTML, Timeline bb6'1~ PDF 1~btl'WeJ~1-:!UeltJ 

<r:. ~il~"ll~'Vl~mcat oii.:J1'1J"q~ 1'llcattnca1!mca1bfl11:~ttilfltba:i.!'llncarui.v 1-enva (Renew Blacklight) 

"il1'1J1'W G> "q~ 1~tJi1~WG'll.loU&i ~..:JU 
CS::.® b tl'Wfl1119ieJ~"ll~'Vl~fl111-ff..:~1'W 1 '\J1bbn1~fl11lbfl11~,1 Mac OS bb6'1~~'\Jmru lOS <;i~tJ~b 1£;11 

(9) tJ 1~tJ1~~el..:J~~~eJ1'VI~ 
6'11l.l11t;lbi..:J1'W'U'W1~'U'Utl5'lJ~m1 Microsoft Windows ®o bb6'1~ Mac OS b~bU'WeJtl1..:JUeltJ 

1e1..:1 i'u fl11vl 1..:1 1 'W nu6'11 b 'W 1'VI~ fl ~1'Wb 'W 1tl bb 'U 'U Eo®, Lo ®, So®, DO bb6'1 ~ DMG 
"" 'U 

1Wib tl'WeJ ~1..:~ue1t1 
cs::.cs:: 6'11l.l11t;llbfl11~'Y1 Devi~e Type, iOS/OS Version, Serial Number, UDID bb6'1~ IMEI 

1Wib tl'We1~1..:~ur:m 
6'11l.l11t;l#i''WVI1-ffe:J~6'1 Documents, Emails, Movies, Calls bb6'1~ Voice Mail1~btl'We:J~1..:~'\Jm.J 

'U 

CS::.b 6'11l.l11t;l#i''WVI1-ff€ll.l6'1 iChat,SMS, MMS, Skype bb6'1~ iMessage bWtbtl'We:Jtl1-:!U€ltJ 
'U 

6'11l.l11t;l#i''WVI1offell.l6'1fl11bi-:t1'W Safari, Firefox bb6'1:: Chrome 1~bU'W€lV1..:J'!Je:JtJ 
'U 

1€l..:Jf'Ufltw'G'll.l~&im1me:J..:~offeJl.l6'1 (Filter Criteria) bWtbU'W€1~1-:J'!Je:JtJ 
• 'U 

"Je:J..:Jf'UflWG'll.l~~ Video Frame Analysis, Skin Tone Analysis bb6'1~ GPS Mapping • 
1~b tl'We:J tl1..:~ii'e:Jt1 

CS::.®o 6'11l.l1"Jm1'W'VI1-ffe:J~6'1~1tJ Keywords bb6'1~ Regular Expressions 1~ 
'U 

,,~ ...... ""~"""""" 
,J .. ~ 'd'l'VI 'V'UI.III ...... : ... ~ ..................... m'J':Wn'l:i' 

1.111.'11 . ...... '0\ .. : ......................... m':i':J.In'l:i'bbf!:::bfl'll'l~n'l:i' 
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~.(9)(9) 611l.l1'atle:Je:Jfl11t1~1'U1'U~tlbb'U'U PDF, HTML, DOCX, bb~~ TXT 1~ 

~.(9)~ 1e:J~~u FSEvent "I.Je:J~ macOS High Sierra 1~ 
OJ 

~.®Gn 1e:J~1'Ufl11<'111-..J Memory Image File "l.le:J~ Windows ®o Fall Creators Update 

(Version ®t'lfo~) 1~ 

~.®~ 611l.l11tlie:J~~'Ufl11Vh Image Categorization 1~mbu~tli~bflVlbU'U Porn, Weapons, 

Drugs, Extremism, Gore, Alcohol, Swimwear/Underwear b~btlumh~tie:JtJ 

<t. ~vfl"llil'VI~fl1'!i'Lif{l'l'W"lf~ 1tl'!i'Lbfl'!i1lfl'l'!ibfl'UVIami'l'l.!bb~fliLb~::e:~tln'!iru1e:~1ene:~a (Renew MacQuisition) . ... . 
~'l'l.!1'l.! G> "if~ 1~tJilflW61l.IU~ ~\ltl 

&.® btli.J mil>le:J~"I.l~Vl~m-a1i~ 1'U"Il~ 1 tl-abbfl1l.lfl11bfl'U'Vl~mnubb:Wmb~~e:Jtlmru1e:J 1B be:J61 . "" . 
(Macquisition) i~tJ~bdm (9) tl1~tJhi~e:J~~~~e:J1Vl~ 

&.~ ie:J~ ~u fl1i'Vh~1'W1 u GY1 -atlbb uu1~ bbn n11~ ~bfl'U'I"l tl1'U'Vl~ mnu~ rh~~vl1\11'U e:J cl 
'U "" 'U 

(Live Data Acquisition) , fl11 ~ ~lb fi u 'l"l tJ 1 'U VI~ fl:O 1 'U bb u u b "OJ 1 ~"OJ~ <'1 1l.l ~ ~ e:J \1 fl11 ... 
(Target Data Collection) bb~~fl11<'111-..Jibfl11~:n.-i.'l"ltJ1i.JVl~flj11'W (Forensic Imaging) 
~ !V f!i I !V 
b~bu'Ue:Jtl1~'Ue:Jtl 

&.Gn iJ fl 1 1l.l 611l.l 11 tl1 'U fl11 ~ fl ~ 1 (Preservation) fl 1 1l.l tl fl ~ e:J ~ "I.J e:J \1 oil e:J lJ ~ (Data) 
'U 'U 

bb~~11tJ~~b~tJ~"I.Je:J~oife:Jl.l~ (Metadata) 1~bU'Ue:Jcl1~tie:JtJ 
'U 

&.~ ie:J~~'Ufl1'~<'111-..J61e:J'Ufl11l.l~fl~e:J\lbbVl'"J~\l"l.le:J~Vl~flj11i.J~1tJ'W~ri-ti'u MD& bb~~ SHA-® 

1~btlue:Jcl1~tie:JtJ 

&.& ie:J~~unu~tlmru"l.le:J~ Mac 1uiu Mid-tvo®t'lf 1~ 
&.b iJfl11U'UVifl~11Vl61<'11T'il61e:J'Ufl11l.l~fl~e:J~ (Hashing) 1~mi'<'l 1 'U~~ b~Bilfl11ilfl1i'Vh 

611b'U1bU'U1VMbb'U'U Eo® 

&.w ie:J~~u~tlbb'U'Ubb~~fl11vl1~l.lbl.I-..J1tlt1~1~i.W~tlbb'U'U NTFS 

&.~ 1e:J~~'Ufl11vl1 Capturing RAM bb~~ Data collections 'U'Ui~'Uutll)u~fl11 Mac OS 

(9)0.(9)& 

&.~ 1e:J\l~'Ufl11vl1611bi.J1Vl'l11tJfl11l.l"il1 (Live Memory) b~bU'Ue:Jt.h~tie:JtJ 
&.®o 611m-amb61~~tl-a~1~ CLog) mi'V11611bi.J1Vl~fl~1'W1~ 
&.(9)(9) 611l.l11tl'V11611b'WTVW1'W'Vl~flj11'W~tlmru Apple Th Chips 1~ 
&.®~ 611l.l11tlvl1~1'U~1l.lfl'U1 ~~6'ti61b~l.l APFS 1~ 

b. ~va"lfil'VI~m'!iti1{11'lJ"lf~1tl-aLLn-a1lfl'lVI1u1Lfll"a'l::'V11ile:~ ~'l'l.!1'l.! G> "lf~ 1~tJiJfltu61l.IU~ ~\ltl • • • 
b.® -ae:J~~'Ufl11~~~~'U'U1~'U'Utli)lli\m-a Microsoft Windows 1~bU'We:Jcl1~Ue:JtJ 
b.~ -ae:J~~'Ufl11<'111-..J61e:J'U~~1~~m'l"l (Picture) b"ll'U Bitmap, JPEG, Tiff, Targa, JPEG~ooo, 

PNG 1~btli.Je:Jcl1~Ue:JtJ 

i1~ "-"·•· .... ~unmm11 
.d -~ ~ 

1'1'1'1 'I'Liil.lil. ········/~!,.,?. ................ m·~:wm~ 

~.lil.'fl ........ ~ ............................ m~:wmnb~:::b~'11'1~m~ 
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b.m 1eJ~-r'Ufl11\9111~61eJ'UboWaimeJ (Video) b"ll'U AVI, FLV, mGPP, WMV, MOV, NTSC, PAL 

1191btlcueJ~1~umJ 

b.~ iif111l.l611l.l11tlb'Ufl11ibf111~~vn EXIF Metadata 1191btl'Ue:Jch~ueJtJ 

b.~ iif111l.l611l.l11tlb'Ufl11ibf111~~vn Hash Code 1191btl'UeJ~1~Ue:JtJ 
Q.J ( Jfdd... 1"' b.b 1eJ~1'Uf111"l.ltJ1tJfl1'\l'l Zoom) \911l.l'\l'l'U'VI'VIbG'le:Jfl (Space Selection) ~ 

b.G'll 1e1~-r'Um1~~ (Tag) tl'U~~~61'Ub~b"ll'U ~'U~ (Area), 'I.JflfiG'l (People) bbG'l~l\91~ (Object) 1191 

b.~ iifl11l.l6'11l.l11tlb 'Ufl11vl1\9111~61e:J'U Mismatched Frames 1191btl'UeJ~1~Ue:JtJ 
b.ti iif111l.l6'11l.l11tlb'Ufl111'l~bu'\l'l1~6'11'U~61'Ub~ (Crop) 1191btl'UeJ~1~Ue:JtJ 
b.®o iifl11l.l6'11l.l11tlb'Ufl11bbflh (Edit) bb'U'U Crop, Flip, Rotate, Resize, Smart Resize, 

Deinterlace, Align Fields, Correct Perspective, Undistort bbG'l~ Unroll1191 

b.®® iifl11l.l6'11l.l11tlb 'Ufl11tl-r'Ubbl'l~~1 Contrast, Brightness bbG'l~ Curves 1191 

b.®l!l iif111l.l6'11l.l11tlb'Ufl11flle:J~ (Filter) bb'U'U Grayscale Conversion, Color Conversion, 

Color Switch, Extract Channel bbG'l~ Mix Channels 1191 

b.®m iifl11l.l611l.l11tlb'Ufl11 Denoise bb'U'U Averaging Filter, Gaussian Filter, Bilateral 

Filter, Median Filter, Wiener Filter bbG'l~ Deblocking 1191 

b.~ iifl11l.l611l.l11tlb'Ufl11 Integrate bb'U'U Temporal Smoothing, Motion Smoothing, 

Frame Averaging bbG'l~ Super Resolution 1191 

b.®~ 6'11l.l11m~l.lm1l.lf1l.li~oue:J~ime:JI911tJi5 Blurring, Darkening bbG'l~ Pixelating 1191 

b.®b 6'11l.l11tlb~l.lfl11l.lfll.li~oueNfl1'\l'll911tJi5 Unsharp Masking, Rational Sharpening 1191 

b.®G'll 1eJ~1''Ufl11vl1~1'Ubb'U'U Demultiplex Multi-Camera Video Feeds 1191 

b.®~ 1e:J~-r'Um1ibfl11~~fl1'V'l~ii Fog, Rain, Flat Light bb!;'l~ Sandstorm 1191 

b.®ti 1e:J~-r'Ufl11lbfl11~~ Blacklight Image 1191 

b.l!lo 1e:J~-r'Ufl11lbf111~~bb!;'l~bb6'1~~~G'lfl1'\l'lbb'U'U Panoramic 1191 

b.l!l® 1e:J~-r'Um1e:Je:Jfll1tJ~1'Ub'Ubb'U'U HTML btl'Ue:J~1~Ue:JtJ 

e'l ~e:~aou~'VI~m-at-if~'l'lJ"'ffJe:Jtln-arud'l'VI~um-a~htu'l'Vi~n~'lu ,;1u1u @ "lffl1~tJiiflru61l.l'l!~ ~~.n 
'11 'II ~ ' " 

G'll.® 611l.l11me:J~-r'Um1'1'11~1'U~1l.ltl'U Partitions layout schemes bb'U'U Basic (MBR), GPT, 

BSD (UNIX) Vl~e:J APM (Apple partition map) 1191btl'UeJ~1~Ue:JtJ 

G'll.l!l 611l.l11tlvl1~1'U~1l.ltl'U Apple software RAIDs, CoreStorage, File Vault, bbG'l~ Fusion Drive 

1191b tlcue:J~1~ue:J t1 

611l.l11me:J ~ -r'U m1'1'11~ 1cu n'U~eJ'I!cu'Vi n-ii'e:Jl.!G1~11J~~ n1 'V'l asn61 b~l.l 1191 (Unknown File 
'U 'U 

Systems) 

611l.l11t1Q~'U-ife:JljG11 'V'la b "llcu~e:J 1 'V'la (File name), b~'U'VI1~ (Paths) "l.le:J~ 1 'V'la~~flG'l'U 1 tle:J~ 
~ Recycle Bin bbG'l~ Trash 1191btl'UeJ~1~Ue:JtJ 

~'1~ vut.'tl ....... ~.h~llTi<n~n-Jm~ 
.d --:/ 

'l'"l'Vl vtl>l.111 ....... /J .................... m~a.Jm~ 
~.l>l.'tl ....... ~ .. \.' ......................... M~3-ln'11bbfl~bfl'JJ'1'lfn'l~ 

G'll.~ 611l.J11tl ... 
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!nl.~ 6'11'JJ11me.J~~u-nwvh::n'Wbb'U'U Emergency version L\11tlb~tlflb-ii'.:J1'Wvh'W USB stick 

Vl~€1 compact disc 1~111tJ1lJ~€J~€11~tJ Activation code 

!nl.b 6'11'JJ11m€J~~'Ufl11tl-ii'€l'JJ6'lbb'U'U Recovery over network b~bU'W€lci1.:JU€JtJ 
'IJ 'U 

~n~.~n~ 611'JJ11me.J.:~~um1n.U€1'J.Jt'l RAID 1~bU'W€lci1.:~u€ltJ 
'IJ 'U 

!nl.~ 6'11'JJ11tW'h~1'W~1'J.Jtl'lJ File System FAT12, FAT16, FAT32, exFAT, NTFS, NTFS5, 

ReFS I ReFS2+ I ReFS 3.4, HFSIHFS+ and APFS (Macintosh), Ext21Ext31Ext4 FS 

(Linux). b~bU'W€lci1.:JU€JtJ 
' " 

!nl.<i 1€J.:J~'Ufl11e.Je.Jfl11tJ.:J1'W )Forensic reportb~e.J1m'W~'Wmiil1~ ( 

!nl.®o 6'11'JJ11fl'a€J.:J~'Ufl11vl1.:11'Wbb'U'U Portable version 1~ 

<::<: el'W bfl'a\11 bbiil~~e:l a"ll~'VI~n1-a1if.:t1'lJ"11\11b 'l.hbbfl'aa.t1 bfl'a1~~ifaa.ta'Vl~n fi1'Uill b~tJ'Jn'lJ n1-a1if.:t1'U 
, 'U "" 

~'Ub~e:J~bcW~ (Uparade Magnet AXIOM) ~1'U1'U c£ "lf111L111tJilflru6'l'JJ~IK.:~d ::> ~ ~ 

.\"i .., I ... ~ .,{10 I "" " v .., d d .., 'l v 
~-® b u'W fl11e.J'I"' bfl1111bbiil~\91e.Jiil"llbi'VI'Ei u1bbfl1'JJ1 bfl11~'\ll"lle.J'J.Jiil'\ll6'lflfi1'W'VI bfl tl'd fl'U fl11 b "IJ~1'W 

'IJ ... 

B'Wb\91€J{bU\91 (AXIOM) 1~tl~b'diil1 (§) u L\11tJblJ~€J.:J{j'\11~e.Jb'VllJ 
~.® 1€J~~'Ufl11'l11boU1"1J€J.:J'I"'tl1'WVl6Yfl~1'W (Evidence Source) bb'U'U Drive, Image, File & 

Folder, Volume Shadow Copies b~bU'We.Jci1.:~umJ 

~.m 6'11'JJ11t1vl1fl11\9111lil JTAG Chip-off image bbiilt Live Ram Capture 1~bU'We.Jci1.:JUe.JtJ 

~-~ 1€J.:J~'Ufl11\9111lil1t'U'UU~U&ifl11 Android, Kindle Fire, Windows XP, Windows 

VISTA Windows !nl, Windows~. Windows~-®, Windows ®o, OS X, iOS b~bU'We.Jci1~U€JtJ 

~-~ 1€J.:J~'Ub'V'l!A'686'lb~'JJ (File System) NTFS, HFS+, HFSX, EXTh, EXT m, EXT~. FAT m®, 

EXFAT, YAFFS® 1~bU'Wmh:11lmJ 

~.b 1e.J.:J~'U1Ubb'U'Ub'V'l~'l"'tl1'W'Vl6Yflfi1'Wbb'U'U Eo®, Exo®, Lo®, Lxo®, AD®, dd, raw, bin, 
'U ... 

img, dmg, flp, vfd, bif, vmdk, vhd, vdi, xva, zip, tar b~bU'Wmh.:~tie.JtJ 

6'11'JJ11t1\9111lil'I"''Ufl11boU11vt6'l"lle.J.:J~n1111~6'1 (Detects encrypted disks) bb'U'U Truecrypt, 

Bitlocker, PGP, Safeboot 1~ 

1e.J.:J~Ufl11fl'W'Vl1L111tJfl11b-if Keyword Search bbt'l~ Regex/GREP 1~bU'We.Jci1.:JU€ltJ 

6'11'JJ11t1vl1fl11¢11'W1tw~1 Hash bb'U'U MD~ bbiilt SHA® 1~bU'W€lci1.:JU€ltJ 

~.(§)o 6'11'JJ11fl'ae.J.:J~Ufl11vl1.:!1'W~1'J.Jtl'U Project VIC bbiilt CAID 1'V'l6'11~bU'W€lci1.:JUe.JtJ 

~.®® 6'11'JJ11m€J~~'Ufl11vl1\11'W~1'J.Jfl'U PhotoDNA b~bU'W€Jci1.:JUe.JtJ 

~.(§)® 1€l.:J~Ufl11\9111lil 1 tl1bbfl1'J.Jfle.J'JJ~1b\91€l{ tl1tb.fl'VI Social Media "lle.J.:JL U1bbf11'JJ Bebo, 

1V.\"J I V 

Google+, lnstagram, Linkedln, MySpace, Twitter, Sina Weibo, VK 111bu'We.JtJ1\I'We.JtJ 

~'1~'\"l.l'l.'il ........... ~~ ................ tl~:::il'l'k\m'~:Wn'l~ 
,.,J 

'l'I'Vl 'l'l.I'I.M .................. ~ .............. m~:wm~ 

~.I'J.'il ............. ~\.. .................... m':i':Wn'l:i'bifl!::ifl'll'l'lfn'l~ 
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~.(9)@1 'HJ~f'Urn1~11"ilhhbbmlJflfllJ~';lb~€l{ th~b.fl'Vl61'W'Vl'W1 (Chat) OZJeJ~hhbbmlJ Adium, 

AIM, Chatroulette, GoogleTalk, iChat, iMessage, Mail.ru, MSN Messenger, MSN 

Plus!, ICQ, Mail.ru, miRC, Omegle, ooVoo, Paltalk, Pidgin, QQ Chat, Second 

Life, Skype, TorChat, Trillian, WeChat, Windows Live, Messenger, World of 

Warcraft, Viber, Yahoo Messenger 1~bU'Wfl~1~timJ 

~.(9)~ 1fl~f'Urn1~11"ilbthbbmlJflfllJ~1b~eJ{ th~b.fl'Vl Web Browser OZJfl~ hhbbml-1 @'lbo 

Browser, Chrome, Edge, Internet Explorer, Firefox, Opera, Safari, Xbox IE 

1~bU'WeJ~1~timJ 

~.(9)~ 1fl~f'Urn1~11"ilbthbbmlJflfllJ~1b~eJ{ U1~b.fl'Vl P~P OZJfl~1'thbbmlJ Ares, Bitcoin, 

eMule, Frostwire, Gigatribe, Limerunner, Limewire, Luckywire, Shareaza 

1~btlumh~umJ 

~.C91b 1fl~f'Uf111~11"ilbb'G'l~~~'W1'1.J1bbmlJ'th~b.fl'Vl Email fl1Vlb-ci'W mbox email archives, 

Microsoft LynciOCS IM, Outlook OST & PST files, ZOOM b~bU'Wel~1~tim.J 

~.C91b'll 1fl~f'Uf111~11"il-iffl~'G'l"llfl~1~'U'UU~U&irn1 b"ll'WEvent Logs, Jumplists, LNK files, 

Mounted network shares, OS and file system info, Prefetch files, Shellbags, 

Startup items, Time zones, User accounts, USB device history b~bU'Wfl~1~timJ 
~.(9)~ 1fl~f'Urn1vh~1'W~1lJfl'Ulii1'W-ilfllJ'G'l Child Protection System (CPS) 1~\U'Wfl~1~timJ 

"" 'II 

~.(9)~ b tJ 'W 1 'I.J 1 bb f11lJ ~ ~ 1 'W f111 'Vl ~H'l eJ 'U "il1 nUS Defense Cyber Crime Institute (DC@')) 

b U'Wfl ~1-:JtimJ 
~.~o 1fl'lf'Urn1~11"ileJUmru!ieJ~fl61lJ1{'Vl1'V'Iu Android, iOS, Windows Phone, Kindle 

' 
Fire, MTP (Media Device). 

~.~(9) 1eJ~f'Uf111~11"il~'I.Jmru!ieJ~eJ61lJ1{'Vl1 'V'Iu 1 U1bbml-IU1~ b.fl'Vl-ilfl r111U~'W (SMS) 

b"ll'W Android SMS I MMS, iOS SMS I MMS, Windows Phone SMSIMMS b~bU'WeJ~1~timJ 
~.~~ 1fl'lf'Uf111~11"il~'I.Jmru!i€l~eJ61lJ1{'Vl1 'V'Iu 1 U1bbmlJ'I.J1~ b.fl'Vl11CJ~€l C Contacts) 

b"ll'W Android contacts, iOS contacts, Windows Phone Contacts b~bU'Wfl~1~tieJCJ 
~ ~il~"li~'Vl~n1':r1.-if<ll1'Wbfl~il<llflil11W1b\9lil~tl1'Vii'un1':i\9l':i1~1bfl':i1~,.('Vi~n~1'Woff'W~o3th'VIi''Ufl1fl~'W111 

(Renew MagiCube) ~1'W1'W G> "II~ 1(P)tJ!lflru61lJU'&i ~~.Q 
• • v 

~ I .<::::~~, c:.. ~ d Q. ~0 Q./ Q. t/ Q./ Q.l 0 Q./ 

~.(9) b tlu n11 ~ €l 'G'lOZJ61'VlLibr11el'l r1 ell-l'IAI1 b~ e1 1611'Vl1'Uf111 ~ 11 "il1 br111~ 'Vl'Vl'G'l n ~1u OZJ'W ~ ~ 611'Vl1'U 

.fl1r161\J1lJ1~tJ~b'd'G'l1 (9) u 1tp)tJ hi~eJ'I~(P)~eJb 'VllJ 

io~ U.O ...... ~~ .................. ti~:::fi1Um'~3Jn'W 
,,J 

'l'Wl YUl.lll ............... j ................. n113Jn'W 

~.lll.'el ........... :0. .. : ..................... M~3Jn"l1bbfl:::bfl'll'l'\in'l1 



- g:! -

CJ:!.® btJ'We:Jtlmrubb uu All in One Solution ~G11l-11".i~Vh-!!1'W1~ m 1 'Vll-1111 1~.f11tJ 1 'We:Jtlmru • • 
l'i''db~m 111lv1~19i'e:J-!!~11l~e:Je:Jtlmru 'Vl1e:J~e:J'I"l~bb11~'Wb~lJL~lJ • 
• 1'VllJI1lfl1".iVhG11L'W1oUm;Jiil (Duplication) 

• 1 'Vll-111lfl1".i1bf1".i1~~-il€ll-liil (Forensic) 
'U 

• 1 'Vll-!11lf11".i"il11ile:J-:JG1fl1'V'l bb 111lii'€ll-l'lle:J-:J".i~'U'Utl~'IJ~ fl1".i (Emulation) 

CJ:!.m "lll1le:Jtlmrum'V'l ~e:JlJtl'U 1 U".ibbn".il-11 bf1".i1~~bbiil~~".i1~'WG1~'11'Vl~f1 ~1'W f1€ll-!Vl1 b~e:J{ Forensic 
~ q ~ ~ 

M.aster ~~111~-!ll-11'V'l~€ll-lfl'UI'i'1bf1~e:J-:J (Bundle) 111ltJ1~19i'e:J-:Jilf11".i~I11~-:J USB Dongle 

b'Wl-!b~l-1 
0.1 ~ 6 Q.J 

CJ:!.<i ".ie:J-!I".i'Ufl1".i1bf1".i1~'Vl'Vliilf1~1'Wbb'U'U On-Click Forensic ... 
~.<t ".ie:J-:J-rum".i1bf1".i1~~ System Artifacts 1~ 

~.b ".ie:J-:J-r'Um".i1bf1".i1~~ Application Artifacts 1~ 

~.m! ".im-rum".i1bf1".i1~~ USB Artifacs 1~ 

CJ:!.~ ".ie:J-:J-rum".i1bf1".i1~~ Recycle Bin 1~ 

~.CJ:! ".ie:J-:J-rum".i1bf1".i1~~ Browser Artifacts 1~ 

CJ:!.<9lo ".i€l-!!-rum".iehwoile:Jljiil1'1"l~".i~'U'U (File System) FAT<9l®, FAT<9lb, FATm®, exFAT, NTFS, 

CDFS, UDF, Ext® bbiil~ cdm/HFSX/HFS+ 1~btJ'We:Jth-!!'l!€ltJ 

~.@)@) ".ie:J-:J-rum1vl1~1b'W1'Vl~f1~1'Wbb'U'U Eo<9l, DO, oo@l Lb61~Lo@l 1~bU'We:J~1-:Jtie:JtJ ... 
~.<9l® ".ie:J-:J-rum1e:h'WoUe:Jl-liil (Load) 1'1"lr.=lbb'U'U VHD, VMDK, ISO bbiil~ AFF 1~bU'We:J~1-!!Ue:JtJ 

'U 

~.@lm ".ie:J-:J-rum".ivl1 Hashing bb'U'U MD<t bbiil~ SHA-(9) 1~bU'We:J~1\I'l!e:JtJ 

CJ:!.<9l<i ".i€l-:J-r'Uf11".ibbU\IU".i~b.fl'Vl1'1"lr.=l (Categorize Files) bbiil~1~1€l~1l-!b'l"l".il-l (Divide Videos 

Based On Frame Variation) 1~LU'W€l~1-!!Ue:JtJ 

CJ:!.<9l<t ".im-rum".ib~e:Jl-l~e:Jtl'U Hard Drive bb'U'U SATA bbiil~ SAS 1~bU'We:J~1\I'l!e:JtJ 
~.@lb ".ie:J\I-rum".iv11~1b'W1-ile:Jl-liilbbuu (9):(9), (9):® bbiil~ ®:® 1~bU'We:J~1\IUe:Jv 

'U 

CJ:!.@lm! ".ie:J\I-r'Uf11".ivl1~1b 'W1'Vl~f1~1'We-l1'W".i~'U'Ubf1~e:J·lhtJ (Remote Duplication) ~ilf111l-lb ~1 
G1-!!G1111 ®<t.GB/min 1#i'bD'We:J~1-!!UeJtJ 
'U • 

CJ:!.@l~ ".ie:J\1-rum".i Skip Bad Sector 1~LU'We:J~1\IUe:JtJ 
~.<9lCJ:! 1e:J\I-r'Uf11".ivl1 Pause bbiil~ Resume 1~'Vll1-:Jf11".ivl1G11b'W1'Vlii'f1~1'W (Duplication) 

1~b tJ'W€!~1-:Jtie:J tJ 

CJ:!.®o ilf111lJG11lJ1".i~b 'Wf111"il11ile:J\IG1.fl1'V'l".i~'U'Uf1e:JlJVl1b~€l{ (Emulation) 111ltJ".ie:J\I-ru Windows 

®ooo, Windows XP, Windows ®oom, Windows Vista, Windows m!, Windows ~ 

bbiil~ Mac OS 1~btJ'We:J~1\I'l!e:JtJ 
o.J !V I 0 Q. ({ 

CJ:!.®<9l ".ie:J \1 ".i'U f11".i fl'W 'Vl1 Active User Account t:J 1'W f111lil11il €l \1 G1.fl1 'V'l ".i ~'U'U f1€ll-l'V'l 1 b~ €l ".i 

(Emulation) 1~b U'We:J~1\I'l!e:JtJ 

;,~ .......... ~z· .......... · ......... tl~:::fi'1'Um'~~m~ 
' .d f..) 'l'1'VI 'W.!>\.1>1 ........... ~ ..................... m~~m~ 

~.111.'11 ........ ~ ........................... m~~m~~~~::;~~'11'1~n'1~ 



- (9)0 -

~.®® ieJ.:J-rum~vhntJbbU'U Quick Forensic ~1tJfl1in~rlll.lb~tJ\lUl.lb~t.n (One Button • • 
Analysis) b~eJ1 VfmJmruvhm11LA11~'1-1VJ~nf01tJ1~ver\911 tJ~~ . ~ 

~.®Gn ieJ\l-rumi Bypasslogin Password cl1V!'ru1~uuuljD'~m1 Windows mJ, ~ bbf!~ Mac 

OS X 1~b'iJtJe:Jth\lcW€ltJ 

~.®(( 1e:J\l-rum1fltJVI1~1t!l"l1fltJ1tJ"Ilru~rh~.:J?I{1.:Jcl1btJ1VI~f1~1tJ (Keyword Searching 

during Duplication) 1m~tJ 1~~1b tJtJ~eJ\l1e:J 1 Vfmivh6'11b tJ1VI~f1fii1tJ,rtJb'ii'l~"iine:J'W 
~ 

~.®ct 1e1\l-rum1eJ1tJolJell.lf!bb'U'U MBR bbf!~ GPT b~btJtJeJcl1\lcWeJCJ 
'IJ 

~.®b 1e:J\I-rum1lbA11~VI1m.:J'ii'I~1\11~UULbfi~1'\.J1Lbml.IU1~~n~ (System and Application 

Artifacts) 1~LtJ'We:Jcl1\lcW€JtJ 

~.®ml ie:J\l-r'UmilbA11~'1.1-ife:J\j6'1 Internet Explorer, Google Chrome, FireFox bbf!~ Opera 

1~LtJ'Wmh.:JtieJtJ 

1eJ.:J-run1i\9111"ii..ij'um~~eJ~1tJfl1i\9111"iilbA11~'1.1Lb6'l~n11bolJ11~?1~uoife:Jl.lf! (Detect 
'IJ 

Anti-Forensics and Data Encryption) 1~L U'WeJcl1\lcWe:JtJ 
Q.l .c::t !V .d 2.12.1 Q.J ~ d 

1e:J\l1Ufl11~\l"lle:J~f! Account "lle:J\IbA1e:J\l~\9le:J\l'ii'l\l?ltJ (Suspect Computer) "llf\J~b1J~bA1e:J\I 

(Live Forensics) 1~LUtJe:Jcl1.:JcWe:JtJ 

~.Gno 1€J\l-r'Ufl11btl'U11'U11l.lolJeJ~f!VItbtJA11ll~1 (Physical Memory Acquisition) 

1~~, tl'WeJ cl1.:Jue1 t1 
d 

G>o ~eJa"ll~'VIGn1-atif.:!1'U"lf\ilb'lhbbn-a3.11bfl':i1~'l..hu;u:a~1.:ifl113.1~3.1W'UGoffeJ3qjfl (Renew im/iBase) 

~1'1..11'1..1 G> "lf\il 1~tJi1Aru?lllU~ ~\l.Q' 
~ . 

(9)0.(9) butJm1~e:Ja"IJ~Vl~"ll~ 1 u1Lbml.I1LA11~'1.1""fl~'ii'l-r1\IA11l.J~l.l~wi-ifeJl.J6'11~tJ~l,'"Jm (9) u 
• 'IJ 

b~tlb~~eJ\l..ij'~~e:JbVI~ 
(9)0.® i1fl11l.l~1tJ 1 'W m11-if'l1tJ 1 tJfl11e:Je:JmL UUfii1'WolJe:Jllfl LL uu'V'Ie:Jillm1utJVinoife:Jl.lf! fl11L ~l.l 

~ 'IJ 'IJ 

flU bU~tJtJLbUf!\l LLfi'l"llfii1tJolJ€ll.lf!~1tJfl11~'U611'Wbm~tJb~~e:J\lb~tJtJ1'\.J1bbn'il.lb~l.lb~l.l 
... 'IJ 

(9)0.Gll ?~1ll11t;l'ii'!~1\ILLuu'V'IeJ1ll1'Wm1u'WVinolfmJfl~1tJmi~u?~1tJ1m~mJlm~~1LtJ'W~e:J\I 
i1Vi'n'lj~ 1 'Wfl11L ~c.l'W 1 U1LLmll 

<9lo.(( ?~1l.!Tmn1VI'W~~Vlfi~l:ti'L tl'W11tJUAfl6'1 VJ~e:J11tJmlll1 'W m11, -if1~\loii'e:Jl!6'11 'W1~~u~6'llil 
cu " It q} 

1~~'UL 1flfleJ{~ Vl~eJ1'W~fl'ljf\J~bb ~llfl~ 
0 v ~ .:::1 ~ 0 OJ ~ 'V ~. q..:J v &::I 

<9lO .ct 611m1 t;lfl1V!'W ~1~UU fl11 bb "ii\lb\91 e:l'WV11\l€J bl.I6'1?11V11'U~ b "ll\11'W b 'W n'if\JVl"IJ€l\jflllfl11 

Lu~tJtJbLUf!\l b"ll'Wm1b~ll Lbm"IJ LLG'l~flu-ife:J\]6'1 
o v ..::!~ QJ Q.l tt v .c::t v .d v ~ ~v 1 ~v 

<9lO.b 'ii'11l.l11t;lfl1V!tJ~fl11Lb"iJ\lb\9leltJ1~ ~UfleJG'llltJ Lbf!~'U'WVlf1"1J€J~6'1Vlbb"ii\lb\9l€J'W b 1"iitJnd1~ b"ll\l1tJ 

"ii~vhnT;iG'l'Ue:Je:Jn 

<9lo.ml 6'11ll11t;Jfl1VI'W~1~'UUUtJVin.fftJ\9le:J'Wfl11vl1\l1tJ (Audit History) ~\l1~~UL 1flfle:J{~oife:J\j6'1 
d ~ V 0 ~ !V !:'J !V '\' al -' 'V I a I.J a I !V 

Ll.Je:Je.-1 b"/j'V11fl11b'V'lll"IJ€lll6'l bbfl b "IJ"IJ€Jll6'1 b~tll.Jfl11bf1'U"IJ€Jll6'lfl€J'Wfl11b u6'ltl'Wbb u6'1\l bb6'l~"l.l€Jl.J6'1 cu 'll cu 'V 'U 

QJ .J ., ~., al '1"' 
Vlf!.:Jfl11LUf!tJ'WLLU6i.:J m16'1U"l.le:Jl.l6i bbf!~e..~ b"ll.:J1tJ611l.l11m 1t1n~ b~l9lfle:J~L1m 

'IJ 'IJ 'IJ 

al 
(9)0.~ l! ... 



- @)@) -

<>~ .=l "'~ ~ !11 ""' .-"' o I v v .-d ..: ~ .., 
®0.~ lJlfl'Hl~lJBVll "1.1 b 'Ufl1':i1 lfl':i1~VI"I.!ellJ6'l u':i~lJ16'l!!-l6'lfl11lJ'i;'llJ'W'UD'Vl'i;'l1lJ1':itllVI'U b~ 

'II 

(Visualization Tools) 

<9)0 .ci 'i;'l1lJ1':iml'i;'l~~ !!-J6'lfl1':illfl':i1~,;m1lJ&ruww5~1lJ':itl bb 'U'UlJ1~ ':i\11'U 1'11~ 6') 119i'bbn' ':itl bb 'U'U 
<u d1! I <u 

L~'UL16'l1 (Timeline/Sequence of Events Analysis) ~tlbL'U'UL~BlJbtJ~ (Link Analysis) 

®o.®o 'i;'l1lJ1':itl'i;'l-r1~ bb!!-l'U~~ fl11lJ ~lJcW'Um~tJfl1':i b~elfl bb6'l~ 6'l1fl~1 b~el fl'U'UVI1i'1lilel flellJ'W1 b~B{ 

b~eJ~1~41tJ 

®o.®® 'i;'11lJ1':it:l'i;'l-r1~ bL!!-l'U~~fl11lJ~lJcW'Uthb'U'UeJ~ b'U~~b~tlm':i'llwih4fm.J6'llil1fl Text file, Clip 

Board Vl~eJU1b 4i'1~1fl\11'UoneJlJ6'lb~tJ~':i~ 
"" 'II 

®o.®® 'i;'l1lJ1':itlU1onB:y6'l1'U~tlbb'U'UI'i1-:~~ mVi Picture, Video Clips, Sound File, Clipboard, 

Microsoft word !!-l'U1fltl'Ubb!!-l'U.fl1'V'l (Chart) 

(9)0.(9)Q1 'i;'l1lJ1':itl..ij~ n1':i n'UoneJlJ6'l~ilfl11lJ&rlJ<Ww5n'U~1lJ~1 ~'U"I.!el ~·~h~ b 16'l1 1~ tleJ 5'U1 tJ 

tl~bVI~fl1':icl~Ln~<ff'U1'U~1-:!b16'l1J'U • 
<9)0.<9)~ 'i;'l1lJ1':im tl~tJ'ULb tl6'l~ bb!!-J'U~~ 1~tJibfl':i1~,;m1lJ~lJ'W'wfl 'W':itlLb 'U'Ufl1':ib ~eJlJ 1~:~-:~ Clink 

'II 

Analysis) tl'Ubb!!-l'U~~i bfl':i1~,;fl11lJ~lJcW'U51 'U~tlbb 'U'UL~'Ub 1m (Time line Analysis) 

119i'eJ~1~411:l 
0 <VA OJ de~ I ""'OJ ""' .- .=l 0 ~ Q I d 

®0.®~ 'i;'l1lJ1':itl fl1VI'U~ fltu'i;'llJ'U~"I.!ellJ6'lVllJ fl1'V'l fl ~V11-:!fllJ P11 'i;'l~':i b 'V'l eJ'U1 b u bb'i;'l~-:1 'U'UbbN'U V1 
• 'II 'II 

~ b~ nVJ':ieJti n 611.#1 1~ tJ'i;'l1lJ1':it1v11-:~1'U~1lJn'U61lm·M bb 1 {tl':i~ tJ n \91 ~1'U !;'11-:i'i;'I'U b V1 P~fliJ m!;'l~ 1 
• 'II 

~I J{ OJ ( ~ .., 

®o.®b 'i;'l1lJ1':itlbbVl':iflfl1'V'lbu'Ufl1'V'lb'UeJ~VI6'l-:! background) b~ 

®o.®rnl 'i;'l1lJ1':itlU1b'i;'I'Uelfl11lJ~lJcW'U5"1.!eJ~onB:I.J6'l1~ 'UVI6'l1flVI6'l1tJ~tl bb 'U'U el1Vl ~tl bb 'U'U1~ fl6'llJ 

':itlbb'U'Um':i..ij'~n6ilJ ':itlbb'U'UVI1-:i'Uflm bb'U'UeJ~ 1 'U~~ L~tJ1~~eJ~b~l:l'UL tl':ibbfl':ilJb~lJb~lJ 
'II • 'II 'II 

®o.®~ 'i;'l1lJ1':itlbb'i;'I~-:!N6'llii'1'U1'U"I.!eJ~fl1':ifl'UVI11~'U~tlbb'U'U Histogram Vl~eJm1'W b~eJbb'i;'I~.:J 
2.1 ~ 2-'dl 6? 06l'VJ{ v dl 6}'1'V 1 c:: 
"l.!eJlJ6'lbi'Ufl'U'Vl'U1'i;'I'U blil bb6'l~'i;'l1lJ1':it:l'Vl1 bVI"I.!bu'V'l1~"1.!BlJ6'l'Vl'U1'i;'I'U blil b~eJm-:~11 ~b 11 

'II 'II 

®O.®ci 'i;'l1lJ1':itl tl1VI'U ~ bb6'l~ ..ij ~ d')ub~ B'Ub "7.11 'U fl1':i bb'i;'l~~':itllb 'U'Ufl1':i lb'i;'l ~~ N 6'l"l.!eN ':itl.fl1'W 
'II 'II 

Vl~elfl1':ibb'i;'l~-:! fl1':ib~eJlJ LtJ-:1 b ~e) bb'i;'l~-:!fl11lJ~lJcW'U5~~~tlfl~VI~eJ~ eJ-:1 fl1':iU1 b'i;'I'Uel 
.=J '1 dOJ A <>I ol OJ OJ .=J 'i' 

~1lJb-:!eJ'U b "I.!'Vl~el-:!fl1':i eJ1Vl fl1':ibb'i;'l~~'i;'l"l.!el~':iu fl1':ibb'i;'l~~fl11lJb"l.!lJ"I.!el~b'i;'I'Ub"l.!eJlJ btl~ 
'II 

o ol .=J ~ 1 OJ OJ dOJ 'i' OJ .,; .=J ~ 
<9)0.~0 'i;'11l.J1':itlfl1VI'U~~ ubb 'U'U b-:!el'U b "7.1 'U fl1':ifl~fl':iel-:!"l.!el:I.J6'lVl~eJ ~fl1':i b~l:l'i;'l1lJ1':itllil~bfl'Ub-:!el'U b "7.1 

do Jil-JV 
'VI fl1VI'U ~"I.!'U b ~ 

®o.®® 'i;'11lJ1':itl Export bb!!-l'U~~1vtBtJ"l.'U':itlbb'U'U"I.!B-:! PDF bb6'l~ JPG 1#1 
'II 'II 

®o.®® 'i;'l1lJ1':itlfl1VI'U~ 1 Vi'iln1':ibb'i;'l~-:~ Vl~eJ 1~ bb'i;'l~~~tlfl1'V'l~fYliln~ru.rrB:y6'l bb6'l~fl11lJ~lJ'W''U5 
d I 

'Vlbb'i;'l~-:!eJtJ'U'UbbN'Ufl1'V'l 
'II 

,d ~· 
'l.'1: 'I'Uil.'€1 . .............. ;::_~ .... u~;';fi'1'Um'~:Wn'1~ 

'l'1'V1 'V'l.l)l.l'\ .......... J .... ~ ............... m~:wm~ 
~.1'1.'€1 ....... :t!.\ .. 5:' ......................... m~:wmnb~:::b~'ll'1~n'1~ 



'a1~~~bB~A~<h1iflii1abvJe:~1iftl-a~flB'Ufl1'afh'VI'lJA'a11"11fla1.:J 
·~Qct v 0 

lije:J~'l.la'VIfi~1mau ~1u1u G>o -a1an1-a 

'31Vfl1"3 <S1'1J';l'IJ mba l'Jt'l1 "31f'l1~flml1a "31f'l1'3'J~ "' .. fl1-:lil'l ~h~'U 

~il~'U~'l'l~t'l1l'Jttl'IJ <S1'1..!1'1J G>O "31Vfl1"3 'J<I b~'IJ,)fi'Vi1 b,c;:G>m,c;:oo 

(9) ~'"bni~bb1.l~MeJ{\'tl~'Yitfm1<ti'~1'1..1 1tl~bbma.~?iuG'l1'Wbb1:1~1•fl~1~VioifeJa.J1:11vm•1'W'Vi'iJeJoeJI.I.a~eJtlmrubfl~B'W~ <S:: 'tl~ boo,ooo.oo 1!-J,<S::oo,ooo.oo - u~,;''YI 1<tibueJ{V'lm ~'W~fl r:..rn 'U 'I 'I 

1 r(Upgrade Cellibrite UFED<S::PC with Cloud) - u~,;''Yi bbeJb~G'lbtlbidEJa -;$1n111 

1v 

Q1 

n 

(( 

ct 

b 

b'll 

~ 

ri. 

(9)0 

MeJi'l'tliiVitm'i1.g'~1'W'tlfl\l\'31~Yl6'i~UeJtlf1'aru'Wfl'W1~'W (Renew Mobile Master) (9) '(jfl GTlcto,ooo.oo mcto,ooo.oo - u~,;''Y11'YIEJ'VI~1V'lwn ~5111111 
'I 'U 'i 'I 

el'Wlflil11bb1.l~MeJ{\'tl~'Yitm-a1off~1'Ubtl~bbrlil-I'GiTv!-ru1bfl~1~Vil.l.a~\l1~1~6'ieJ'U'V1~fl~1'W€ib~fl'YI~eJtin.1 (Upgrade 

EnCase Forensic ~with Mobile Investigator) 

\ileJi'l'tlii'Yitm~H~1'W~flltl-al.l.ml-lm~1•fl':n~Vi Mac OS bb1.l~~tlmru iOS (Renew Blacklight) 

MeJi'l'tlii'Yitm-aH:~1'W'tlflbtl~bbnil-lfl1~b~'U'V1~mi1'W Mac OS bbG'l~eJtlmru iOS 
'I ~ 'I 

(Renew MacQuisition) 

MeJi'l'11ii'Yitm~bi~1'U~V11tl~bbfl'al.l'Gi1'V1-ru1bf1~1:::Vi1meJ (Renew AMPED Five PRO) 

MeJi'l'tlii'Yitm'a1i~1'W~111€!tlmru&'I1'V1-rurm'Gi1b'W1VI~f1~1'W (Renew Atola Insight Forensic) 

b ~a.Jtl ~:::ii'YITiin'W bb1.l :::\ileJi'l'llii'Yitm ~ 1 otl~1'W'tll11b tl ~bbfl'aa.Jllf1~1 ~Vi-lieJl-11.l'!l!~fl 'ii1'Wvi .~ EJ1 nu f\1~ 1 i-:J1'W ' ~ ~ 

€i'Wb'YIB{bU\ll (Upgrade Magnet AXIOM) 

\ileJi'l'llii'Yitm~ 1 <ff~1'Wbf'l~eJ~fleJa.J Yi1 b\ll eJ{'Gi1V!-ru m~\ll 'i1~1 bf1'a1:::ViV1~ n 'ii1u.ffu6'i.:J ., ~ 
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