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b Vlfl1 'W 1G'l~iifl11liA1?!~tJ ~~~G'l1 m&J?11m1t11 Vfu~m1bbnb:il'1Vi~1~mtJ1 'WG'f1irm1'WtlGi'V1m~VI11\1'1 1Jlmh'lii 

tl1~~V16mw 

bV1tJ1~'U'\JflBliW1 bl9le:J{bblhhtJ1 m 'W m1 1 Vfu~m1il1tJ 1 'WG'f1ir fN1'WtlGi'V1m~VI11\I '1 e:11V1 1~'U'U'\J~f111 
11tJ~e:Jbl'U1611191 (Domain Name Server: DNS) 1~'U'U~V1?!11Vll!1mG'l"ll1e:J~ (Dynamic Host Configuration 

Protocol: DHCP) 1~'U'U~ V1?!11U t!J;a 0 oU' \11'W (Active Directory) 1~uuu e:J\In'W b-r61fle:Jl!W 1bl9le:J{ (Anti-Virus Server) 

1~'U'\J n11b ti fl~1 tJ b~'W b~ e:J't.l'WU fl\11'W~1\Ib Vllll be:J fl"li'W (e-payment) 1~uu ~ ';iT'il?!eJ'U fl11G'l\l b 1G'l1 b ob'1-e:1 eJ n 
(Attime) 1~'U'U btl~ tJ'W1Vl?!~1'W fll';ib ob'11 oif\11'W1~'U'U bfl~e:J'thtJ 1~'U'U~Vl fl11A1?i'\lm~VI11\I bbG'l~A1?i'\1~1lJfl\11'W 
tJ Gi' V1 m~ VI 11\1 '1 1~u u bb61 V1\161tl1'W~ m 1vl1\11'W"ll e:J\1 bfl ~e:J\Ifl Bllvh b~ e:J{ bbd-1'1!1 tJ bbG'l ~';i~'U u bfl~B'1i1 tJ n G'l1\l"ll e:J\1 

611irfl\11'WUGlV1m~VI11\1'1 (System and Network Monitoring) bbG'l~1~'\J'U1'mhm1u1611191 (Web Hosting) 
~I "' bu'W~'W 

~\IJ'W b ~ e:1 1 Vf1~uu fl Bl!'W1 b~ e:1 1 bbd-1'1!1 tJ bbG'l ~1~ uu bfl ~e:1'1l1 tJ n G'l1\l"ile:J\IG'f111 n \11'W tJ r;l V1 m~VI 11\1 '1 

611:W11 tJ1 Vi 'U ~fl1 1 1t1l.e:J cl1\llJ tJ 1~~VI5 Jl1'W ii fl11ll tJ fl €l Vl il tJ bbG'l ~ ii fl11ll 'W ~e:Jll 1 oil \11 'W b tJ 'W 1 tJ ~ 1ll lJ 1 ~ 1~1 'W 
"" 
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~ 
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~ 'U1 EJ\1~#1 e:J\l~1 b D 'W\l1'W \911m1 EJ~~ bB EJ ~ fl ru6l m~ru~ bu'W1~ bfl~\lfl1~~ ~~m~uu fle:Juvh b\91 e:J~ bbll ~ 1 EJ nm\l 
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'Vl~ bb 'Vl'W bb~ ~ b ~~tJ ~~~'Vlfi m'W 1~ EJ ~ ~Vl1fl~ Jl' rueiifl e:J~vh b\91e:J~~ b U'W 'U e:J\l 1 Vlll111 bfl EJ fl n ~ ~ ~\l 1-rr'l1'W~1~m fi e:J'W ' ~ 
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c£.@ N "li1£J~eJ-!l~ 1bihm1':i~ ~l-11bbN'I.Jn1j~1btJ '1..!-!11'1..! LFI'a-!ln1'a bbN'U~ -3n1'a~ ~~-3 t~EJil~ n~ru~m':i 
'IJ 

b ~e:J~~e:Jbb uu Redundant ~-!1-a~uu bbl';l~tJ-a~~1rum-am-a1.Un-a~bb~1 'VIIvh"lle:J-!le:Jtlmru~-!l'Vl~~ • 
c£.m -a~'U'Uflm.rvhb191e:J{bb3hhmb'IJ'IJ Hyper Converged Infrastructure 'W~e:J~-q~ttl-abbn'a3J 

j~'IJ'Utll)U~fl1j'6lTW~'Ubfl~e:l-!lfle:l11~1b\91e:J{bb:ti"lh~ ~1'1..!1'1..! m Node (~1'1..!1'1..! CPl j~'IJ'U) 
c£.m.@ "lJ~bfl~e:J-!lfle:J11~1b\91e:J{bb:ti"ll1£J~bU'U'a~'IJ'IJ Hyper Converged Infrastructure (HCI) • v 

iiAru6ln'M'ru~bb~~~ Node til-:Ji1 
' 

~.®.@).@) ilVli.hEJtJ~~~l~t:.J~flm\l (CPU) bbtJtJ @)~ bbfl'I..!Vl6l'fl (@l~ Core) Vl~e:J~fl'h 

~1Vl~tJfleJ~~1b\91eJ~bbll~1EJ (Server) 1~mu'W1~ bb~~iim1~b~1fl'ruru1ru'WTi4fl1~'W:01'W1~t!eJEJfl'h ®.® GHz vv ~ 

"il l'Wl 'W hJ'!J e.JCJ rr;h 1v Vl'lh CJ 

~.\v.@).\v iiVl't11CJfi11~~1Vl6l'fl (RAM) 'lJtJ~ ECC DDR4 Vl~e:J~hll 'U'W1~11Jt!eJEJfll1 

~.®.@l.ql ii-de:J\l~1Vl~U~~~\l Hard Disk 'U'W1~ m.ct" Vl~e:J lv.ct" ~?f1~1~fl~~~\l Hard Disk 

1~~1'W1'W11it!eJEJflrJ1 @)® Vl't11EJ bb~~~eJ\l-rum~vl1\l1'WbbtJtJ Hot-Swap Vl~e:J Hot-Plug 1~bU'WeJ~1\ltleJEJ 



~.®.(9).~ ~vttl'dCJ~\?lbnuoileJ:w~#i'-:~~eJ 1 ud 
" 

<9l) "ll'U\?1 Solid State Drive (SSD) Vl~e:J M.2 Device eJ\91':i1f11':i~1CJbeJ'tJoVeJ:W~ 
" 

hh.JeJCJfrJ1 (Transfer Rate) b GB "U'U1\?lfn1:W'<i!hh.Je:Jmr:h ®~o GB "111'W1'WhlifeJCJf1'"h ® vttl'dCJ 
' 

®) "IJ'UI?l Solid State Drive (SSD) eJ\91':i1f11':i~1CJbeJ'UoVeJ:W~hli1eJCJf1l1 
" 

(Transfer Rate) b GB "U'U1\?lfn1:W'<i!hJi1eJCJf1l1 <9l.<i® TB "111'U1'UhJi1eJCJnl1 ® vttl1CJ 
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m) "IJ'U 1?1
1 

SATA vt~e:J SAS ~ ~ f11 1:W b ~1 hJ i1 eJ CJ n11 b'li ,® o o ':ie:J'U ~ e:Ji'U 1Vi 

vt~e:J~f1l1 "U'U11?lfn1:W'<i!hJifeJCJf1l1 b TB "111'U1'Whli1eJCJf1l1 ~ vttl1CJ 
' 

~.®.<9l.lt ~ DVD-ROM Vl~e:J~n11 bb'U'U~I?l~-:!.fl1CJ1'W (Internal) vt~e:J.fl1CJ'Ue:Jf1 (External) 

"111'W1'U <9l vttl1CJ Vl~eJ6'f1:w1':itl':ieJ-:J~'Uf11':i'Vll-:11'Ubb'U'U Virtual Media 1~ 
. ' 

~.®.<9l.b ~-deJ-:Jb~eJ:W~e:J':i~'U'Ubfl~eJ~1CJ (Network Interface) bb'U'U 10/100/1000 Base-T 

vt~e:J~n11 "111'W1'UhJi1eJCJf1l1 b "lie:J-:1 bb~~bb'U'U 10 Gbps (SFP+) vt~e:J~Wh 'Vj~eJ:Wb6'f'UeJ b:W\?1~ SFP+ 
" 

Transceiver bb'U'U Multimode (10Base-SR) "111'W1'Uh]ifeJCJf1l1 ® -de:J-:1 

~.®.<9l.b'li ~ Power Supply bb'U'U Redundant vi~e:J Hot Swap "111'W1'U ® vttl'dCJ 
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~.®.®.<9l f111:W6'f1:!J1':it11'Wf11':i'Vh Data Load Balancing Vl~e:J Disk Balancing bde:J~ 

fn':ib~:W Storage vt~e:J Node Server mCJ1'W Cluster 1~ 
~.®.h® ?!1:W1':it1U~vt1':i~l?lm':ivttl1 CJ~\?1 bnu-ll'miJ~ bl?lCJf11':ivt1-:J1'Wbbuu SSD Caching 

bb'fl~ "Storage Tiering vt~e:J Optimize Tiering" 1Jl 
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~.hhm ':i~'U'U fn':i'<il 1?1 bf1'U"Ue:J:W~ \91 e:J-:J:Wf111:W6'f1:!J1':itl f1':i~'<il1 CJ"Ue:J:W~"U1:W Node Server 
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~.®.®.~ 6'f1:w1':imb6'fl?l-:Jf11':i1-il-:~1'U"Ue:J-:J Storage vt~e:J HCI b"li'U lOPS, "10 Throughput 

vt~e:J \0 Bandwidth", 10 Latency 1~bU'UeJ~1-:Ji1eJCJ 
~.hhcf i1f111:W6'f1:W1':it11'Wm':ir;11':ie:J-:!-ll'e:J\j~ (Backup) bb'U'U Daily bb~~ Hourly 1Ji'11?1CJ 

6'f1:w1':it1fllvt'UI?l Policy 1'Wm':ir;11':ieJ-:J-1JeJ:w~, rhvt'W\?1 Retention bb'fl~~-:~ Schedule 1~ bb~~6'f1:w1':it1nA'U 
" " 

(Restore) -1Je:J:w~1~bb'U'U File bb~~ Full VM 
" ~.®.®.b 6'f1:W1':im~:w Resource 1~bbrl "CPU vt~e:J Virtual CPU" bb~~ "Memory 

vt~e:J Virtual Memory" 1tJ~-:~ VM 1'Wmru VM 1-il Resource bvt6'11,1'Ubfl'UWhrh~rhvt'UI?11'W':i~'U'U HCI 

bl?lCJeJ~b'U~~ (Automated Hot-add) vt~e:J 1'U"Uru~~ VM ,1'UbUI?lvt1-:11'UeJ~ 
~.hhb'li bde:J Node ~n1oil CPU vt~e:J Memory :W1f1bfl'Uf1'"Jlr?l'l?16'i1'U~tl1vt'WI?l1'W':i~'U'U HCI 

':i~'U'U'<il~l'i'eJ-:~6'f1:w1':it1tJ1CJ VM ,1'W1tl~-:~ Node ~'W1~~1:Wfn1:Wbvt:W1~6'f:W b~e:J~f1~1tl':i~~'VI5.fl1'Vjf11':ivt1-:!1'U 
"UeJ-:J':i~'UU1ml?lCJeJ\91b 'U~~ (Distributed Resource Scheduling vt~e:J Dynamic Scheduling) 

~.lv.hc;:t 6'f1:W1':it1Vl1 "Static Route Vl~e:J tl1Vl'UI?l Routing Gateway hJ':i~#lu VM", 

"Source NAT/Destination NAT Vl~e:J Inbound/Outbound Traffic 1'W':i~#lu Application Tier", "DHCP 

vt~e:J DHCP pool (IP pool)", "DNS Proxy vt~e:J~-:1~1 DNS Server" bb~~ Access Control1'U~n~ru~ 
Role-Based Access Control (RBAC) 1~bD'UeJ81-:~i!e:w bb'fl~6'f1:w11fi?1~1-:J Virtual Switch 1-il-:~1'W.fl1CJ1'W 

':i~uu1~ 



((.~.~-~ ?llm';itrvll Network Diagram bb?l\91..:1 Topology fll';ib~mJ~e:JmtJ1\9l';i~'\J'\J HC11111 

c(.hh®o 6'1l~l';iti~6'1m'W~fll';ivll..:Jl'W1111~..:~1 'W';i~\il'\J"1JeJ..:Jbfl~eJ..:Jbb~~ltJ (Nodes) ';i~'\J'\J 
~\9lbn'U-ife:J~~b6'1~e:J'W bb~~ Virtual Machine bb~~~bfl~e:J..:J~tlfl6'1~l..:J~'WmtJ1\9l';i~'\J'\J HCI 
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bb~~ Deduplication 1111 
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"ill'W1'W1~~€ltJf11l ®o VM 

a:'.m B'lln~rum~lil1vli1'ruru1ruflB~iil1b\9leJ{b~ilm.J 1il1'W1'W oo "ll\91 ~flru~n'\oJru~eJ~l..:J~eJtJtil-:~.n 
"i Ql 0.1 "i 'I 

c(.m.® ~"lJ'Wl\91 Hardware Throughput 1111~-:~~\911~~€ltJf11l \il..:~.n "Switching Capacity 

Vl~€1 Bandwidth" ';i1~1~~€ltJf11l ~ Tbps bb~~ Forwarding Rate ~..:J~\911~~eJtJn1l ®,c(oo Mpps 

c(.m.~ ~'V'JeJ~'Vl bb '\J'\J 1/10 Gbps (SFP /SFP+) "ill'W1'W1~~€l tJn'Jl ((~ -cieJ-:~ 'V'J~eJ~b?I'We:Jb~~~ 

SFP+ Transceiver bb'\J'\J Multimode (lOBase-SR) "ill'W1'W1~~eJtJn1l b mbtJ 

c(.m.m ~'V'JeJ~VIbb'\J'\J c(o Gbps "ill'W1'W~~eJtJf11l b -cieJ..:J 'V'J~eJ~b?I'WeJ SFP+ Twinax Copper Cable 
0 I 11 2.1 

1\Jl'W'd'WeJtJl..:J'WeJtJ (9) b?I'W 

c(.m.c( ?flm';iti'Vh Routing Protocol bb'\J'\J OSPF 1#\'bU'WeJ~l..:JUeJtJ 

c(.m.ct ~ Power Supply bb'\J'\J Redundant Vl~eJ Hot Swap "ill'W'd'W ~ 'VI't.htJ 
.:::.1 Q.J .c::!,, <V Q.J ..:::::.. <::::). Q.J 2J .<:::1, Q.J 6' ..::9 

(( .m. b ~'VI'W-:J?IeJ';i'\J ';i€1..:1 fll';i?I'W u ?I'W'W'Vll..:J b VI fl'W fllil 1n u ';i'\oJ'Vl b lill"1l eJ..:J l).J~ \9l.fl ruSVJVl';ieJ6'1l"1ll"1leJ..:J 
' 

b~l"1leJ..:Jl).J~\9l.tlruSVJ1 'Wtl';i~b VJI"11 VJtJ b\9ltJ beJfl?fl';i~'\J';je:J-:Jtil..:~nG'il'dlil~l'i'e:J..:~b U'WbeJfl?fl';i~e:JeJ m ~e:Jbfl';i..:Jfll';itTI\9ltJ bu'V'Jl~ 
.d .., 

~ltJ'W'\f'J';ieJ~b€lf16'11';ifll';ib?f'We:J';ilfll 

a:'.a:' ~'lln~ruueJ~fl'I.Jbfl~eJ"li1V (Next Generation Firewall) bb'U'U~ oo 1il1'W1'1..1 1fl "q\91 
" .:::.1 QJ I 11 Q.J ..:::::1 

~ flru~ n'\oJru~e:J m-:~'W eJ tJ\9l..:J'W 
' 

((.((.@) bU'We:Jtlmru Firewall "ll'Ll\91 Next Generation Firewall bb'\J'\J Appliance 
' 

((.((.~ ~ Firewall Throughput 1~~eJtJn1l ~cr Gbps 

c(.c(.m il-deJ-:Jb~eJ~~eJ';i~'\J'\Jbfl~eJ~ltJ (Network Interface) bb'U'\J 10/100/1000 Base-T 

Vl~€1 GE RJ45 'VI~eJ~n'Jl "ill'W1'W1~~€ltJf11l ~ -deJ..:J 

((.((.(( ii-cieJ..:Jb~eJ~~eJ';i~'\J'\Jbfl~eJ~ltJ (Network Interface) bb'\J'\J lG (SFP) Vl~eJ~n1l 
"ill'lr.ruhiueJtJfl'"Jl ~ -cie:J-:~ 'V'l1m.Jb?f'l..!e:Jb:W\91~ SFP transceiver bb'\J'\J Multimode (lOOOGBase-SX) 

~ 

"ill'W1'W1~~e:JtJf11l ~ Vl'lhtJ 

c(.c(.ct ii-cieJ..:Jb~e:J~~e:J';i~'\J'\Jbfl~eJ~ltJ (Network Interface) bb'\J'\J lOG (SFP+) 'VI~e:J~n1l 
"ill'W1'W1~~e:JtJn1l ~ -cie:J..:J '\f'J~eJ~b?I'WeJb~\91~ SFP+ transceiver bb'\J'\J Multimode (lOGBase-SR) "ill'W'd'W 

~ 

1:W~eJtJf111 ~ VltJltJ 



~-~.b 6'f1l.l1'H1\?l';i11\16'fe:J'U66~~ue:J'lrl'Wfl1';i'Yf11f1~'\J66'Umh'l1 e:J~1'l~m.J lil'l.fl Syn Flood,. 

UDP Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, 

Land Attack, IP Fragment, ICMP Fragment 6U'W~'W11il 

~.~.b'li 6'f1l.l1';i11'Vhf11';iflTVl'W~ IP Address 66~~ Service Port 66'\J'U Network Address 

Translation (NAT) 66~~ Port Address Translation (PAT) 1\il 

~-~-~ 6'f1l.ll';it'ivl1'11'W~m~ru~ Transparent Mode 1\il 

~-~-~ 6'f1l.l1';it1 Routing 66'\J'U Static, Dynamic Routing 1\il 

~-~.@Jo i1 Power Supply 66'\J'U Redundant 'Vt~e:J Hot Swap "il1'W1'W 1v VtthCJ 

<S:.<S:.@J@J 6'f1l.ll';it1'U~'Vt1';i~~fl1';ie:JUmru~1'Wl.ll\?l';i~1'W HTIPS 'Vt~e:J SSH 1til6U'We:J~1'l~ew ' .. 
'" I a< 1" 1 <S:.<S:.@J\v 6'f1l.ll';imf1'U 666'l~6'f'l';i1CJ~~6e:JCJ~66~~\?l';i11\16'fe:J'Uf11';i 'll'l1'W (Logging/Monitoring) 'W 

~'\J 66 'U'U Syslog 1\il 

~-~.@Jm 6'f1l.l1';it11 otl'l1'W\?11l.ll.l1m~1'W I Pv6 1\il .. 
<S:.<S:.®~ 6'f1l.l1';it'ivl1'11'W~f1'e}tu~ Virtual Domains 'Vt~e:J Virtual Systems Vt'1e:J Multi-Instance 

1tile:J~1'l~e:JCJ cr Licenses Vt1e:J~f)l1 

<S:.<S:.@Jct ';ie:J'l1''Ufl1';ivl1'11'W66'U'U Two Factor Authentication 1tilb~CJ1:W~e:J'l~~~'l Token 

Server Vt1e:J 6'f1l.ll';im6'f'We:Je:J'\Jmru6~l.l6~l.l?l'1Vt1''Um';ivl1 Two Factor Authentication 
' 

~-~.(§)b iJ'\J';i~?i'Vl~.fi1'V'ln1';i'Vh'l1'W (Throughput) 'lle:J'l IPSec VPN H1l:W~e:JCJf1l1 lvo Gbps 

~.~.@Jb'li 6'f1l.l1';it1vl1'11'W66'U'U High Availability (HA) 1\il 
q Q.l~ cv Q.J ~ ..::::..cv 2.J ~ cv 6'..::9 

~.<S:.@J~ l.l'Vt'W '16'1 eJ ';i'U ';ie:l 'If) 1 ';i?f'W 'U 6'f~'W '\111'1 6 'Vl A'W A 1\11 f1'U ';i'e}'Vl 6 ~ 1"1.1 e:J'l e-1 6'l \?l.fl tu"''l'Vt ';ie:l6'f 1"1.1 1 "1.1 e:J'l 

6~1"1.1 e:J'le-J~ \?1 i1 ru ~1 'W'\J ';i~ 6 'Vl va~1 'Vl CJ 1~ CJ 6e:J n?f1';i1''U ';ie:J'llil-:~ n~11 ~ ~~ e:J'l b U'W be:J n?f1';i~ e.1 e.1 n b ~ e.1 lA';i -:~mdd 
b\?1 CJ bu'V'l1~m ~'W'V'l1'e:Jl.l be:Jf16'f1';jf11';i b6'f'Wm1A1 

cr.~ e~un'iirun"a~"il1£J~ruru1ru (Core Switch) '<ii1'W1'W I€J 'll~ i1Aru~n'e}ru~e:J~1-:~ife:JCJiil-:~d 
'i QJ QJ 'i 'I 

~.cr.@) i1~n'e}tu~f11';ivl1'11'W1:W~e:JCJf1l1 Layer 3 "/Je:J'l OSI Model 

cs::.cr.® iJ?fmU\?lCJf)';i';il.Jbb'U'U Modular Chassis bb6'l~iJ'Iie:J-:~?1'1Vt1''Ub~l.lbbe-J'l1'l"il';ibA'1e:J•1hCJ bb6'l~ 
bbe-1'11'1"\l';i'Ad'UA~ ';i'Jl.l1:!J~e:JCJf1l1 m 'lie:J'l 

' 
~.&.m ~e:J'li1bl.l~6'lbbe-J'l1'l"il';i'Ad'Ufll.l (Supervisor/Management/ Routing Engines) "il1'W1'W 

1:W~e:JCJf1l1 @) 'VtthCJ 

cs::.cr.~ i1'1l'W1\?I Switching Capacity Vt'1€l Centralized Wired Capacity Vt'1e:J Backplane 

Capacity ';i1l.l1:W~e:JCJnl1 @J.<S: Tbps bb6'l~ Forwarding Rate ~'l~\?11:U~e:JCJf1l1 ~oo Mpps 

cs::.cr.cr iJ'Iie:J'lb~e:Jl.ll9ie:J';i~'\J'UbA'1e:J<tl1CJ (Network Interface) bb'U'IJ 1000 Base-X b\?ICJ 

'lie:J-:~61ruru1rubU'Wbb'IJ'U SFP Vt'1e:J SFP+ lil'1'Wa'W1:Wi!e:JCJf1l1 ~ 'lie:J-:~ 'V'l1'e:Jl.lb6'f'We:Jbl.l\?l~ SFP transceiver bb'U'U 
v v ~ 

Multimode (1000Base-SX) lil'1'W1'W1:Wi!e:JCJf1l1 ® Vttl'JCJ bb6'l~ SFP+ Twinax Copper Cable lil'1'W'd'W 
I V !L' 

eJ CJ1'l'W eJ CJ @) b6'f'W 

cs::.cr.b iJ'Iie:J'IL~mJ\9\e:J';i~'IJ'UbA'1e:J<tl1CJ (Network Interface) bb'U'U 10/100/1000 Base-T 

Vt1e:J~f)rJ1 lil'1'W'd'W1:W~e:JCJf)l1 <S:~ 'lie:J'l 

cs::.cr.b'li ';ie:J'l1''1Jiil1'W1'W MAC Address 1~:Wi!mJf1l1 b<S:,ooo MAC address 

cs::.cr.~ ';ie:J'l1''1Jfl1';i~\?lbbD'l VLAN 1~:!Jife:JCJf1l1 <S:,ooo VLAN 
v . 

cs::.cr.~ 6'f1JJ1';it1vl1 Routing Protocol Vf'l 1Pv4 bb6'l~ 1Pv6 bb'U'U RIPv2, OSPFv2, BGPv4, 

IS-IS, R!Png (RIP for 1Pv6) bb~~ OSPFv3 1tilbU'WB~1'life:JCJ 



~.cf.C9lo 6'f1~1'Hl~-:loVeJ~~ Log File 1'W~tlbbtJU Syslog 1#ldJ'WeJ~1-:J'!!m.J 
~.cf.(9)(9) 6'f1m'a111-li-:~1'W\911~~~mlii1'W 1Pv61#1 

"" 
~.cf.C9llv 6'f1~1'afl~-:JoVeJ~~'a~UUbfl~eJ~1CJ 1 'W'atl bbtJU NetFlow V!~eJ Flexible NetFlow V!~eJ 

" " 
sF low bl?lCJ hi~-:~B-J~m~'VltJ~eJtl'a~~'VlTimYJ bl?lCJ'a1~'1leJ-:JeJtlmru 

' 
~.cf.C9lrn 'aeJ-:~-rum'avl1-:!1'W~1~tltJG!JeJ'\Jil~ bb1{ "Software Define Network (SON) V!~eJ 

SO-Access" 1#1 #i'1CJ NETCONFIYANG Vl~eJ RESTful Vl~eJ Restconf V!~eJ Openflow 

~.cf.(9)~ ih~uum'a~1CJ1'\JilvhbbtJU6'f~\J'aru (Redundant Power Supplies) bl?lCJb'Ll'WbbtJU 

Hot -Swappable ~ 6'f1~1'afl~ 1 CJ m~ bb6'f1 '\Jilvh ~ m d eJ-:JeJ ~1-:~ b ~ CJ-:J'I"JeJ~'lV!-ru Switch bb~ ~ ~ eJ-:~vh-:~1'W1#l 
b\?lCJ 1:\JVICJ\?1 mru~iJ bb VIG'l-:!~1Cltl'a~ bb6'f1 '\Jilvh"lll7l117l'1J\?l'VI~-:!'1Ji'al?lb.fffl1'a hJ1#J 

q '\ q 'I 

..::::,! Q..l .:::9 Q.l v ~ <::::). Q.l 2.1 .<:::). v ({ .Q,, 

~. cf. (9)cf ~VI 'IN 6'feJ 'aU 'aeJ ..:Jfl'l 'a6'f'W '\J 6'1~ tJ 'Vl'l..:J b 'Vl fi'W fl\11 fl '\J 'a~'Vl b lil'l'U e:J-:1 B-J ~ \91.fl tUSV!VI'aeJ 6'f1'U1'U eJ-:! 

b~'l'U eJ..:JB-J ~ 191.n' ru svi1 'W tl 'a~ b 'Vl ~1 'Vl CJ b\?1 CJ beJ fl6'f1'a-ru 'ae:J-:1~-.:J n ~ 111il ~~ e:J-:1 dJ'W beJ fl6'f1'a~ eJ eJ n b vl eJ bfl'a -:~m'ad 
11?1 CJ bu'I"J'l~~~ ~'W'I"J~eJ~ beJ fl6'f1'afl1'ab6'f'W eJ'a'l fl'l 

il il o..::::... vlf 
a:'. b ~"ll1EI\91el.:i~1 b'W'W.:ITU \?1-:l'W 

c(.'o:J.(9) ~1?1~-:J bb~~n1V!'WI?lrhm'a1-li-:~1'W~1-:!1 (Configuration) 1Vi'bbneJtlmrubb~~'1JeJ'\Jil~bb1{ 
~'<ill?l~eJ lu bfl'a-:Jfl1'a~..:JVI~I?l \911~ bbt:.J'W~..:Jfl'l'a~l?l~..:J Vl~e:Jm~~~1tlfl..:J1'Wtl~l?lm~'Vl'a1..:J '1 ~1VItJI?l V!~eJ\911~fl11~ 
b Vl~1 ~6'f~'1JeJ..:J6'fm'W~ 1 Vl'a~UU6'f1~1'a1l'Vh..:J1'W~1~tl'W 1#1 eJ ~1-:~iJtl 'a~~'VlTI.fl'l'I"J 

~. b .lv ~1 CJ beJ'W oV eJ ~~ \11 fl 'a~u u fl eJ~vh b\91 eJ { bb:W~ 1 CJ bb~ ~ eJ tl mru bfl ~eJ~ 1 CJ b~~ \911~ ~ 
" ' 

~1tlfl-:!1'Wtl~l?ltl'a~'Vl'a1..:!'1 rl1VI'W\?l 

~. b .rn ~ \?ltJ fl eJU 'a~.fl1fl'Vlt'j~~ bb~ ~ill fltl~u~1 Vl b~ 1V!'\J1~ ~ ~ bb~ 'a~UU '1JeJ\l~1tl fl..:J'l'Wtl ~ \?1 

fl'a~'Vl'a1\l '1 1 VfiJm1~~fl11~6'f1m'a111 'W fl1'afl1Ufl~fl1'a1-ff-:~1'W'a~UU~~\?l'VI11 'W bfl'a..:Jfl'l'a.Q' 'a1~~\lfl1'a\?l bb~ 
" ' " u 1'a\l-rfl~1'a~'IJU1#1 eJ ~1-.:JiJtl'a~~'VlTI .fl1'\"J b\?1 (J ~'U1 (J ~ eJ..:J'<il l?l'Vh ~i1eJ fl1'a1-ti ..:J'l'W 'a~'\J '\J b D'W.fl1~11 'Vl (J bb~ ~ 

' " " -ru~l?l'1Je:Jurh1-li~1CJ~d117l~'W~..:JVI~I?l b'li'W rh1'Vlmm ri1~tlmru ri1~i1eJ bD'W~'W 117lCJ1-ti6'fm'W~.fl1CJ1'W 
~1tlfl\l1'Wtl~l?ltl'a~'Vl'a1\l'1 Vl~eJ\911~~~1tlfl-:!1'Wtl~l?ltl'a~'Vl'a1..:J'1 rl'l'VI'W\?1 

ct:. b~el'Wb"ll~'WGJ 
cf.(9) ~'U1CJ\l~ IXeJ..:J~..:J~eJ'\J bbt:.J'Wir\l fl'l'a~ 1?1~\lbl?lCJiJ~ n~ru~fl'l'ab~eJ~~e:Jbb'\J'\J Redundant ~\l'a~U'\J bb~~ 

" tl'a~mrum'am'a 1-tim~ bb6'f1 '\Jil~'l'UeJ..:JeJtlmru~..:~VI~I?l~ b6'f'WeJ 1 'W bfl'a..:Jm'ad .n1eJ 1 'W rna 1'W11uill?llil1n1'W~..:J'W1~ 
' 

1 'W~t1Jt1J1 bb~~lil~IX eJ..:J 1#l~u m1~ b ~'W'1JeJ'\Jiil1flfl ru~ m'a~fl'l'a\91 'a11il~'\J '1 neJ'Wb~~~1 b 'W'W fl1'a~l?l ~..:~ 
cf.\v 1 'W mru~B-J~ 191.n'rusvi~ b6'f'WeJ~eJ\l1-li~tl mruV!~eJG(jeJ'\Jil~ bbd{~'W 1 bvl eJ 1 Vl6'f1~1'atlvl1..:J1'W1#i'l911~ 

flru~ n~ru~ bu'I"J'l~~ n'l'VI'W\?1 ~'1J1 CJ ~eJ\l b tl'W~~ l?l'VI'l bb~~-ru~ l?l"lleJU ri11-ti~1 CJ~ bfll?l~'W~-:JVI~\?1 
fj CIJ CIJ I 

ct:.rn tlm CJ6'f1 CJ ~ ruru1ru'a~Uu'Vl m?i''Wiil ~ ~ eJ\l ~ 1?1 bfl~eJ\lVI~'l CJ Vl~eJ~ ru~ n~ru ~ 1V!-ru fl'l'a\91 'a11il6'feJU'Vl fllil 1?1 
Q.J QJ 'I QJ 'I '\ 

ct.(( ~'UICJ IX eJ\l bb ~..:J'a'l CJ~ eJ b~IVI'!! ~~~btl 'W~ -ru ~ l?l"lleJ'\J bb~ ~~ tl 'a~6'f1'W..:J1'W bfl'a..:Jfl1'a 'V'l~eJ~VImCJ b~'U 
" " " 1 'Vl'a~'V'l'vl lill?l'VI~ICJB b~ fl'Vl'aeJ'W n~ (e-Mail) Vl~eJ'tieJ..:J'Vl1..:J~'W~ 6'f1~1'afl~ 1?1~ eJ 1#11 Vf-1!1?1 blil'W \91~eJI?leJ1CJ ~ ruru'llil'W 

' v v 

ct.ct m'am~v11fl1'a 11?11 eJ'Wiil~neJ 1 Vlbfll?lfl11~ b~CJV!1CJ~eJ'a~'IJ'IJ'UeJ..:J~1tlfl..:J1tJtl~l?lm~'Vl'a1\l i lil~IXeJ..:~ 

bb ~..:~ bb~ ~ 1#1-rueJ'W ru'l\91\11 n~11! fl..:J'l'Wtl~ 1?1 m~'Vl'a1..:J '1 neJ'W 
' v 

ct.b B-J6'1 b~CJV11CJ~bn~lil1nm'am~v11117l1 'UeJ..:J~'U1CJ ~'U1CJIXm-ru~l?l'1JeJum'am~v11LT'W 1 ~..:~VI~\?1 
ct.mi Vl1~~'U1CJ't11 be:Jfl6'f1'a bb6'l~oVeJ~6'1117l ~1#1-ruV!~eJ~I?lvl1~'Wb~CJ1 nu'a~uud1 tlvh fl1'a bB-J mb '\"J~b\?1 CJ 

" " 
1:W1#1-ru m1~ b ~'W"IleJUeJ ~1-:~ b tl'W'Vl1\lfl1'alil1 n~11! fl-:!1'Wtl~ 1?1 m~'Vl'a1\l '1 



~.c::t ci'1i!n~1'W'l.J6l~m~'Vl~1~ 1 ?1~1'W~'Vlt1 'Wfl1~~\11~tl.!1b ~e:J'l.J~~ lt.J'UtJ?I~?I~'UeN~1'1lfl1~ ~~m~ 
v v '\.1 'I 

~\11~ttnil'W~e:J11~'W~~:Wm\J b~mr!€1~~1 b~t.JVI1 tJ 1~ 11191 

. ., 
"""' QJ b. am'W'VIVJ~lPHl 

ci'1i! fH1'W 'lJ 61 ~ fl ~~'Vl ~1~~ ~~ 6'1 b ~ e:Jbl'l\~~:0 fl \I bb6'1 ~ ~ ~ fl ~ ~'W b-~ €11 fl1~-r:oLJ ~~I'll 1?1'WJl n ~ 
"" "' f! .<:::;), q ~ <V d ~ .J 0 Q.J Q..l 

~'Wt.J~1'Ufl1~bu6'1~'W~~bflt.J~\91 c::to 'W~~~1'1 b'U\91VI6'1fl6'1 fl~~b'Vl'W~VI1'Wfl~ VI~€1\911~'Vl6'11'Wfl~1'WD6'1~f1'a~'Vl~1~'1 

rl1VI'W~ 

g)/ • .:~u'lh~:u1ru~1~~um~:5'~a~~ 

(9)\v,oml~,~oo tn'Vl (~'U6'1€1~~1'Wb~~VId'W'Iif1~W.ih~e:Jt.J'U1'Vlfl1'W) (~'U'l.J~~~1ru'l.J~~'<il1u 'W.I'lf. \v~Ql) 

~- ~~EJ~b1~1n1~~hbihJ.:i1'W 

(9)~0 l'W i!'U~~\11fll'W6'1~'W1~1'W~11J11J1 

~. b~€l'Wb'Un1~~.:J:U€l'Ubb~~n1~eU1~~b~'W 
ci'1'11m1'W'l.J6l~m~'Vl~1~1 \1~·~11~~b~'WbU'W~1t.J~1~ '<il1'W1'W Ql ~1~ \ii'~d 
.:J1~~ CO> : bU'Wb~'W'<il1'W1'W~€1t.JG1~ (9)0 'U€1~1~b~'WVJ1~~ruru1 bdm:!'U1t.J?i~~€1'Ubb~'Wm~~1b'W'W~1'W · 

"'"' 'U 

bfl ~~fl1~ bb~'W er~n1~~ ~~ ~ b~t.Ji16l fl~tu~fl1~b~€1d-l~€1bb'U'U Redundant ~~~~'U'U bbl:l ~'l.J ~~~1ru m~m~Hf 
m~ bb?l1vHh'U€1~€1'lJ mru~~VI:U~ \911~~1 t.Jl:l ~ bB t.J~flru6i' n~ru~bu'W1~ -tf€1 ~.(9) mtJ1 'W Qlo l'W i!'U~ ~\11fll'WG1~ 

' ' 
'W1~ 1 'W~ ruru1 bbl:l~flru~m~~m~m~m1\J-rul~,?l~ 1191VJ ~1\1 -r'U11 n~ e:J~fl~'Ufl1'W bb~1 

Q.J v 'I cu 

.:J1~~ 1fl : bU'Wb~mh'W1'W~e:JtJ6'1~ ~o 'U€1~1~b~'Wm~~ruru1 bdm~f'U1tJ?i~~e:J'Ue:J'l.Jmru~~VI~~\911~ 
QJ QJ cu 'I 

~1t.J6'1~bBtJ~flru6ln~ru~bu'W1~ -tfe:J ~;\v - ~-~ .f11tJ1'W ~o l'W i!'U~~\11fll'Wl:l~'W1:U1'W~rufll1 bb6'1~ 
' "'"lrl 

fl ru~ m~~ m ~ m~ \91 ~1 \I -r'U ~6'1 ~ 1191\91 ~1 \I -r'U 11 n ~ €1~ fl~'U f11 'W bb~1 
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