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®.mo. f.'l1l-11<Jt1ibr1':i1~'tt1oli'e:J~f11u~'tlbb'U'Uer.:~m1l-li1'l-l~ucr(Chart) b~e:Jbbf.'l~.:~~fi!P111l-1~1urm1-if-:~1u 1~ 
<P>.lm®. f.'l1l-!1':it1fl'UVI1 bb'U'U Custom bbf!~ Keyword List 1~bV'We:JV1-:!Ue:JCJ 

<P>.lml€1. f.'l1m':imbf.'l~.:J~fl 'tJ~lJ1tufl1<JL-if.:~ 1'W"ll 0.:11 'Vl':ifl'V'lvllJe:J~e:J bbf!~eJDfl':itUlJe:J ~e:J(Usage Device) 
' . 

L 'W"Ii1-:!b 1G'11VIi1.:Jb~ 

@.woo. f.'l1lJ1':imbf.'l~.:~~G'loli'€JlJflf.'lmu~f1iJmf.'l\911 bbG'l~f.'l1lJ1':inf.'l~1-:~b~u'Vl1-:~':i~m~.:~f.'lmum~ 
'IJ 'IJ 

@.tmcr. f.'l1l-11':imb61~.:~~6loli'e:JlJG'lbb'U'Uer.:~!P111lJi1u~~~utfcchart) 1~CJm:w1':im!P1~e:JuEl'1t~ ede:Ju bbfl~':i1lJ -li'Bl-lfl1uer.:~ 
'IJ 'IJ 

A11l-l#i'l-l~utf(chart) vl~e:J.:~m<J1~ 
<P>.l£1ct: ffi'tJ':ibbfl':ilJ~1VI-r'Uf.'lU'Uf.'l'W'Wfl1':ibbf.'l~.:J~6loli'€J:wfi(Viewer) vl?l1l-11'mL-if.:J1'W1m~CJhJnntJe:J.:~ntJn1<JL-if.:J1tJ 

• 'IJ 'IJ 

lil1fl Hardware, Software VI~€J ~"ll~'Vl~ 

tm. ltJ·mnca3J1tfl<a1~~VIilmi1'l.l':i~'U'UU'l.IVinil'enJ~nilrH1-3~':itl\91 lil1'l.l1'l.l <P> "l.M 
J::l Q,/Q..Q/J/ ~ q, Cii 

3Jf'J€l.Jfl3J'UW\9l.:i'l.l 

tm.<P>. b tJtJ 1 'tJ1 bbfl':ilJ~e:J€Jflbb 'U'Ul-11 b~'V'l1~611VI-r'U-:~1'W\9111"il~f.'llilU'V'l C11t!VI~mi1'U'Vl1.:! b 'Vl!P11 'U 1'fl~f.'l1':if.'l'Ub 'Vl~ 
'IJ "' 

gil 1• I c "' "" ~ " ..! ., "" " :;"1 1£1.\m. b u'U u':ibbfl':ilJf.'l1VI':i'U\91':i1lil'V'lf.'lliltl"lle:JlJG'l'Vl'Utl'VlfllJ1lil1fl':i~'U'Uflf!e:J.:J1.:Jlil1 u~ 
'IJ 'IJ 

ID.oo. f.'l1l-11':it1ib!P1':i1:::'Violi'e:J~'flf1li'e:J-:~1-:~lil':iD~vj1-if1~'U'U1 '\AI~ b~bbtl DHFS (Dahua), WFS 1/2/3/4, IFS, 

HIKVISION, TangoMagic 1~bV'UeJV1-:!UeJCJ 

w.<C. f.'l1l-111t1vl1.:J1tltl'U~m1'WVinoli'e:J~'bl (Storage Device) bb'fl~~'tJmruue:J.:~n'Um':ib~CJ'UVlVVe:J~f! (Write 

Blocker) 1~ 

tm.&. G'f1l-111t1vl1.:!1'Utl'Ub '\AI~611b'U1'V'lt11'UVI~fl951t!L'W':iDbb'U'U DD bbf!~ EOl 1~btJ'Ue:JV1-:!Ue:JCJ 
"" 'IJ 

1£1. b. f.'l1l-11':it1\91'J1lil~G'fli!UoUe:JlJ'bl~'!J''UViflml1 tJ~€J'\J''UVifloU€JlJG'l (Storaoe Device) 'l.le:J-:1 b!P1~e:J.:!'l1tJViflf11'V'l 
'IJ 'IJ 'IJ 'IJ ::> 

lil1flflli'e:J.:J1.:Jlil':iD~(DVR) 1m~CJ\91':i.:J 

tm.e~. G'11l-!1'HHl~'UoUe:JlJ6lvlt1flfi'U ~.:~rJ'-:~1:WtJm~CJ'UoUe:JlJ6lVl'U (Recover Deleted Video) 1~ 
'\J \1 '\1 qJ 'lJ I 

tm.c:::c:. f.'l1lJ1':itlfl':ieJ.:JolJe:JlJG'l (Filterino) bbf!~b1CJ~oUeJ~:Wfl (Sorting) 1'11lJ~1oUe:J\911':i1-:JVlbbf.'l~~1uVIU1bbG'f~~ 
'IJ ::> 'IJ 

~G'11~ 

tm.~. f.'l1l-11<Jt:l'l1t!Vlf1 f.'lmu~ f111'Vl.1.:!1t!(Save Session) bb'bl~ b1CJflf.'lm'U~ fl1':ivl1~ 1'U b~l-1 (Reload 

"" 0 I 1" Session) b'V'le:J'Vl1~1tl\91e:J ~ 

lil1'l.I1'1J @ "U\91 • ... ... ...... 11 
11 fl €l.J fl3J'U \91\91-3'1J 

00.@. b tJtJ•IM 1 U':ibbfl':ilJ~e:Je:Jflbb 'U'UlJ1b~'V'l1~611VI-r'l.N1'U\91':i1lil~f.'llilU'V'l CJ1'UVI~f1951'U'Vl1.:! b 'Vlrlb tJ 16'l~f.'l1'Jf.'ltlb 'Vl~ 
q v . ~ 

(Forensic Suite) 

m.tm. b tlu 1 D':ibbfl':il-lvlf.'l1:W1':it1~\9l~.:J bb'fl~ 1-ii'~1'W 1~'U'Wb!P1~e:J.:J !P1e:J:W~1 bl'leJ{vtl-if':i~'U'U'tJi]'\J'~ fl1':i Mac 

oo.oo. G'f1lJ1':it:l\9111lilb!P1~e:J~!P1eJ:W~1b\91dvtl-ir-a~'U'U'l.Ji)'\J'~m':i Mac ~rh~~vhnt!e:J~(Triage) 1~ 
oo.G:'. f.'l1:W1':it:l~1'fi€J.:Jfl1'Jvl1.:!1'U(virtualizes) ':i~'U'U'l.Ji)'\J'~nT~ Windows 1~ 

'l'l.~.e.J ............ ~ ..... 'tl-s:;1J'1\Jfl':i':i2.Jfl'l'S 
'Yi.~.~ .............. / ..... v. ........... n-s':iun1-s 

•.•. a ..... ~""" ~., ................. ~: ......... n"""" 
':i.~.B .......... ~:::~ .................... n-s-sum':iw";;b~'ll'1'4m-s 



~ t:V QJ 1 Q./~ ,d .a. 6V 

ro.ct. 6'11m1mbl"l11~VI"ll€l~;;'lbb'U'U€1\91 'W~\91 'V16'11~11mbl"l'a1~W1.J€1~;;'1 Windows Mac bb;;'l~ iOS artifacts 
'IJ 'U ' 

Hi'btltJe:Jci1~umJ 

m.b. 6'11~1'H:libl"l~1~'V1bb;;'l~bb6'1~.:!~;;'1oVmqJ;;'! Apple Extended Meta data 1~ 
ro.!rl. 6'11~1~tlbb6'1~.:!~;;'Jfl1~\9l~T'il6'1€l'Ub 'W~Ubb 'IJ'Um1l'J m~"ll1.:! b 1;;'11~n 1VI'W~ 1~ 

'U 

-C.\ G i1 tfV'~ 
ro.~. 6'11~1'afl'dbl"l~1~VIbb;;'l~bb6'1~.:!~;;'1"ll€1~;;'1 Hex, SQLite, Plist, Text, Strings, EXIF, Geo-data b~bU'W 

I V 
€ltJ'N'W€1t1 

ro.~. 6'11~1~flibl"l~1~'1t1-li€1~;;'1VIth clrl'd ~~~~ CRAM Analysis) "ll€1.:! bl"l~€1.:! l"l€1~~1 bl'l€l{~~'IJ'Uul)u~ n1~ 
Windows bbGJ~ Mac 1~btl'W€lci1.:)U€Jt1 

a:. 1u-attn-aa.J1tfl-a1~'l-fm<a1if.:~1uflila.JW1u''el':ittt-'l~tfi1B 1lhm1.:~fl3Jilau1au ~1u1u 10) 'eJV~ 
"" .., ... .., 3 • 
3JfJWfi3J'U~VI.:i'l.l 

~I 1• I .,J 0 
"" "" " ~ .., "' G:'.G>. b u'W u 'J bbfl 'a~ 'V1 e:l e:l nbb 'U'IJ ~~ bu'l"i 1::: 6'11'Vl'J'IJ.:) 1'W \91 'J1 "ii'l"i G'l'<ii'W bbGl ~ bfl'IJ"lle:l3JG'l'l"i tJ 1'W VI G'l fllff1'W 'Vll.:J 

'U 'U ~ 

b 'Vll"l1 'W 1G'l86'11~6'1'Wb'V1Pf 

a:.m. LtJtJ1u~bbm3Jbb'IJ'IJ All-in-one ~6'113J1'afl boVln\1, ~\foV€!~61 bbGJ~1bA'i1~'¥YoV'mJGJ'<i11flAeJ3J'W'w~w{ 
'U 'U 

bbli'l~ 1 'Vl~~'l"l-0iJeJ~eJ 1~btltJ€1ci1.:)u€JtJ 
0 v ~ ~ sv '1 OAI ([ 0 Q.J 

G:'.ro. 6'11~1~fi'W1b"ll1 bbG'l~1bl"l11~W1.J€l~G'l "ii1flbYI6'16'11b'W1'l"itJ1'WVI;;'Ifl~1'WU'a~b.fl'Vl .AD1, .tar, .zip, .lmg, .DO, 

.E01, .Ex01, .SOl, .DMG 1~\tJ'We:Jci1-:JU€lt! 

a:.a:. 6'113J1~fiU1boV11l'J~ bbGJ:::ibl"l'n:::'VY-lieJ3JG'l1Ubb'U'U VMWare, Virtual PC, Network Drive, Live RAM 
'U 'U 

dumps bb61:::1l'JG'lb~eJ{ 1~btJ'WeJtl1.:)UeJtJ l 
"" V 1 1"""'-.ol • V _,j <!j I I J/ _,j a:.ct. 6'113J1'afi~.:J"lleJ~G'l ~tl "IJTo CaN1ng "ii1fl"ll€1~G'l'Vl;;'I'IJ'Vll'eJ61leJ'WeJ~ bb;;'l • .:'il1fl'l"i'W'Vl unallocated '<illfl 

~eJU'WVin-limqJ61 (Storage Device)1~ 
a:. b. 6'113J11fl~.:!oVeJ~Glb~tJ1off15 CaNing "i11fl Live RAM dumps1til bb61:::6'113J11flibl"l11~'1-1-limqJG'l vi 

b~t11.if€1\ftl'Ub61lb~t!mU\9lb1{n bbGJ:::B'Wb'Vl€1'hUI'l 1tii'bbn Facebook, Twitter, Web-based Emails, 

Dropbox bb61::: Flickr 1tii'btJ'UeJci1\fU€1tJ 

a:.!rl. 6'113J11ml1boV11l'J~ bb;;'l:::ibm1:::VI1 l'J~oVeJ3J6l~b~tJ1oV€J.:)tl'IJ Browsers 1tii'bbn Adobe Flash, Baidu 
'U 

Browser, Chrome, Chrome (MacOS), Firefox, Internet Explorer, Opera, QQ Browser, 

Safari 1tii'btl'Wmh:tti€1tJ 

a:.~. 6'113J1'it1U1b.if11l'J~ bb61:::1bm1:::-v1-lleJ:!qj61U1:::b.fl'Vl Cloud Applications 1~bbn Dropbox, Google Drive, 

One Drive 1~btJ'WeJci1-:JUf.ltJ 

a:.~.6'113J11t1'W.1boV11l'J~ bb61:::1bl"l11:::'1-11vJ'fi'<ifeJ:~qJ61U<a:::b.fl'Vl Email Hi'bbn Apple mail, Mozilla 

Thunderbird, Outlook Express, Windows Live Mail, Gmail, Hotmail bb61::: Yahoo 1~btJ'W 
eJci1-:Ju€1t1 

G:'.G>o. 6'113J11t1U1boff11l'J~ bb61:::1bl"l<a1:::'1t11l'J~~'l.Jm'l"l b~bbn ARW, BAY, BMP, CAP, CR ®, CRW, OCR, DIB, 
'IJ 

EMF, FAX, GIF, JPE, JPEG, JPG, KOA, MEF, PFM, PGM, PNG, PSD, RAW, RLE, TGA, llF, llFF, WMF 

bbG'l::: XPM b~btJ'We:Jcil\fUe.JtJ 
"' ~ •• 1" .1 '1 .o~d.o~"' ~"' G:'.G>G>. 6'113J1'Jt1~\f meta data "iilfl b Y~6l'Ju.fl1'V'l b'Wfl'HW'Vl3J"IJ€l3J61 b~ 

'U 'U 

G:'.G>l€:1. 6'113J11flfl'W'Vl1-ifeJ3Jmb'IJ'IJ Full -text search bbGJ:::fl'W'Vl1"il1flfl~3Jrl1fl'W'Vl1 bbG'l:::fl'WV!lbb 'IJ'Ui'Jb~eJ'W 1 "IJ 
'U • 

Hi'btltJeJtl1.:)umJ 

'V'l.~.€l ......... r.::z/.~ ....... th~151'1.Jtl'j'j3Jf1'1'j 
'V'l.~.~ ••••.••.••••• ~ •••••• f1'J':l3Jfl1'j 

'V'l.~.€l ...... ~.f)'a'j3Jf11'j 'VI.~.'VI ............... ~.: ........ fl'a'a3Jf11'j 

1. ~. €l ..•......••. ;;;,'; ~ .~.-::: .............. tl113Jt111L~li'l~tli'l'1J 1tjtl11 



~.®m. 6'11:JJ1'H'l6'1~1\l1'1tl\l1'W bb'f!~bb6'1tFl\loUeJ~'fi'V11\l.fJiJ~16'1~{ b'W Google Maps Vl~el Google Earth 1~ 
~.@~. 6'11:JJ11't16'1~1\lbbc.J'W~\lrl'J1:J.Jgi':J.Jw'Wcr ':i~wh~ileJ:JJ'fi'UrlrJa 1~ 

'U ' 

<£.®~. 6'11:JJ11't1elelf'lbb'U'U':i1t.J\l1'W1'W~'\.lbb'U'U1'V'I~ text, HTML, XML, CSV, PDF, Excel.bb'f!~ Word 1~ 
btl'WeJ~1\l'iJeJtJ 

~.®b. 6'11:JJ11t1~tFlf'l1':i1 'V'I~rJ~~':iT~'W~~u(case file)1~Lbn b~t.Jmb6'1tFl\l~'fi1~V1'f!~vtmt.J 1 'V'i'fl1 'Wbdmb~t.J'Jtl'W 
b~:JJoU'eJ:JJ'fi1'W1'V'I~b~:JJ1~ 'flu1vM bb'f!~ti'1CJ~b~uhM1~btlueJ~1\lUm.J 

'U 

~.®~. 6'11:JJ11t1~'WVI1 bb'f!~bD~CJ'UbVltJ'U.fl1'111Jbf9lt.JboUb'VlrltJI"lb'W6l'n~ru~ Photo DNA 1~ 

<t'.®c::;;. 6'11:JJ11t1~11~6'1el'U Malware bb'f!~ Spyware b'Wvt'l11t.Jr11:lJ"il1 (Memory) 1~ 

~.®Gt. 6'11:JJ11t1~11~6'1eJ'Ur111:JJ~tFlLJn~"lleJ\l.fl1'Wrl1t.J (Photo Manipulation (Forgery) Detection) 1~ 

~. -a~uu1~fl-s"l~.Wtta~~ut11'1Ja~a~~'W~~VIa ~1'W1'W G) "!" 
"' """".., tN 3-lfltua:lJul?lfl~'lJ 

~.®. btl'W':i~'U'U~eJeJmh'U'U:JJ1bu'IIIJ1~6'11vt~U1hr111~,., ~'UG'11'W oUeJ~'fl Cryptocurrency tJ1~b.f1'Vl 
bitcoin 

"" ~ ~ dq 1~ 1~ 
~.liD. 6'11:JJ11t11hr111~V! bb'f!~"a~'l.Jbu1VI:JJ1t.J 'Vl:J.Jf'l11 "1l\l1'W Cryptocurrency tFl 

~.m. 6'11:JJ11'tlfl'WVI111'U"a1:JJ bb'fl~1bl"l"a1~,.,-iieJ\j'fl Cryptocurrency ~1n oUeJ~'flf'l':i~bthh~'W~iiiJV!'f! 
(Bitcoin Address) , oUeJ:JJ'f!tJ"am"a:JJ (transection) 1~btl'WeJ~1\lUeltJ 

'U ' 

~.~. 6'11:JJ11t1':i~'l.J Vl~eJ~'WVI1b'61'W'V11\lf'l11'Vh~1m"a:JJ Cryptocurrency 1~ 
~ d Q.l • I d 1~ 

~.~. 6'11:JJ11t1bb6'1f91\l~6'1"1lel:JJ'f!bf'lt.Jdf'l'U Blockcha1n bbG'l~bbVI6'l\l'Vl:JJ1 f9l 
'U 

<t'.b. ~eJG'lf'leJ~TI:JJ~1VI~'Uf'lT~~11~6'18'U~LJbb'U'U f'l11m~vl1b~t.Jdtl'U Cryptocurrency 1~ 
&-.~. 6'11:JJ11t1~11~6'1eJ'UoUeJ~G'lb~tnb~eJ\ltl'U Cryptocurrency 'U'W~'Wb'VleJ{dl~, hl'U'UeJ{tFl hhG'l~bl'U16111'1 

'U'WbA1eJ•tht.Jbu'IIIJ1~(Dark web) 1~btl'WeJci1\lUeJtJ 

&-.c::;;. 6'11:JJ11t1~11~6'1eJ'UoUeJ~6'1Ci\l ru u~~U'W (Real time) 1~ 

&-.~. 6'11:JJ11t1bb6'1f91\l~6'loUeJ:JJ'f!b'W"atJbb~'W~\l (Visualization) 1~ 
'U 'U 

~.®o. 6'11:JJ11t161\leJeJn1'V'IG'11'W1Dbb'U'U CSV, PDF bbG'l~ 1tJ.fl1'111J 1~btl'WeJcl1\lUelt! 
'U 'U 

~.@@. 6'11:JJ11t16'1~1\l bbm<n bbG'l~G'lu 1'V'I~rJ~~"aT<il'W~~uCcase file) 1~ 

b. 1ffi£J'i.Jn-:;rua1VIi'uvi1a1t'lJ1-ti'mJa'Vlamnwtu Hard Drive ~1'lJ1'lJ @ "~'" 
'i 'i 1J ~ ~ 

'l.J-:;~mJu~b~ 
..; ..,. o o Ill .., .... d o ..; I 

b.®. bfl"ai.l\l3Ji.l'VI1a1t'l..I1"1.1£J11a'Viamrlwu1nfi£J3Jv-.1tl?li.l':i ~1'lJ1'lJ ® Lfl"ai.l\l 1f,fl 
"' "'"' .., .!i 11flNa11ul?lfl{i'lJ 

'U .,. 

a d .c:!l .c:J o Q./ o o 21~ 21 a.; 

b.®.®. btl'Wbrl1€l\l:JJeJ'VleJeJmb'U'U:JJ1bu'IIIJ1~6'11VI1'U'VI16'11b'W1 bb'fi~Qrl'W"llel~G'l'IIIJtJTWVI6'lf'l~1'W 

b.®.kl. 6'11:JJ1"an1oU'.:J1'W'U'W1~uuLJnu&~m1 Microsoft Windows 10 'Vi~eJ~f'l11 
.,j 1 ~ I'~~ I V 

b.®.m. 6'11:JJ11t1b"llel:JJ~mb'U'U USB 1.0/2.0/3.0, IDE, SAS, SCSI btFlbu'WeJtl1\l'WeltJ 

b.®.G:.'. 6'11:JJ11t1b~eJ:JJ\OleJ Hard Drive, Memory Card LL'fl~ RAID 1~Ltl'WeJrJ1\lUeJtJ 
b.®.~. 611 :JJ 1 'a t11 br111 ~,., Hard Disk ~ Vf eJ Sea gate, Western Digital, Samsung, Maxtor, 

Hitachi Toshiba FuJ'itsu, IBM btFlt.IG'11:JJ11tlflfl'W Firmware bbm:e:h'WoUeJ:JJaoU1:JJ Bad 
' ' qJ " 

Sectors 1~LU'WeJ~1\lUeJt.l 

"""·"··········~r····"""'"""""" •·•·•········~"" w.o.w ............... lk!::Y...o ........ n"""" 
'V>I. ~. ~ ............... yC. ..... //.. ......... n':i'J:Wfl1';i ';i. \11. 8 ........... :~.~ ~ .~ .................. fl';i'J3.lfl1'JLL'i'l~b'i'l'lJ1'4fll'i 



b.m.ltJ-attn·aa.,·vha1tu1.Ye~~"~anij'1'1J"1nfle~~w'Jtlile~i ~1u1u G> ltJ-attm~/'tflil 
.,. oJc.. ., Jl 'II ... , 

~f!rufi~'Uiillil~'lJ 

'- ,_ ;II d "" d o .., o o "'"' " "" 
...... au.G>. b u'U bfl'Hl-:!l-J€l'Vl€l €l fl bb 'UU:IJ1 bu'W1~ 6'11'\ll"a'U'Vl1611b 'U1 bb61~fl fl'U"IJ€ll-!61'Wt.n'U'\1161 fl\i1'U 

u u ~ 

b.m.m. 6'11l-!11~vl1-:!1'Ufl'U".i~'U'U1'V'lr;i'(File Systems) 1tilbbn NTFS, FAT16/32, exFAT, EXT2/3/4, 

HFS, HFS+ bb61~ HFSx H1bU'U€lci1-:JU€ltJ 

b.lfl.m. 6'11l-!1'mV'h~1b'W1bb61~tJ~'U1l"'r;l"il1fl~€JU'U'VinoU'mJ61 (Storage Device) 1~ 
..,.,. .., 

b.lfl.cr. 6'11l-!1".i~Qfl'W"IJ€llj61 RAIDO, RAID1, RAIDS, RAID6, RAID5e, RAlD5ee bb61~ HP dual cycle 1~ 
'!! V' ih~ 6'~ ~ d 4$ 9 1" b.m.ct'. 6'11l-!Tmj;'j'lJfl'U bb61~flfl'W'W11VJ"?J'UVJ6'lru'VI1t.J 'VI1e:Jb·G'It.J'\111t.J 1?1 

u u <» 

b.lfl.b. 6'11l-!11~vl1-:!1'Ubb'U'U multi-tasking 1~ 

b.lfl.~. 6'11l-!11mJ~'U Firmware (Firmware Recovery) 1~ 

b.m.~. 6'11l-!11mb6'11?1-:Jth~'Wlm-av11-:J1'W"?Je:J~~tlmru (Log) 1~ 

b.lfl.~. 6'11l-!1".i~'<ill?lvl1".i1t.l-:!1'W (Report) 1~ 

b.lfi.G>o. 6'11l-!11~6'lbbfl'U'\111 Bad Sector 1~ 

'ia 1 "" d ., a 1 '!T ., d ..J cl o 
~. ~u'iLbfl'i~lil'i'J"'W~"'IJ~i'lfl,!1'1J~umru ~'VI'ifi'W'VIbfli'I£1'1J'VI "1'1J'J'IJ G> "l{(il 

... oJc...,Ji 
~fJruf!~'I.Jiil(il~'IJ 

;!1 '1.1 d o .., "' .t "' .t .., b .., .t d d 
~.G>. b u'U b u1bbfl1l-l'Vl€l€l fl bb 'U'Ul-!1bu'W1~6'11'\111'U1 bfl".i1~'\lll'l".i1"il'W6'l"il'W'Vl61fl\i1'1J 'Vl1!'li'W'VIbfl61eJ'W'Vl 

u ~ 

~.lfl. 6'11l-!11~1i~1'U'U'U1~'U'UUl)~fl1".i Microsoft Windows 10 'VI~€l~fl11 

~.m. 6'11l-!1".i~vl1-:!1'Ubb'U'U multi-tasking 1~ 

~.cr. 6'11l-!11~~11€l-:JoU€llJ61 bb'U'U physical extraction bb61t~1.Jfl'Ubb'U1.Jell'lbWJ~6'11'Vli''Ub'Vl1Ff'Wvl~~€l 
Xiaomi(MI), OPPO, VIVO, ZTE bb61~ OnePlus 1~bU'W€lci1-:JU€lt.J 

.,. ... '1 .... .tdoo~ <{ d ""' 1" 
~.ct'. 6'11l-!1".i~l?l~"IJ€llj61"il1fl b 'Vl"a!'li'W'Vl'Vll-l'W€111'1 USB 'Vlb6'1t.J'Vl1t.J 1?1 

~.b. 6'11l-!11~fl1€l-:!oU€ll-!61"il1fl 1'U~ b1611 bb61~fl1~'Ufl'U1~ 
u 

~.~. 6'11l-!1".itl bb6'!~V~~~61bb61~~ufi''W1 'V'IiA'~iim-au'WVin1 1t'U 1w~~cwcvhfl~'eJ'Uvl 1~'Uutll)u~m-a Android 

bb61~ lOS 1~ 

6'11l-!11~~-:JoUfllJ61"il1flb'VI".i~'Wvlbfl~eJ'U~".i~'U'Utll)u~m".i 1~bbri Android, iOS, lizen, BlackBerry, 

WebOS, Windows, Symbian, Palm, Windows Mobile 1~dJ'Umh-:JU'eJt.J 
6'11l-!1".i~~-:JoU€ll-!61'eJUfl".itWb'Vl".il.l!''Wvl~~l?l~~~'Ub~l'l MTK, Symbian, Spreadtrum, CoolSand, 

u ' 

Skyoworks, INFENON, COMA bb61~ Qualcomm 1~ 

6'11l-!11~n 1 l'l~.n1cw 1 'V'I~b~t.J~ bb61~ 1 l'l~1m'eJ "il1fl'VltA1t.J'<ill?ld1'U.UeJl-!61fl1t.J'U'eJn1~ u u 

~.G>G>. 6'11:W11~~'Ufl'U bb61~1bfl".i1~~oU€llJ61 "il1fl DD image file, UFED image file bb61~1'Ji'J~ Backup 1~ 
mi.G>l£1. 6'!1:W1".itl~~oU'eJljii'l SMS ".i1tJ~'e) bb6'l~U'U'Viflfl1".ib 'Vl".i"il1fl6ill-Jfl1{~VJ({hi:i) Ufbtl'U'eJ~1-:Jti'eJCJ 
~.G)Ql, 6'11:W1".i~~~-utllj61 mew b~tJ~ 1m'eJ bb61~oU€lfl11:W "il1fl'Vlt.btJ'<ill?lbrl'Ui'eJlj61fl1t.J'U€lfl1~ 

~.G>cr. 6'11:w1-a~~-:JoU''eJl-!61bb61~n~'WoU''eJl-l61.n1cw b~t.J~ bb6'!~1m€l"il1n1 'V11Pi'cwv!ileJ~'e) 1~ u u u 

cvad 
'W.I'1.B .......... /··~"Z::'tl-a~ti1'Wm-al.lrm 
'W.I'1.1'1 ............. /.. ......... ~ ..... fl'i'l!IJfl1'i 

~ Wj 
'W. 1'1. '€l,.; ·••· ·· ... '"]'' ''}"'' ............. fl'i'il-Jfl1'i 'W .1'1. VI ... ,,,, ........... : ............ ,, ... fl'i'il-J fl1'i 

, .•. e ........... ,~~~ ................... fin"""""""'"~"" 



~.mo. 

I 

i 
.,. " Jl '\" ~ ..... .,.: 1" I 0 I "" <b """" ~ d "" ""' '\" S'!1ll11tl\91-!l~fl~G'I'WU~1'l.J~€J-:J b'Vl';i'I"J'W'Vll.le:Jtlje:J \9lbbf1 bbe:J u'WG'Ibfl~'l.J'Vl~\91~-:1 , 11t.J~e:J , 'U'l.J'Vlf1f111 b'Vl';i' 

.... SMS, MMS, 'U~'Ij5', unvh.turwm, ~~IFI bb6l~b16l11um';i'btlV1-tl191bfl~eN ({hil)1~bU'U€l~1-!! 
'Ue:Jt.J I' 

dl lV ol "'> <b V I 1 '\"1lV I . 

S'!1l.l1';i'tl\91.-!l~e:J~G'Ibbe:J.u'WG'Ibfl'll'WV11-!IS'!-!Ifll.l1e:J'W G'I'W bVlbbfl WeChat, QQ, QQ Light, Enterprise 

QQ, Tw1tter, We1bo, Skype, Telegram, WhatsApp, Zello, Snapchat, Unkedln, 

lnstagram, Facebook Messenger, Fac~book, LINE bbG'I~ Viber 1~bU'W€l~1-!ltJe:JtJ 
~ iJ !'1 i.l I I 1iJ ~ I if 

S'!'1l.l1';i'tiV1-!I~e:J~mu';i'1bsae:J';i' bVlbbfl UC, QQ, Opera bbG'I~ Chrome V1bU'We:Jt.l1\I'W€Jt.J 

611l.l11tl~\loDeJ~G'I email 11ll(i-:Jn6'ieJ\IoDe:JfiTl~"V1f1 QQ, Gmail bbG'I~ Hotmail 1~b'iJ'UeJ~1-!!UeJt.J 
dl V .,j ,J V .. ~ lV oj I lV 

611l.l11ti~WUe:J~G'IbbVJ'U'Vl Google Map, Ter11centMap (mllh~lbU'UeJt.J1\I'Ue:JtJ 

611ll11tl~-!!-li'e:J~G'I"V1f1bbe:JU'Wi'ibfi-&''U Hlbbfii Alipay, Google Drive bb61~ Taobao (t1'1i1)1~bU'U 
I V ' 

€Jt.J1\I'Uel tJ 

~.me>. S'!1ll'11tl~-!loDe:Jl.l61b 'Vl'~~'Wvlbfl~e:J'W~ ~UeJ\IW'W~'Jt.J BootLoader Locked sl1'VI~'U b'V11~'Wvl~'W~ 
'V I ' 

';jf)-:J~'Ub~ 

et.mm. 611l.l11tl~'l-li'eJ~G'I"V1flb'Vl1~'Wvlile:JneJ~Vi'e:J iPhone, Samsung, Huawei, Oppo, VIVO, Ml, 

HTC, Blackberry, Nokia, Motorola, NEt, Sony Ericsson, LG, ZTE bb~~ Lenovo 1~b'U'W 
! 

I tJ 

f)t.J1-!J'Ue:Jt.J 

et.mm. S'!1m1mb&'!\91\IU1~1~m1v11-:J1'W~€J-:J~'lJmm (Log) 1~ 

lrl.ma.:'. 611l.l11tl~\9lvl111tJ\11'W1'W':iUbb'U'U HTML bbG'l~ PDF 1~btl'WeJci1-:JUem 
'U . 

w:. 1u~bbn<a11~~1~'W~~'Il'VI~n!1'W~umruuuVinn~e:~.:~1~ileJ 'lil1'W1'W G) ~~ 
... ._"' .!/ 
11fJNi'11J'Ufl~.:l'lJ 

W:.l£1. 

W:.m. 

W:.b. 

w:.~. 

w:.w:. 
c:;;.~. 

~ 'i .d 0 Q./ ~ ~ Q ~ Q) (I I G QJ ~ 2J t:::ll..td'l' 
b th.J b U1bbf11d.J'Vle:Je:Jfl bb U'Ud.J1b~Yl1~611'V11U1 bf111~'VI~"J1"V'I"l\'J"V'U'VI~fl~1'U~ ufldt;\JU'U'Vlflfl~e:J-:11\91 bel 

V I 

611l.l1';i't~~VJ~-:J1.U-:J1'Uu'U1~uu'lJ!ju&im1 Microsoft Windows 10 'VI~e:J~n11 

611dJ11t~illufi''UoD€l~~1'W~1~1€l"V1fl1:::u~1vh=i'(File Systems) FAT32, exFAT, NTFS, JFS bb~~ 

EXT2/3/4 b~btl'UeJci1'1UeJt.J 

611d.J11t1~11"VS'!e:JU.ffe:J\j~b'W~1~1e:J'IJ;a~bfl'Vl HIK 264, HIK FAT, DHFS_41, WFSo.<S'., 

DSB_DVR, WFSO .3, HIK_IMHK, WFSb .1, BLUESKY, HB_MS, WF, DHFS_ 4, HB_dc, 

JVS_801, STL_MPEG, MP4, DHFS_ 4q, WB, ~OOSAFE, ZHILINGl.O, HB_fat, WB_odc, 

BOLl 264 WFS0.2, WB ldc, JVS 601', HB msv2 bb~~ RMSX 2641~bU'UeJci1\IUeJtJ ' - - ' -
611l.l11ti~11"VS'!e:JUoffeJdJ~1'W~1~1e:J"V1fl~VJ~~fl~€J.:J1.:J"V1tlVJ1~bbtl HikVision, Dahua, Honeywell, 

'U ... ' 

SONY, SAMSUNG, BOSCH, JOVISION, RaySharp, WAPA bb~~ VISIONDIGI btl'UeJci1'1UeJtJ 

S'!1l.l11t~tl~'UoDeJlm1'W~1meJ~tlf16'1'U ~.:JV\IR:Jf)m~t.J'UoDeJil~~u (Recover Deleted Video) 1~ 
... ... ... 'ij "il 

611d.J11mb61~?~-:~t:.l611 -w~1meJ 1~?~t.J 1:J~e:J.:Jvl1m1bb u~.:~ 1 w611#i' 

611l.l11mb'lJG'I.:J1 'W~1~€lbtl'U~Ubb'U'U 1 'W~'lJ1~bfl'Vl AVI1~btl'U8cl1-:JtJ€lt.J 
V OV .,j ·, ( ) ""~ 1 V gt, I IV 

611dJ11tlf11€l\l~eJdJ~"il1fl 1'\.J'Vl b'dm bb~~ 'lle:J.:J Channel 1Vlb€l Vlbu'Ue:Jt.l1.:J'Ue:Jt.J 
'U : 

611dJ11tl'Vll\11'UbbUU multi-tasking 1~ i 

G11ll11mb&'!VJ.:j ~~~1 €J 81-:~ fi~'IJ1 ~e:Jbi9181:W~ €1-:JtJ'WVi n 1 ucY\Ivlu!)uoffeJ~ ~ 1 'Ubfl~e:J\11 ~ 

"fl.{1).€l ......... a./..~ ...... 'l.l'S~fi1t.Jn':i'S2-Ifl1".1 ~ / __.- (U..ll. 
"fl.{1).€l ...... ~ ....... m-a2-!m-a Yl.~.'l'l .................................... n-a-a:wm-a 

Yl.\l\,{1) ............. /~ ....... fl"..'!l2-lfl1"i ':!. {1). €l ............ :<:':.~~.~ .................. fl'!I'S2-Ifl1':!LL~~L~'!J1'4fl1'!1 



~. iltln"JruueNnum"Jt~auiuiie~3Jflthwi'ut.J~u~n1"Jue~m=tmuili ~1u1u lD 'l~ 
tJ"Jg;ne~ulha 

~.ID.m. iivnh'ileJ 'Vl~eJb'Wbb6'11Yl.:J6'lm'W~UeJ,Hl'Wf11"H~t.J'W~'U(Write block) "1Jru~Vi1-:J1'W 
~.ID.m. ii<deJ.:Jb~eJlJ191e:Jnul"lm.J~1b~e:J{bb'IJ'IJ usb 3.0 'Vl~eJ~rn'1 ~1'W1'Whh.Je:Jt.Jf1'Jl @) <deJ.:J 

~.m.<C. iJ<de:J.:Jb~eJlJ\91eJn'IJ~eJ-.triYlbn'U-iJe:JlJG'Ibb'IJ'U usb 3.0 TYPE A ~1'Wl'Whlue:Jt.Jf1l1 C9l <deJ.:J 
" 

~.ID.<t. ii6'11tJb~eJlJ\91eJ bbfl~eJtJmru~1t.Jb'VJVJ1lJlJ1~"J~1'W~IN~~~6'11lJ11~boif.:J1'Wfl'Ubb1-:J~'W1vJih ~~o 
' ~ " 

bG'lVJb~ 

~.m. t~tlmruel1'1JiJeJ3Jfl~1fl~ti~~LflUiJV3Ji'l Ltuuiiw~n,)''IJUtl~fl'IJfl1'U~f.l'IJVlULLUU SAT NIDE 
~ 'U 'U 
0 ..; 

~1'1J1'W 1€1 Lfl':iti.V'l~ 
~ "'"""' Jf 3JfUl.Afl3JUfl~~'W • 
~.m.<Pl. b tl'W ~ umru ~ eJ eJ f1 bb 'IJ 'UlJ 1 bu'V'l1~ 6'1°1'\ll 'fuue:J.:} fl'W f111 b~ tJ 'W ~'Ub 'W f11i~ il "\l'W \j"\l'll 

'V'lt~1'W'Vl~n~1'WVJ1~ b VJI"l1 u 1fl~61116'l'Wb VJ~ 
""' 

~.m.m. ii'VIU1"\leJ 'Vl~eJ1 'Wbb6'11Yl~6'lm'W~UeJ~fl'Wf111b~t.J'W~'U(Write block) "1Jf.LJ~vl1~1'W 

~·'"·'"· ii"lieJ~b~e:JlJ191e:Jnul"le:JlJ'Wlb~e:J{bb'U'U usb 3.0 'Vl~e:J~f111 ~1'Wl'Whlue:Jt.Jf1l1 @) <de:J-:~ 
~.m.te. iJ<deJ-:Jb~eJlJ191eJtl'IJ~eJ-.tr~YJbn'IJ-iJeJ\jflbb 'IJ'IJ SATA ~1'Wl'Whlife:Jt.Jf1l1 C9l <deJ~ 
~.m.tt. ii"lieJ~b~eJlJ191e:Jnu~eJ-.tr~YJbnu-ii'e:J\JG'lbbtJu IDE ~1u1uhJue:Jt.Jn11 @) 'lle:J-:~ 
~.m.o. iJ6'11m~e:JlJ191eJ bbfl~e:Jtlmru~1t~1vJ~1~lJ1fl1:01'W~IN~~~6'11m1~1i-:~1unubb"J-:~~u1vJ~1 ~~o 

q ~ " 

bG'lVJb~ 

'W.!il.€l .......... ~ ....... tll~15'1'Wf1'f~:J.Jf111 
'V'l.l'l.!il ..... ~ ...... ~ .••• f1ll:J.lf1'1l 

'V'l.l'l.t~ .... ~ll:Utl'l1 'V'l.l'I.'VI ............... ~.: ....... ml:um1 

l.l'l.€l .......... :0..~: .. ~r. ................ f11l:J.lf1'1ltb~~t~'!J'1'4f1'1l 



~I • I .. .,J 0 
"' .'1 "' <:>~ "' b .. ~.ct'.G>. bu'l.J €l un'aru 'V1 €l €l f1 bb 'U'Ul11 bu ~ 1~ &'11Vl~'U u €1-:J f1 'l.J f1 T'Wll CJ'l.J 'V1 'U 'l.J f11~1Pl ~1 ~'W &'l~'U • v 

~ CJ1'l.J'Vl""f1:fi1'l.J'V11~b 'Vlflt 'l.J 1~~&11~&'l'Ub 'Vl~ 
"' 

~.ct'.l£1. ii'Vlti1~€l 'Vl~€lh·.Jt.b&'l~~&'lm'W~Del~n'Wm~b~CJ'l.J'Iilu(Write block) -vru~v11~1'W 
~.ct'.oo. ii"lieNb~€ll!~€lfl'UI"l€JJ,J'Vbt.~P~elfbt.'U'U usb 3.0 'Vl~€l~f1l1 ~1'W1'Whitielc.Jf1l1 (9) -d€1-:J 

~.ct'.ct'. ii"li€l~b~€ll!~eltl'U~el~~bn'U-1J€ll!~bbU'U SAS li11'l.J1'W1~u€lc.Jfll1 (9) -del~ 
' v 

~.ct'.ct. ii&'l1m:timJ~€l bb~~€l'LJrm:W~1CJ'I.'W~P~1l!l!11Pl'Hi1'W~~~IPI~&'l1l!1'mt-U'~1'Wnul.b'a~~'W1vh~h ~~o 
• "' v 

b1~Vl'1~ 

~.ct. ~'LJm-rubt.'lJ~.:J-d€l.:Jb~€ll!~€lbb'U'U IDE 1'LJc1-:J PCie port ~1'W1'W ® ~1/"q~ 
~.b. ~'LJm-rubb'LJ~.:J-deJ.:Jb~€ll!~mbuu PCie Card SSD 1<Jt1~ PCie port ~1'W1'W ® ~11~~ 

• 
~.rd. ~'LJmnJbb'LJ~.:J-da.:Jb~€ll!~elbbUU PCie M.2 SSD b'LJcJ.:J PCie port ~1'W11.J ® 1'11/<q~ 

~-~· ~'LJmnJbb'LJ~~-d€l~b~ell!~€lbb'UU Apple SSD 1<Jc1-:J PCie port ~1'W11.J ® 1'11/<q~ 
ol .-.,J 1 .,j OJ -' OJ 0 OJ 

~.~. €l,ufli'UJb~ellJIPI€l?lel~~bfl'U"?J€ll!~bbUU SATA bb~~ IDE ~1'W1'W ® IPI'd/~~ v • 

G>o.1tl-atLn':i:UIPI':i1~ii'lil'U"llil<~ii:vduu-a~uubfl~il"lha ~1'1.11'1.1 G> "If~ 
.,. .., .... Q,l Jf • 
:UfllNii'I:U'U\PI~~'IJ 

~I 'l. I .,J 0 .., 0 21 .,J .I "' .,J I 'l I 

<WO.<W. b u'l.J b u~bbn':il!Vl€lel f1 bb 'UUll1 bu'V'l1~&11'VI'a'UVl1'VI'W1VliPI'a1~&'lelUbb~~ u'a~b:IJ'WI"l11:Wb&'lcN ~111~el'l b'VI'd 

m-a~~A11"!11:W'LJG'lel~Jl tJ (Vulnerability Assessment) 

<Wo.kl. &11:W11n~P~11~&'lelU-da~ 1 wi-vel.:JbD1'VI:W1tJ(Target) ~.:Jd 
G>o.ID.<W. ~tlmru Network 1~bbn Firewall, Router, Switch, Printer, Storage btJ'Wmh~i!eltJ 
<Wo.l£1.'1£1. 1~'U'U Virtualization 1 ~ bb n \JM.ivare ESX, ESXi, vSphere, vCenter, Microsoft Hyper-V, Crtrix Xen 

Server 1. ~'l.J mh-:Jtia tJ 

<Wo.kl.m. 'a~ U U tll) U &i 1111 (Operating System) 1191 bb n Windows, OS X, Linux, Solaris, 

FreeBSD, Cisco iOS, IBM iSeries bU'Wmh~tiatJ 

<Wo.l2l.ct'. 1 ~ 'U 'U fO 1 'l.J -1f €ll! ~ (Database) 1 ~ bb n Oracle, SQL SeNer, MySQL, DB~, lnformix, 
"' v 

PostgreSQL, MongoDB b~'l.J€lci1-:JU€ltJ 
<Wo .ID.ct. -a ~UUbl Ubbel'V'l'V'l~ bl"l-ti't~ NVeb Application) IPI1l! ON ASP vulnerabilities 1191 bb ri Web Servers, Web 

Services, t.U'l.J€lci1~tielc.J 
<Wo.kl.b. 1111 ~ ~ f1 1 Configuration -vel 'I -a~ u u Cloud 1191 bb ri Saleforce, Amazon Web 

SeNices, Microsoft Azure, Rackspace bU'Welci1'1Ueltl 

<Wo.ro. &11:WTm~P~11~&1€l'Ufl11~'11"111"!11l!'LJG'l€l~JlCJ\?\1l!lJ1\?\'H511.J PCI DSS, CIS, DISA STIG 1191bU'Welcl1'1 
"" ... 

'Welt! 

<Wo.ct'. &'11ll11n\?\1T'il&'lelU-del'lb'VIl.fl1tJ11.J~~UUbl"l~el"ChtJ'vfl.ff'l1'l.J 1Pv4 bbG'l~ 1Pv61~ 

<Wo.ct:. &11l11~n\?\-a1~'Vl1-li'€l\)~&1'1~qJ (Sensitive Content Auditing) 1191bbri Credit Card Number bbG'l~ 

SSN Ulb tlt.rmh:nlew 
<Wo.b. &11:W1~n\?\ ~1"il &'tel u"CieJ '11 wi-vB'I b U1'VI:W 1 tJ1191 bb uu1~ ~ el 'lb .ff-11 el:W G'lbb&'l~'I~Vl~ (Credentialed v 

Scanning) b itJ eliPI~1 ~'VI1fl1~~'1A11"11 1:w'LJ 6'1 eJ ~.nv-v el'l~~uu (system hardening) bbG'l~ 111~ 
u-rutl1'11tl~bbfl'al! (patches) vi'hJ1191&1~~-!I 

G)o.rn. iim"i~~fl1~UI"l~ bh 'W'WI"l11l!h~tJ'I"?J€l-!!-del'l1 'Vl''l\?\1l!ll11Pl~fii1'W cvss 11911. U'W€lci1-:JU€JCJ 

•.•. a .......... 'O?L..r:tf::. ....... """''"""""" •·•·•······~"'""" •·•· •............ 0:::'::::': ......... n>>JJn" 
'V-l.VJ.VJ .............. ~ .... m~3Jm~ ~.VJ.B ............. Y.::.:.?:! ................ mii3Jn1iitte'I:Sbe'I"U1'4fl'l'S 



oJ oJ .. I I 1 I .,j '"I ._j'J 111 1 <>( 

e>o.~. &11~1".iflV!1fl11~6'f~'VfWf.i''.i'~vt'd1\llllle:J\I vt1bb1.1~bfl".ie:J\1~8Vlbllllb't.Jn1'.i' '<il~\)'1 (Exploit Framework) 

t#i'bbrl Metasploit, Core Impact, Canvas bb1.1~ ExploitHub I.U'We:J~1\IU8tl 
G>o.~. 6'11~1'.i'fl'U~Vn'.i'~{9}n1".i~1'W Web Interface 1#1 

G>o.G>o. 6'11~1'.i'Clbb&"f{9}\lbb1.1~ '\.Jf'Ubb~\l'.i'1ti\11'W b.jAje:J~{9}b~cwu8~1.11'11~"1!8-:t1wi bbG'I~ host 1~ '51~~\1 
'U 

&11~1".ifl6'1~1\l".i1ti\11'Wb'W".i'Ubb'U'U'.i'1ti\11'WG"f".i'U (executive summary) 1#1 
'U q 

e>o.G>e>. 6'11~1".ifl6'1~1\l".i1ti\11'Wb'Wi'tlbb'U'U XML, PDF, HTML bb1.1:: CSV 1vi'ttl'We:Jcl1-:tUeW 
'U 

e>o.e>l£1. 6'11~1".i'ClG'l-:t".i1ti\11'WtiJ1.1fl11'1'l".i'dliJ6'18'U(Scan) ~1'WVl1\l Emailb{9}CJbmU".i'bl'lfl8G'I STMP 1~ 
e>o.e>m. 6'11~11'fl~t91~\I'U'W".i~uu'\.Jft'l1&1rn".i'1#l 191-:td 

G>o.G>m.G>. '.i'~uutl~'l1&1nT~ Linux 1~bbn Red Hat, CentOS, Oracle Linux, F~dora, SUSE, 
FreeBSD I.U'We:Jcl1-:tU8t1 

e>o.e>m.l£1. ".i'~uutlft'I.Mrn".i Windows 

e>o.e>m.m. ".i~uutllju&1rn1' Mac os x 
e>o.G>m.cr. '.i'~'U'U Virtualization 1~bbrl Microsoft's HyperV, VMware ESX bU'We:Jcl1-:tUe:JtJ 

G>o.G>cr. 1 U'.i'bbm~vltl' 1 b6'1'W eJ i9l e:J·:Ii1~1lll ~'Vl ~m'.i' 1-li-:t1'W 6'11~1'.i'fll'l 1'1 :U6'1eJ u"lieJ-:~ 1 vn' bb uu hJ"i11 n t911il'1'W TW 

bfl~B-:~ b thvt~1CJ (Unlimited host) l.b1.1~ 6'11~1".i'flboU-:t1'WL#i'b tim 1611 1lJu eJ t~n11 ® tJ 'W~e:J~~-:t 
&11~1".i'm)'W b{9}Wo1'WoUeJ~1.1~e:J\11 vt'di. vtlJ 1#!\)'11.1€J {9}"a~CJ~ 1.1611 1<U'-:t1'W .., 'II 

@@. t'll~un~3JQfiu-li'e:~\jtt~~ntt'Ufil1nu1i~~t'tn 1il1tJ1'W @ "q{9} 
"' "'"' 01 J( 3J~Nt't3J'U\JI~~'W 

~ .,. ..1 ...!] oJ "'"'~ "' 
e>e>.e>. 1. th.J b tl-a1.1.m~Vle:Je:Jmb uu~11.u'W1~.,,vt".i'UQ fl'W"I.Ie:J~1.1 

e>e>.la. ".i 8 \1 f 'U 1 'W '6'1 1 ~ 'U 'U (File systems) FAT(FAT12,FAT16,FAT32) ,exFAT ,NTFS ,NTFS5 

,ext2/ext3 ,HFS+ ,ReFS 1~bU'We:JV1-:tU€l8 

e>e>.m. 6'11~11flfloU€J~G'I"il1fl".i~'U'Utllj'I.Mrn".i' windows 1.1.1.1~ OSX 1#1 
~... 'U <f I IV I ... oJ J( 

G)G).G:'. &11~1".i()fl"IJ€J~1.11 'W1.1tl":i~bflVll'l1\l"' b(91€JtJ1\I'WeJtJ {9}\I'W 
'U <U I 

e>G>.G:'.e>. tl".i'~bflVl1'W'6'lbe:Jfl6'11".i' 1#i'!.brl DOC/DOCX, XLS/XLSX, PPT/PPTX, PDF, CWK, HTMUHTM, 

INDD, EPS bUt~mh-:tue:Jtl 

e>e>.cr.!a. tli'~bflVl1'W'6'11~1eJ 1#i'bl.rl AVI, MOV, MP4, M4V, 3GP, 3G2, WMV, MKV, ASF, FLV, SWF, 

MPG, RM!RMVB, MPEG bU'We:Jth-:tue:J& 

e>G>.G:'.m. U'.i'~bflVlL'W'6'l.n1'jl'j L~bbrl JPG/JPEG, 11FF/llF, PNG, BMP, GIF, PSD, CRW, CR2, NEF, ORF, 

SR2, MRW, DCR, WMF, RAW, 9NF, SVG, RAF, DNG bU'W€lcl1\IUe:Jtl 

e>G>.G:'.cr. th~bfl'VlL'W'6'lb~tJ-:t L~bbrl AIF/AIFF, M4A, MP3, WAV, WMA, APE, MID/MIDI, RealAudio, 

VQF,FLV, MKV, MPG, M4V, RM!RMVB, OGG, MC, WMV,APE bU'W€lcl1\IU€ltJ 

G>e>.ct:~. 'lh:a.rlVlbi"l~~bdJj;'j b~bbrl PST, DBX, EMLX, Outlook biJumhnJ'e:m 

e>G>.G:'.b. tl'.i'~bfl'VllrM~'W1L~bbrl Archives(ZIP, RAR, SIT, ISO), exe, html, SITX bU'W€lcl1-:tUeJtJ 

'V'i.~.€l ••.•••..•. ~~ .... tJ'a~fi1'Wf1'a~1if11~ 
'V'i. ~. ~ .............. .y!. ..... k:. ......... fl 'a'd11 fl1 ~ 

··········~"""'' ................. ~:·········""""" 
~.IPI.€l ............. '~;~."?! .................. fl~~11fmtifl~tr.'l'1l1'4fl1~ 



G)O 

®m. l'IJ"attn-aaJtifluoii't~!!J~lwm~omru \i1u1u G) "'f~ 
"" .,.,.~JI 'IJ 'IJ ~ 
!!J~rua!!Ju~~~u 

®m.@. btl'W 1 tJ-abbm!!J~e:JeJmb uu!!J1bQ'Vl1~~1Vi~\Jn~'lJ-rrel!!JG'l 1 'W~ 
'U 'U 

®lt:l.lt:l. G't1!!J1'H1Q~'W-rrm~mnn1'W~-a~uu(File systems) b~bbri NTFS, FAT(12/16/32), exFAT, HFS, 

H FS+ b D'W mh:nr m:J 
"""'~ .., ..J 0 1"' ®l€l.m. 6'fl!!J1'at1Qfi'W"lfel\JG'l'VI'VIl.:Jl'Wbb'U'U RAID(O, 1,5) ~ 

G>l€l.<I.'. G't1!!J1'it1'Vhn'W~1!!Jtl'U Microsoft Bitlocker 1~ 

G>m.<t'. G't1!!J1i't1Q~'W partition "lfeJ'l~n{~~G'fflb~ (partition recovery) 

®m.b. 6'!1!!J11t1Q~'W-rr€l\JG'l'<il1flb'W~61'1b'W1-rrel\JG'l®"11~~6'fn(drive image) 1~bbri .oo, .RAW, .E01, .AFF 

btl'WeJ~1·n!mJ 

®m. "lf~~11'1il'Wa'lil,M1Vi'i'um1tifluoii't~!!J~"1nwu1u'VIami1U~~i~ \i1u1u G) "'f~ 
..: ,.,...,'IJ.,J/ 'IJ 'IJ dS • 

!!J~rua!!Ju~~~u 

Glm.Gl. b tl'W"lf~eJtJmrubbG'l~ 1 tJ-a bbm!!J~eJ eJ n bb uul-11 bu'l"'1~~1Vl1um-a\91-a1"il6'feJu szimJbb61l!!J bbG'l~ m-ati~u 
• ' 'U 

-rr eJ!!JG'l~1JuVi n eJ tJ 1 'W~eJ1JuVin-rr eJ!!JG'l ~~~Gi 
'U 'U 'U 

G>m.l€1. G't1!!J1'im~€l!!J~€l~€lU'WVin-rreJ\jG'l~~~Gi "lfil~ SATA bbGi~ IDE b~btl'W€1~1\IUeltJ 
... I<!! <V dl .., ....... .,j., 

®m.m. 6'f1l111m"lfeJlJ\9leJ?leJ'U'W'VIfl"lfel\JG'l~"il'VIG'ltJ'Vi€l Seagate, Western Digital, Fujitsu, Samsung, 

®m.G:'. 

®m.<t'. 

G)Ql,b. 

Gli.YI.Id. 

G)Ql,c;;c:, 

Gli.YI.~. 

Maxtor, Quantum, IBM (HGST), HITACHI, TOSHIBA b~bU'W€1~1\IUeltJ 

iJ~tJmrubU'W"lfil~ Four-channel PCI Express 1"111lJb~1 hctGB/s Vl~eJ~rrh 
6'f1lJ11t1'vhnunu Hard Disk "lf'W1~ m.ct U1 bbG'l~ hct U'd 1~bU'UEJ~1\IUeltJ 
6'f1!!J1';lt'llbl"l11~~-rreJ~~'\"'G'l1~"lfeJ\I Hard Disk (Diagnose the HOD) 1~ 

6'f1l111t1eJ1'WbbG'l~b~tJ'W-rreJ!!JG'lb'W?b'W Flash ROM Areas 1~ 
'U 

6'f1l111mbm"lffh S.M.A.R.T parameters 1~ 

6'!1!!J11t1vll\llt.lfl'U1~'U'UtJDu&im';l Windows XP, 7, 8 bbG'l~ 10 Vi~e:J~flll 

®<t'. 1'1J"attm!!J1tfl11~~'a~'U'Ufi11!!JU~€1~fltl'UU'a~'U'Ufi€1!!JW1b~€1i \i1U1U ® 1!~ 
.ct QJA QJ J/ 
a.~~ruaa.~u~~-3u 

®<t'.®. b U'W 1 tJ-abbmlJ~€leJmb uum bQ'\"11~1>'11Vi-r'Um1"il6'feJ'U"tl€l.:J 1 Vl'"l 1"111lJtJG'leJ~.fltJ (penetration testing 

T oolh~'U'UI"leJ1l'W1 b\91€1{ 

G><t'.l€1. G't1!!J1it1'VI~?Iel'Ufl1Wil1~';l~'U'Ubb'U'UeJlPlb 'W~&i1~tJiJ15m1 hll~'bJ'Li'mm-;h le>,ooo Exploit 

G><i.'.m. 6'f1!!JT'm&i~~\lboU-!11'W 'U'Wi~'U'UtJDu&in11 1~bbri Ubuntu Linux, Microsoft Windows Server, 

Microsoft Windows 10, Red Hat Enterprise, Linux Server bU'WeJch\ltJeltJ 

G><i.'.<I.'. i11~'U'U'U~Vi11fl11~~f111~h'U'V11'l Secure Web Browser (HTIPS) 

®<t'.<t'. G't1!!J11t'I'VI~6'feJ'Ufl11b"il1~1~'U'U b~tJ evades Leading anti-virus solutions 1~ 

<P><E'.b. ?ll!!Jl1t1'VI~6'fel'U Reuse Password 'Vl~e:J Week Password 1~ 

®<t'.ld. 6'f1!!J11t16'!-rl\lfl11'VI~6'feJ'Ufll'a'VlG'leJf1Gi1\l (Phishing testing) 1~ 

G><t'.c;;c:. i11~'U'U'U~'Vl11~~f11)Jl.JG'Jf11)'VJ~?Iel'Ufl1'5ViG'l€lflG'J').!J 

W .•. O ........... ~o.:t:'.: ......... U"B1UflTIUfl1' •.•. e ...... ~Ufl" W .•. W .....•......... fl:!::l:.l.: ....... fl,Ufl1' 

'l'l.~.(ll ............. ~ ..... m"J:um"J 'J.\'I.€l ............ ':!:.~:':~( .............. m'J:um"Jbb~::b6'1'U1'!1f11'J 



di ~ d d 0 d 
~tt:.~. Lfl'a€Hifle:l3J'VII'Jt~e:l'a'WflW1 bL'IJ'U'VI ~ lil1'lJ'J'lJ ~ Lfl'ae:l~ I "q~ 

3j~rufl3JU~~~fl' 
~ct:.~.~. i1vttJ1CJtl1~:W1G'JI).JG'Jf16'11-:J (CPU) ~ilbbfl'Wtl1~:W1G'Jf).JG'Jhl1!f.ltJflrJ1 b bbfl'WVI~fl (6core) 

®b bbfl'Wb6'f!if.l'W (12 Thread) ilvttJ1CJF111:W~1bb'U'U Cache Memory 11:Wb'W'a~l?i''U 

(Level) b~CJ1tl'W "1l'W1~hJ1!eJCJflrJ1 ®b MB iJM11:Wb ~1~ruru1W'W1Wf11-vr'W\11'W1~1!f.ltJ 
f1rJ1 ®.~ GHz bbG'l~iJb'VIFlb'W b6'18b~:W~ruru1W'W1Wf11bm'W;1~~~€l-:J1oifM11:W ... 6'11:W1'W1 'W 

<U <U 

fl11tl1'~:W1G'JI).JG'J6'f-:Jb~1JeJCJnrJ1 ~.mJ GHz ..U1'W1'W ® VltJ1CJ 
'U 

~ct:.~.lm. ilvttJ1CJF111:W..U1vt~f1 (RAM) "UU~ DDR4 ilm1:Wb~1 Bus ®bbb MHz bb'U'U ECC SO-

DIMM Vl~f.l~flrJ111:Wbb~b-nu1~1~tieJCJflrJ1 b~ GB 

~ct:.~.m. ilvttJ1CJtl1'~:W1G'JI).JG'J b vleJ bb6'1 ~-:Jf11'\Al ~ilvttJ1CJF111:W'o\l1vt6Yn1 'W f111'bb6'1~-:Jf11'\Alon'W1 ~ b~UB EJ 

f1rJ1 ~ GB 
.C:i I Q..l ~ 2.! • .c:t. ~ q 1 

~ct:.~.<t. :WVI'W1EJ:U~bf1'UonB~G'lbb'U'U Sol1d State Drive "U'U~ M2 2280 NVMe V11'€l~f111 -nu1~ 

F111:w~1~tif.lEJflrJ1 ® TB 'o\l1'W1'W @ vttJ1EJ 
... .,J QJ ... 1 IV I , 

~ct:.~.ct:. :Wiile:Jf11'\Albb'U'U IPS 'VI1eJ-:J'a'UFl11:lJG'l~beJEJ~ :lJ'WeJEJf111 ®,ri®o x ®,o~o P1xel bb'U'U 

HDR "UU~ ~oo nits Vl~e:J~fll1 bbG'l~il"U'W1~b~'W'VIbbCJ-:J:W:W1~timm11 ®~.~ tl1 • 
~ct:.~.b. il-dB-:Jb~eJ:lJlYleJ (Interface) bb'U'U USB 3.1 Vl~eJ~f1111~timm11 ® "!ie:J-:J 

~ct:.~.lrl. il"liB-:Jb~B:WlYlB (Interface) bb'U'U USB-C Thunderbolt 3 Vl~eJ~f1111~tiBCJflrJ1 ® 

"!ieJ-:J 

~tt'.G>.~. il-deJ\Ib~eJ:w!Yimb'U'U HDMI bb'U'U ®.o vt~tJ~n'i1 '<il1u1u1~umm'i1 @ "lieN 

~tt'.G>.~. il-deJ-:Jb~tl:WlYlB'a~'U'Ubrl~B~1tJ(Network Interface) bb'U'U Mini Gigabit VI~Bbb'U'U 

10/100/1000 Base-T Vl~tl~fll1 'o\JTt.n'WhttitJCJnrJ1 &> -cie:J\1 

G>ct:.~.~o.6'11:lJ11~1oif-:J1'W Wi-Fi 1m~UeJEJf1l1 802.11AX bb'U'U 2x2 AX 

~<t'.~.~~.6'11:W11~1-il'-:J1'W1~bju-eJ!:Jf111 Bluetooth s.o 

.ol .... <f .ol 0 "" 

~<t'.kl. Lfl'ae:J.:Ifle:J3JW1L~e:J'a'Wf1W1 LL'U'U'VI kl lil1'1..!1'1J klo Lfl'ae:J-:1 I "q~ 
... "'"".., Ji 
3J~Nfl3J'U~~~'l.J 

~~.kD.G>. ij'VI'tbt~'\J'a~3-J161~61n611~ (CPU) vii'l~~fl'W'\.h~3-l161tm't~h!eJt~m'1 ~ ~~n'WVI~n (4 core) 

~ bbfl'W b6'filB'W (8 Thread) ilvtt11 EJF111:W~1 bb 'U'U Cache Memory ·n:w1 'W 'a~ ~'U 

(Level) b~~nnu "ll'U1~1~tiewn11 ~ MB iii"1113-Jb~1'6Ytyty1ruu1'Wmvlu3!1'WhJuB!:J 
n11 @.~ GHz bbG'l~iib'VIrlL 'U LG'JVbiAl:w'GYtyty1W'U1Wf111~ umru~~B-:Jb-il'I"111:W6'11:W1'm 1 'U 

•·•·•········~···· n~:~::::.:~;·L~~::".~~~~':":•: ................. ~· ...... n"""" 
'V'I.Ill.lll ................ ~ ...... n':i':l2.lm':i ':i.lll.PJ ............. ~.~:.~ ................. n':i':i2.ln1':ibl?la:b?J'll'1'4m1 



G>ct'.l£1.1£1. il'VItldt:.Ji"111:W..u'TVl~f1 (RAM) 'IJU!?l DDR3 ill"l11l.Jb ~h Bus l§:l(§)(;Y)Gn MHz bb'U'U LPDDR3 

Vl~eJ~n1Tn:Wbb~1"1J'W1!?1hJue:JtJf1'h (§)b GB 
.l:::ilt Q./~2/ ~ ..:!l~J 
l.JVI'W'Jt:.J"ill?lbf1'U'/Je:J\jmb'U'U Solid State Drive 'IJ'Wl?l M2 2280 NVMe Vl1e:Jl?lf111 "1J'W1!?1 

i"l11l.J~b~Ue:Jtlf1'll (§) TB ..u'1'W1'W (§) VltJ'Jt:.J 

il"ile:Jfl1'Wbb'U'U IPS ~1eJ\If'UI"l11lJG'l~b~tJ!?lb~UeJCJf111 (§),c;<(l§:Jo x (§),o~o Pixel "'.ftJ!?l 

~00 nits bbCJ~il"lJ'W1l?lb?i''WVll,bCJ\Il.JlJ 1~ue:JtJf111 (§)~ U1 • 
il<de:J\Ib~e:J:W~e:J (Interface) bt'U'U USB 3.1 Vl1e:J~n111~1!mm11 ® -de:J\1 

G>ct'.m.b. il<deJ\Ib~eJlJ~eJ (Interface) bb'U'U USB-C Thunderbolt Q1 Vl~eJ~f1111~ue:Jt~n11 ® 

-de:J\1 

G>ct'.m.lrl. il<de:J\Ib~eJ:W~e:J HDMI bb'U'U (§).~ Vl~eJ~n11 ~1'W1'W1~ue:JtJf1l1 (§) -de:J\1 

G>ct'.m.w:. ?11:W11t11oV''l1'W Wi-Fi 1m~ue:Jt~n11 802.11ac tb'U'U 2x2 AC 

G>ct'.l£1.~. ?11:W11t'lboV\11'W WWAN 1m~UeJCJtll1 4G LTE-A 

G>ct'.ID.G>o.m 'V'l~'WVI~.:~tt uuw:wwbb uu LED ~"ll11 
G>ct.l£1. G) G), ile:J'l.Jmruei 1'WC11t~U1ileJ ~ l?l~\l:w11 'W ~d bi"l~eJ'~ • 
G>ct'.lfl.G>ID.ihl1VIUm1:W~.:Jbi"l~e:J\11~tfi'W 1.2 nbCJflf:w 

G>ct'.l£1.G>m.il'a~'U'UD~D~f111 Microsoft windows 10 i'W Pro Vl~fl~f111 ~1'W1'W (§) VltJ'JtJ 

G>ct'.m. 1'1J-aLbO'i3J1Lfl'i1:::t-1ml:::fl11-:~f1113Jtl3JW'lJ6ilt~\J~ 1ii1'lJ1'lJ G) 'lliU1£J I "ll~ 

ii~rufl3JU~~-:~ii 
~ ")

0
( d o Q.J ,Q, tt V Q.l Q/ tt'V 

G>ct'.m.G>. b iJ'W"ql?l b u1bbf11:WVleJ e:J f1 bb 'U'U:IJ1bu'W 1~?11V11'U1bi"l11~VI bbe1~?111\li"l11:W?I:W'W 'Wti"llfl\JG'l 

~e:JeJf1bb'U'U:W1~1VIf'Uf111boV\11'Wbb'U'UeJ\Iflm (enterprise) 

G>ct'.m.l21. ?11:W11t'l~l?l~\I'U'Wbi"l~eJ\Ii"lfl:W'W1t~flitt~'ll1mb'U'U Cloud 1~ 
G>tt'.m.m. ?11:W11tlb~€J:Wbl:J{!oil€J\j6'lfl'U~1'Woil€J\jlil1~bbfl SQL Server, Access Database, SQL 

G>ct'.m.ct'. 

@~.m.'b. 

Server Analysis Services Database, Oracle, MySQL, DB, Sybase, 

PostgreSOL,Microsoft Azure SOL Database bblil~Azure SOL Data Warehouse 

1~t tl'W€J~1{!U€Jt:.J 

?11:W11t'l ?111{1 tb~'W~{! i"l11:W il':w~'W rh~Vf11{!-il e:J\jlil~ 1{1, ~till, off1:w11 'W1~ uu1~ bl?l tJ 

bb?II'I\I~Clb'W~'l.Jbt'U'U report view, datasheet view bblil~ relationships view Hi' 
ttl'We:J~1.:~um.J 

?11lJ11m-ii'1~1~'U'U"il1fl~oV\11'W Account V!lil1CJ11CJ(Multiple Login)b~m1'Wt1C11 

b~tnfi''W1~ 
m ~ .. :ntJ?I1m'atlfhVltJI'If11'Hb tJ.:Ji'JtJ-iJ'€ll-JGln'Ue.J'l ~'l1tJ'a1e.J~tJ ~ b tJ'ail:l'U'U 1Ji' 
'IJ " 'IJ 

?11:t~11mt?ll'l\l ~Clf111~'hr!11~vtoii'€l\JG'lb 'W~'l.Jtt'U'U t iu 1611~1~ 
?11:W11tlbb?l 1'1\1 Nlil f1111 bi"l11~vt-ff€l\jlilb 'W ~'I.J bb 'U'U bbN'Wm~ 
?11:W11tlb~e:J:W~eJfl'U:01'WoifeJ:Wlil SQL Server, Analysis Service U1ttl'We:J~1{!Ue:Jt.J 

"" 'U 

l'J.(ii.€J .••.. ~ •••...••..••• th:!li1'l.Jtl)):Wtl1) 

l'J.{II.{II •..•.•. ./..~ ........ m-a:wm1 
············~"""" ~ .•.•.............. ~.:·······""""'' 
),{II,€J ........... ~:.:.~ ................... tl)):IJtl1)~b~:::~~'ll1'4tl1) 



@ct'.GO.G)O. 'G'l1:lJ1'H'leJeJ fl bb'U'U~tJ bb 'U'U~1 tJ-!11'W fl1~~hfl~1~'Y1oUeJ~ iil b~tJlhtJ bb 'U'U ~ 1~1-!1 (table) 
'\) '\) '\) 

~1~1-!lbbUVI~n611 (matrix) bbiil~ -zn1~ (chart) 1~dJ'WeJ~1~UeJtl 

@ct'.m. G)G).ffi th bbfl1~?hvrfueJeJ n bb 'U'U1'tl bb 'U'U~1tJ.:J1'W m'iJ bWn~t-1-ifeJ~iil '<\11tleJN~~1'1 tJ b~ tJ1 ntJ 
.=J .c)t t .d '\!~ tf II .:::J iJO iJ''U 'U 

'Vl'G'l1~11't1191 ~191-:J'U'Wbfl1'eJ.:JfleJ~'Vr1 b\91 eJ1'bbU'IJ1tJ'Vlm "1itl1'llf'W~ bt9l 
'\) 

:'flo! .J 'It-' "" d'~t-' ol"'"""' t-'"' 
@ct'.m.@l£1.~ b u~bbf'ld~'Vl'G'l1~11't1 b "1i-:!1'W'U'WfleJ~'W'dbl91eJ1''Vl b "ll1'~'U'Uu!)'UI91 Windows fl11''<il1tl~~iill91 

cj .,. d o I "" ., v 
~1t!b!PltJ'dfl'W 'Vl'G'l1~1~t1bb'G'lt9l.:JNiil11tJ\l1'W eJeJmb'U'U1ubb'UU11tl\l1'WflTJ''Jbfld1~W1/eJ~iil 

'\) '\) 

bbiil~1bfl11~'Y1-ifeJ~iil'<\11m~uu1~ 1t9ltJ'G'l1ll11n 1 ~.:~1u 1~'W~eJ~nu hiuBtJn11 ~ tJl ~ 
G>ct'.GO.@m.m tJ 1'bbfl 1'~~1 ~b ~eJ~~ eJ tl'U bb 'll!~\loifeJlJ(;l~~ eJ.:! fl11' b ~ mJ1b tJtJ1~~'diilN 61U'W bfl ~f).:! 

'\) 

fleJ~oW1bl91eJ{bb~~1tlbbUU Cloud 1~ 

G>ct'.m.G>ce.iltteJ'lJ'W~bfl~'W~'G'l1~11t1 1i.:J1'W'U'W 1 'Vl1Pl'W'n~1il1::i'UU'lJ~u~ flTJ Android bbiil::i 105 

'<\11n~~~l91~1m~mn'W ~'G'l1m~mb'G'l~\l~m1tJ\l1'W'<\11m~uu1~ 

G>b. "l.ft9lf!'I.Jmru~TI~1tfl~1::~m'l::w~~u1'Vl':iflw~iia~a - d1Vl~un1Aau1u ~1'1J1'1J m "l.ft9l 

'I.J':i::ne:~u9ba 
"" "' .. 0 "" G>b.G). bfl~el.:Jflel3J'W1LI1lel':i'Wfl'W1 '<i11'1J1'1J 1£1 bfl~e:J-:1 I "lft9l • 

"" Ql ... "' Jl 
3.lflrua3Jui'I~.:J'IJ 

@b.@.G). il'VItl-wtl~~~1iil~iilniil1\l (CPU) ~ilbbfl'Wth~~'diilNiilhh!eJtJn11 b bbtl'W'VI~fl (6core) 

r"· .. ·"'· 
I 
G>b.G>.ct'. 

@b.G>.Irl. 

G>b.@,c;;;, 

@b.@.~. 

®~ bbfl'Wb'G'lileJ'W (12 Thread) il'VIt11tJfl11~"il1bbUU Cache Memory ·n~lu1~#l'u 

(Level) b~t~ln'W "1l'W1t91hluewn11 @)~ MB ilfl11:wb11GYtyty1tu'W1<Wmvr'W~1'WhJ'li'm.J 
n11 hb GHz bbiil~ilb 'Vlfl1 'W 1iil~h~:wGYtyty1tu'W1'Wm1m 'LJmru~~eJ-31 ifl11~m~11n 1 'W 

fl11'U~~:W1iil~iil'G'l\lb~UeJtJflrJ1 ~.ct GHz li11'W1'W ® 'VItJ'JtJ 
'\) 

il'VItJ1tJfl11~1i11'VI~fl (RAM) 'lltlt91 DDR4 ilr~11:Wb11 Bus ~bbb MHz bb'U'U SoDIMM 

'VI~eJ~flrJ11'1~bbii'1"1i'W1~1~ueJtJflrJ1 b~ GB 

il'VIt11tJtl1'~~1(;l~(;l b ~eJ bb'G'lt9l\li)1'W ~il'VItJ1tll"'l11:W':i11'VI~fl1 'W fl11' bb'G'lt9l\li)1'W"1i'W1t9l hl'li'eJ tJ 

fll1 ~ GB 

iJ'VI't.btJlij't9lb~UoUeJ:W6'1bbUU Solid State Drive "1itlt9l M2 2280 NVMe 'VI~eJ~fll1 "ll'W1t91 . '\) 

1"1113J'<\11~ueJtJfl'Jl ® TB "il1'W1'W ® 'VItJ'"JtJ • 
iJ~eJi11'WbbUU IPS ~1'eJ\lfUI"'l113Jiil~bBtJIP"tb~UeJtJflrJ1 ®,l'i~o x ®,o~o Pixel bbiil~il ., 
"1i'W1t9lb?i'tJ'Vlbbt1\llj~1~'li'eJtJn11 ®mJ il1 

il~eJ-!lb~eJ~~eJ (Interface) bbUU USB 3.1 'VI~eJ~fl111~tieJtJflrJ1 m ~N 

il~eJ\lb~eJ:W~eJ (Interface) bbUU USB-C 'VI1eJ~fll1b~cWeJtJflrJ1 ® ~eJ"' 
iJ~eJ"'b~eJ:W~e:JbbU'U HDMI bbU'U ho 'VI~eJ~fll1 "il1'W1'W1~<tJeJtJflrJ1 ®~fl.:! 
il~eJ.:Jb~eJ~~eJ1'~'UUbl"'l~eJ~1tJ(Network Interface) l.b'U'LJ 10/100/1000 Base-T 'VI~eJ 

~flrJ1 "il1'W1'W 1~cWeJtlflrJ1® ~f)\} 

@b.G>.G>o.'G'l1:W11't11-if"'1'W Wi-Fi 1m:!JcWeJtJfll1 802.11AX bbUU 2x2 AX 

G>b.G>.G>G>.'G'l13.1Tm1i"'1'W Bluetooth 1m:W'li'eJtJn11i'W 5.0 
~ 6'1 ~&$~:/ ~QJ ~ 

G) b.G>.®l£1.3JeJ'\.JfldtueJ1'LJ(;l1tJ'U11JeJI91~191~3J1 b 'W\911 bl"'l~eJ~ . 

•·•·•·······~····c·······~'""'"n'"'"'' •·•·•·······~n"""'' •·•·•············..'~: .......... n,lJn" 
'l'l.\Pl.\Pl .............. ~ ........ fl'a':i~f111 'a.l'l.'e) ............. ~.:~~ ................. fl'a':i~fl1ibb~~b~'1J1'4fl1':i 



G> b. G), G)Ql, ij~'i.J mrueJ 1'W 61~.n{'Vl m{ ~&i ~~.:J~n1 'W~ d bl"l~eJ.:j 

G>b.G>.G>I£'.ij1~'Uu'i.J~llilfn'j Microsoft windows 10 tw Pro vt~eJ~m'1 "il1'W1'W (9) vttht! 

@b.lr.l. <UAltl·mm3JA'51~1tfll'51~~tt~~wa~u1'VI'i~'V'fWfle:~ge:~ ~1'1J1'1J G) Vl'lha I <UA 
.... ~ ..,,....,.!/ 'U ~ 
3.1fJnlfii3J'UAA~'IJ 

G>b.kl.G>. b tJ 'W 1 th bb fl 1~ ~ eJ eJ fl bb 'U'U ~1'611vti''U·:Jl'W ~ 1T'il ~ G'l~tJ V!Gl fll01'W 1 'Vl "jPl'V'J v]iJ eJ t) eJ bb&l ~ 
'll ... 

'rl CJ1'WV!Glfll01'W'V11.:J~ b~fl'Vl1eJil n6'1 ~ij"j1CJfl11eJ'i.Jm ru'i.J1~ bfl'Vl1 'Vl"JPl'rlvliJeJi1eJ~G'l1m"Jt1 
"" ~ < 

~.:JoUellJ&lb~hJtieJCJfli1 \vct,ooo "J1CJfl1"J 
.q 6' QJ 'i" ..:!J I I \.f a,~ 

G>b.k.l.m. 6'11~1"Jmbl"l"J1~V!V!&lfl,!1'Wb~CJb"lleJ~~€lN1'WG'l1t! bb&l~ Bluetooth b~ 

@b.lfl.ro. 6'11~1"Jt1fl1"Jei1'1JoU€l~&l~1fl SIM Card (SIM Card Reader) 1~ 
'll 

@b.lr.l.!£'. 6'i1m"Jt1Vll&'11t.'W1~€l\j&lb'W SIM Card(SIM Card Clone) 1;) 

G>b.lfl.tt'. 6'i1~1"Jt1~"J1~1t.~"J"j1~,~umru~t.b~fl~1~ n'W 1~'V'l~e;~n'W rn ~'llmrut. tJ'Wmh~ifmJ 
@b.lrl.b. 6'i1~11t1~~~mJ&lb'Wbl"l~eJ~b'Vl'afli''V'lv1ile;ne;1~t.bn Call History, SMS, Phonebook, 

Contacts, Audio, Video, Picture, Email, Calendar bb&l~ IMEI (tl1ij)1~t.tl'W€!~1~ 
... 

'WeJCJ 

G>b.k.l.rrl. 6'i1~1"Jt11 t.l"l"J1~,-ii'B\j&l~'llmru'1 'V11?l''V'lv1ile; tle; (Mobile Phone) 1~ tJ fl1"Jvl1~1'W bb uu 

Physical bb&l~ Logical 1~ 

elb.lm.~. 611~ 1"Jt11 bl"l 11~ ,~ e; \! &l"ll e; ~vt'l.h CJ 1"111~ ~01fl1 tJ'W e; fl (Memory Card) ~ ~ bb u 'U 

Physical bb&l~ Logical 1~ 

elb.lm.~. 6'11m"Jt1~11~6'l€J'UoVeJ\j&lfl111-li'~1'W~'Wb~B{bi1~ (Web History) 1;) 

G>b.kl.G>o. 6'11~1';imt.G'l~~v.J&loUBl.m1u"J'llbb'U'Ut.&l"lll01'W (9)b (Hex Viewer) 1~ 
'll 'll "' 

@b,k.l.G)G), 6'11~1"Jt1~.:JoVB~&l'll"Jd'&im-ati.:J1'W1'iJ"jt.t.m~G'l'W'Vl'W1 (Chat) 1~t.t.rl LINE, Whatsapp, 
'll 

Telegram bb&l~ facebook Messenger t.tlue;ci1-:JU€JCJ 

1 .. ..J<o~ !'1 'i ~ d'<\1 <II 1"' 
@b.im.G>Irl. 6'i1~T'Wbb6'1~~".i1tJfl1';J 'V'l&lb€Jf16'i11 (Document) 'Vl~B~b'W b'Vl1ri'V'l'Vl~Bt1B ~ 

G>b.lm.G)ro. 6'11~11mb6'i~~v.J&l1'V'l~ SQLite, XML bb&l~ Plist 1~bU'WBtJ1-:JifeJtJ 
G>b.kl.G>I£'. 6'11m-amoV1TVl6'1GlUG'11t.'W1oVB\j&l (Image Encryption) 1~ 
@b.lr.l.G>tt'. 6'11JJ1"Jt1Be:Jm1CJ\l1'W1'W"J'iJbb'U'U Word, Excel, HTML, XML, PDF, GPX bb&l~ Google 

'll 

Earth 1~bU'We:Jci1~ifew 

@b.lfi.G>b. 1B~i'Uf11"Jvl1~1'W~1JJrl'U Project VIC 1(9) 

G>b.l£1.elrrl. 6'11~1"Jfl"il1bl. 'Wfll'llfl1rl'll"J~bfl'Vl Weapon, Drugs, Vehicles, People, Electronics, 

Financial 119i't.tJ'Wmh~tie;tJ 
@b.lr.l.G>~. 6'i 1 ~ 11 fl ~ ';! 1 ~ 6'1 B u Drop box Offline File Identification 1 'W 1 'Vl1 ?1 'V'l v1 iJ B i1 e:J 

1~uu'lll)llilnT'J Android 1;) 

G)1;;..lm.G)~. illu "Jllfl'S~~~'Vl-r'U?ftJ'U?f~'W m-s ll?f~~ ~G'loV€1~G'l(Viewer) vl?t1~1'iit11.U~1'W 1Jlb~t:J 1~\l n 
'll .. 

UB.:Jrl'Wfl111-li'~1'W\11fl Hardware, Software V!~B ~"ll~'Vlcr 
@b.m.mo. 6'11~11fi~"J1~6'1B'U bb&l~1t.l"l"J1~'1-1 oVB~&l~1fle:J1f11valtJ1'Wb ~l"l'Wii'U( Drone) 1;)e;ci1~ifmJ 

'll 
,.,Jj 
~.:J'W 

~ '1'1. (II' B.''''''".'' ........................... U':i~l51'1Jf1'j'j~f11"i 

Y'l.(ll.(ll ........... ~ ......... fl':i'<l~f11".1 

(9)b.®.lvo.(9). b~tl'Vl1~ (Flight Paths) 

~ (),J..LJ. 
Y-1. (II, €) ••••• ''" ........... '' ,,,,, ............ f1".i"j~f11':i '1'1. (If. 'VI .................................... f1".i".i~f11".1 

"J. (II, €l ............. :~;~~~ ... , ......... f1".i".i~fn"J~\fi~Lfi'!J1\4f11':i 



'l"' "' "' .,j .. (9)"\u.~.~o.~. fl1'h"I.!'V'l6'1-:J-:!1'U 1"1113Jb~1"1l€J-:Jbi"''Hl-:JCJ'UWI (Power Usage & Speed Per 

Engine) 

(O)b.®.®o.m. 1'V'Il:1.n1'V'l t.t.a~1'V'11:11meJ 

@b.®.®o.<:i'. VI3J1tlb6'16(JU1~~~~1bl"'~e:J-:J(Serial Number) 
V ~ "'' <f I 0 (9)"\u.~.~o.cr. "lle:JJJ6'l"il1fl b v16'lfl6'le:J-:Jm 

"" ·' " "' cv .J .., cp)b.ID.ID®. 3-l'ql'l~ ufl'HlJ3J1'W~e:J3JflUf;'I1CJ Cable bb6'1~ Adaptor Kit 'Vlf;'I13J1'H1€le:J~1VIf;'l (Decode) 

Call Logs, Contacts, SMS/MMS, Media Files, Calendar, Tasks, Notes, 

Deleted Data, Chip ID bb6'1~ File System 6(J€J-:J 1 'VI".i~'V'l~i1e:Jne:J~flruf;'I3JD~~~(non-
q 

standard mobile devices) ~-:J1<U'vt'lht~•th~3J16'l~a(Chipset) H!bt.n MediaTek, 

SpreadTrum, Coolsand, lnfineon btl'Um.h-:~umJ 

<P>'b.ID.IDID. 6'113JTHlWI".i1"il~~"iltJ<U'e:JJJ6'1 Cloud H1t.t.n Dropbox, Facebook, Google Drive, 

iCloud, lnstragram, Twitter, Microsoft Cloud, WhatsApp t.tl'Ue:J~1'ltJe:JtJ bi1e:Jil 

<U'eJ~6'lbb6'11'1-:!~'VltCcredential) u~~6'113-l11tJ~-:J<U'eJ~abl'ltJb<U' Usemame nu Password 1~ 
®b.m.mm. f;'I13J11mt.?ll'l-:J<U'eJ~a1'U~tJbt.UU Connection (Link Analysis) View Visualization, 

Time Line View Visualization, Geographical View Visualization, Chat View 

Visualization 1~t.U'We:Jci1-ltJ€JtJ 
®b.ID.IDoc. 6'113-JTH'll~e:J n.VeJ3J6'l"lle:J-l'V'l CJ1'UVI~mn'U 1 wa~vn-1ileJneJ3J1nn11 (9) 11tJfl11 b ~elbb?ll'l-l 

'IJ "" 
"'"'" ."1 .Jd ')'OJ 1"1113J6'13J'W'Ul'i"lle:J'l b u1VI3J1tJ'Vlb"llel3J btl'lfl'U 

e>'b.m.mcr. 6'113J1".im11t.<if1one:JJJa CDR (Call Data Records) t.~m113J11bl"l".i1~~~13Jnuone:J~a"lleJ'l 
'WtJ1'Uvt~mn'U 1 'Vl'~~'W~i1BneJ 1~ 

""' 

C9'Jrnl. -q~~tlncsru~-a11il1Lfl"J1~'i<ft.t.~~w~1ilu1'VI-afrwvlilai'ia - d1VIi'u~a~tlnu~mcs ~1u1u ~D -q~ 
'1.h:mau~1a 

d ~ .. 0 d 
<a>rnl.<a>. Lfl"JeJ.:!fleJ3JW1LWieJ<J 1il'l'I.J1'1.J <a> Lfl"JB.:! I "q~ 

... "'"' Q/ Ji 
3.lfltlJfl3J'U~~~'I.J 

®mi.®.®. ilvttht~tJ~gj3J16'1~6'lfl6'11-l (CPU) ~iJbbfl'WU~gj3J16'1~6'lhlueJtJfll1 m® bbfl'WVI~fl (32 

core) b<:i' bbfl'Ut.?li1e:J'U (64 Thread) ilvtU1tJI"'113J"ii'1t.b'U'U Cache Memory ·n~1u 

~~~u (Level) t.~tJ"Jn'U "ll'W11?1L:W'l!e:Jt~n11 (9)®~ MB ill"'113-lb~1i1'tyty1ru'U1Wfl1~'U~1'W 
~IV I .cj ')' ')' .cj..,: OJ ."':; 1!:'"1 ..,..Jio- ')V 
b3J'W €l tJ n 11 m.b'll GHz bt.a ~ 3J b 'Vll"' b 'W b6'l m 'W 3J ?lty ty 1ru 'W 1 w n1 ~ b 'I.J n 1ru 'VI WI e:J -l b"ll 

1"1113J6'113J11tJ1 urn<JtJ<Jgj3J'"J~N~st-l1:Wue:JtJn11 <:i'.cr GHz ~1u1u (9) VIU1tJ 
'IJ 

<a>rni.®.ID. iJ-a~'UUH~'U1tJI"l113J~€l'UVI'tl"JtJU1~3J16'1N6'lfl6'11-:! (CPU) ~1tJ"Il€l-lbVI6'11 WI13J3J1WI1~1'U 

"lleJ-lNN~WIVIU1tJU1~3J16'lt:-Janm-:~ (CPU) ~1'U1'WL:Wummi1 (9) vt'lhtJ 
'IJ 

<a>lrl".<a>.m. iJVIthtJI"'113J~1VI~fl (RAM) "IJU\?1 DDR4 iJI"l113Jb~1 Bus <:i',ooo MHz vt'1€l~fll1 113-l 

bbi!l"ll'W1\911J.Jumm11 @®~ GB 

<a>rnl.<a>.<£'. ilvt'l.h CJ'l.J1~3J16'1N6'lb ~e:Jbb6'11'l'l.fl1'V'l ~iJvt•t..htJI"'113J~1VI~flb 'Ufl11bb6'11?1-l.fl1'W bb 'U'U GDDR6 

vt'1€l~fl';h "ll'U11'11lJueJtJfl11 b GB 

'W.~.tl ••.•..• ~ .......... tl':l:if!1'\Jfl':i':l:Wfl1'5 

'W.(").("\ .......... ~ .... fl':i':l:Wfl1'5 



Ql QJ~tl ~ Q.J 1 

G>rri.G>.rr. ~V!'W':ltl"ill?lbfl'U"Ile:J\jml'U'U Solid State Drive "ll'W\?1 M2 2280 NVMe e:JW.i1fl1"J€l1'W 

G>rri.G>.~. 

oU€J\jJ;1 6Tl,ooo MB/s ei'm1fl1"Jb~ti'WoU€J~J;1 l§:J,~oo MB/s V!~e:J~fld11 "ll'W11?lfl11~"ilhl 
~ ' g./ I Q I 

'W€ltlfld1 @) TB '\11'W1'W @) V!'W1tl 

0 I 

'\11'W1'W @) V!'W':l tJ 

lJV!U':l tl~l?lb~'U-li'e:J\j'(;'lbb'U'U SATA ~lJfl11~b ~11€l'U 1~ue:Jtlfll1 b'll,l§:Joo 1€l'U~€l'W1Vl V!~e:J 
~fl11 "ll'W11?lfl11~~1~tie:JCJfl11 @)o TB ~1'W1'W @) V!1..btl 
..:::1 ..J Q.l ~ 112/ I ~ 
lJ"il€lfl1'jlljbb'U'U IPS 'VI"J€l-!l"J'Ufld1lJJ;1:t:b€ltll?l lJ'W€ltlfn1 m,~oco x l§:J,@>bo Pixel bb'(;'l:t:lJ 

"ll'W1~?~b&1''W'Vlbbt~-!!lJlJ1~ue:Jt~rd1l§:Jb'll 'ii'1 
q 

il-de:J.:Jb~e:JlJ~e:J (Interface) bl'U'U USB 3.2 Gen 2 V!~e:J~fl111~tim.lfl11 6Tl "1ie:J.:J 

G>ld.G>.G>o.il"1ie:J-!!b~€llJ~€l (Interface) bb'U'U USB 3.2 Gen 1 V!~€J~fl111~tie:JCJfl11 b "1ie:J-!! 

G>rri.G>.G>G>.il"lie:J-!!b~e:JlJ~e:J (Interface) bb'U'U USB Type-( V!~€l~fl11 
<>J I <OJ I <!j <>j I 

G>rri.G>.G>l2l.lJ"Il€l-!!b"ll€llJ~mb'U'U HDMI V!1€ll?lfld1 
<>J I <OJ I <!j I <!j 

G>rri.G>.G>m.~"ll€l-!lb"ll€JlJ~€l"J:t:'U'Ubme:J"Il1ti(Network Interface) bb'U'Ul0/100/1000 Base-T V!"Je:J 
<>j I 

l?lfl11 

G>mi.G>.G>C£'.6'11lJ11€11~"11'W Wi-Fi 1~~U€lt1fl11 Wi-Fi AC V!~e:J 802.11ac 

G>mi.G>.G>cr.il"J~'U'UU[jD'&lm"J Microsoft windows 10 i'W Pro V!~e:J~ni1 ~1'W1'W @) V!t.btJ 

~~-lfe:J\jJ;1b~~U€Jtlfl':h \t)~,ooo 'altlfl1"J 

6'11~1"J€l~bfl"J1:t:,.,V!~mii'W 1~Y~m~e:JlJ~€!~1'WG'I1CJ bb61~ Bluetooth 1#\ 
"' 

6'11m1€lfl11€h'W-li'e:JlJ61'\11fl SIM Card (SIM Card Reader) 1#\ 
~ 

G'l1lJ1"Jtlvl1~1l'W1oU€llJG9b'W SIM Card(SIM Card Clone) 1~ 
~ 

G>G'll.lm.J§:J. 

G>ld.J§:J.m. 

G>rri.J§:J.C£'. 

G>rrl.tm.cr. 

G>G'll.l2l.b. 

611m1€1~11"il~bfl11~,e:Jumru~Lb~n~1-!!n'W1#\w~·e:JlJn'W 6Tl e:Jumrubtl'Wmh~ue:JtJ 
' ' G'l1lJ11tl~.:Joif e:JlJG'lb 'Wbfl~e:J-!!1 'Vl'H~l'jllj Viije:J ~€!1#\bbtl Call History, SMS, Phone book, 

~ 

Contacts, Audio, Video, Picture, Email, Calendar bb61~ IMEI clhil)1#lbU'W€J~1-!l 

®G'll.tm.rrl. 6'11lJ1"Jtll bfl11~~oV€llJG9~Ufl'HtJb 'VI"JFl'jlljVi~e:J ~e:J (Mobile Phone) bl?l tJ fl1"Jvl1'l1'Wbb 'U'U 

Physical bbG'l~ LogicaL1#1 ., 
G>G'li.J§:J.c;;;. G'f1lJ1"J€ll bfl -a 1~ ,.,-ife:JlJ 61 "ll eJ-!!V! 1.h CJ fl 11lJ "il1fl1 CJ'W €l n (Memory Card) ~-!! bb 'U 'U 

~ 

Physical bb"G'l~ Logical1#1 

G>rrl.l2!.~. &'11m-amw'.i1'\JG'Ie:J'U-ife:JlJG9fl1-a1<U'-:J1'W~'Wb~e:Jibu~ (Web History) 1#\ 

®G'li.J§:J.G>o. G'f1lJ1'atlbbG'fl?l.:Je.JG9oU€llJG9b'W'a'Ubb'U'UbG9"1l!(i1'W @)b (Hex Viewer) 1#\ 
~ ~ "" 

'V'I.ffi.El ...... ~ ............ 'll'<i;$ti1tJn'<i'.i11f11'.i 

'V'I.I'l.l'l ............ ~ ..... fl'a'!illfn'.i 

~ ........... ~ .. "'"'"" •·•·~ ............. ~.' .......... n"""" 
<a.~.e .......... ~~~.~.~ ................ m<at~m<at~~;$\~'1l1'4fl1'a 



e>ml.m.e>e>. "n:UTHl~\loUeJ\)G'Ithd'&lm~t.U-:nu1tl~bbm:w;rtJVI'W1 (Chat) 1~bbri LINE, Whatsapp, 

Telegram bbG'I~ facebook Messenger dJ'WeJ~1\lU€JeJ 

G>ml.m.e>kl. 6'11:U11f:lbb6'1111\111tJfl111 'V'I~beJfl6'111 (Document) ~iieJtJL 'W 1 VI-a;(vrviiJeJCiel 1~ 
'V 

e>lrl.m.e>m. 6'111J11f:lbb6'111l\1~~1'V'I~ SQLite, XML bb~::! Plist 1~bU'Wmh-:Juelt1 

e>ml.m.e>tr. 6'11:U1~f:lboV1"n~'6'161\J~1b'W1oUeJ\)~ (Image Encryption) 1~ 

e>lrl.m.e>ct'. 6'111J11fleJeJm1EJ\11'Wb'W~tltbtJ'U Word, Excel, HTML, XML, PDF, GPX bbG'I~ Google 

Earth 1~btl'WeJ~1\1UeJtJ 

e>!rl.m.G> o. 1€1-:Jfum1'Vi'1\11'W~1:unu Project VIC 1~ 

G>ml.kl.e>ml. 6'11:U11tl''ii'1bb'Wfl~tl.n1'Wtl1~b.fl'Vl Weapon, Drugs, Vehicles, People, Electronics, 

Financial1~btl'WeJ~1-:JUeJEJ 

e>ml.m.e>~. 6'11 :u 1 1 fl ~ 'S 1 :v 6'1 eJ 'U Drop box Offline File Identification 1 'W 1 VI 1 PI 'W v1 iJ €J () €J 

'a::!'U'Utll)D'&lm-a Android 1~ 

e>lrl.l2l.e>~. ii1 thbbm:U~1Vlf'U6'1U'U6'f'W'W f11".ibb6'111l\l ~~oUe:J :u~(Viewer) ~6'11:lJ11flboU\11'U 1~11ltJ hlfl n 
' 'V \1 

i1€1\lfi''Wf11'~·1eif-:J1'W'<il1fl Hardware, Software Vl~e:J ~~~'Vl~ 
e>lrl.m.mo. G'I1:U1'Sfl~'S11il6'f€J'U bbi=Hl:l1bl"l'S1~~ oU€J:Ui'l'<il1fleJ1f111"1tJ1'W1 fl"l'WoV'U( Drone) 1~€J~1\1UeJt.J 

"' ;u 'V 

111\l'W 

®g]J.leJ.bo.®. b~'W'Vl1\l (Flight Paths) 
'li' oJ .t <II II' 

<9lb'll.®.l§:lo.®. f11".i~"ll'W~\l\l1'U Pl11:Ub11~€J\lbl"l".ie:J\lCJ'W~ (Power Usage & Speed Per 

Engine) 

®b'li.hl§:lo.c;o. 1'V'I~.n1'W bbm:l1'V'I~imB 

®b'li.b.®o.~. Vl:!J1Clb~~'lh~~~~1bl"l~€J\l(Serial Number) 

®b'li.lel.lelo.cr. oUeJ:U~'<i11flb 'V'IGi'mleJ\1~1 . 'V 

e>ei.kl.kle>. 6'11:U11tl~11:V~~'<iltJoUe:J\)i'l Cloud 1~bbri Dropbox, Facebook, Google Drive, 
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