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"1l'e.Jn1'Vi'W~"1JB'U~"1l\91"1JB-!l-!11'W (Terms of Reference) 

n1-a~1-!!~tl~m~n b .y;j e.JA f1't?J1 bb61~~ ~Yl'Vh f1£l'Vi:l-11 tJ 61'1 ~'U1B-!! 
.n1 tJ 1~~ 1~11''l!Ut1J ~~m-a~n'l?J11"l'".l1~~'W 1"1-!!tl61 B IYlJl tJ16?1 b 'UB{ ~. r~. l€l<t'ol€l 
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G>. 'Vi61f1f111~~61~b'Vi\91N61 • 
~Yl1!'J'l'f5~~-l'llUt\J~~m~'Yrn~nA1TW~'WA~'\J G1 tJIYlJl tJ 1B~J b ue:J~ Vi. Pl. lmf\i::llv ~~iir.J61U~ri''UH;\rie:J1'W~ tv~ 

1tll~'tl.fl11"1~ tv<t'\i::llv U'Vl bu1tll1~f11G1'll'tl'l1W;i~";i1'llUt\j ~&lfh\.Jj'W\911 Vf\i\'1 b tJ'Wf11';itJ'tlfl nn fl'.i~'Vl1'N ';i~ bU CJU bb61~ 

1.h~fl'1M \911JJ1tll1~:Tl'l.l'lJWru&l.Q' bl?lt.J 1 Vlbb~lJ b611"ilJI1t.J 1 'WVIti..:JlJtlUbb~'J'W~1tll';l~11"ti1.JWru&ld1 oUU~A1.J 
v v v v 

A11:J.J\91'1JJJJ1m1 ®tv 111A?I€l'l rl1VI'l.JV11Vf m1\i\'1b'W'Wfl11\911JJV1ih~bb~~e:h'W1"il\911JJJJ1\9111 tvtv (\i::l) 

1 Vfrl1t! n ~1'W A ru~ fld'';j:JJ m 1n 1 ';i~ n 'tl1 Al 1JJ:JYu A ~LJ 61 B l?lJlt.J 1B~J b 1.J t1 { bb 1A..:J•u1 &1 ~ r1 Jf ~ Pl 'W cl LJ 1~?11'U m 1~n'tl1 
'\) 

A'J1:J-~if'UA~'\J618\91Jl tJ ';i~'U1.Jfltl:l-1~1 Wle:J1 bl, 'JA..:J'Ii1&1 ~'U b tJ'WVItJJ t.J'lTLLfl 1 !'J 1 'Url1tl fl~l'U bb61~ 1 VfiJ111ih~ bb61~eJ1'Ul"il 
\911JJ~Aill~flTJ:J-ifl1';ifhVI'U\91 m\9l';i1 c.{~ JhVI'UI?l'lVf Aill~fl'.i';i:J-lfl1'5fl1';i{fl1.".11Al1JJ~'lJA~1.J61e:J\91Jlt.J1BilbUd 
bb 'JA\l'll1&1 i'Je) 1'\.rN'\J 1~ rn Afl'lVI'W vl ~ fl'tlnJ ~VIU'J tJ~'l'U~iJ.n 'l'Jfl"ilVI~tl 1 Vl'U,~ fl'l'j~'l'W!?l~~ t1 1 LJd (@)) ~ 1'Ufl11JJ 

ifw4~'Vm~] (tv) l?l1'W'U~fl1';i.fl1A{]~rl1At\j (m) ~1'Wfl1';ib~'WflTHi'U1A1';i (CS:) ~1'Wb'V1Ab'Wb61~?11':i?l'Ub'VW1 
bb(;l~ 1 'Vl';ifl:l-l'U1A:l-l (<r) ~1'lJfl1';i'll'U~~bb61~ 161~?1&1m1 (\i::l) #11u1tll~~~1'Wbb61~?1151';iru'\Jlnf1 (b'JI) #11u6'lln11ru?l'll 
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(~) #11 'lJ ~ 'W \911:JJ~ 01 ru ~ fld'Jll fl1 ';! "1 LJ ';i~ n 1 An 1111 'lJ \91 b '!Ai Jj b~ Jj b tJ 'W VIU18~ l'W bA';i ~?{ ~ 1~~ 'W :(i1'W £11 A ru 
~' OJ 

'Vl1\l?ll'5?l'Wb'Vll"1 :J-11\9\';il cto rll'Vl'WVl'l Vf Aru~fld';iJJfll"Jfl1"J'Ynt-+1A11JJifw·l~'\J(;l B\91Dl'J1B~Jb1.JeJ1bb'IA\l'lJ1&1 i1eJ1'W1"il 

'\J"J~ rnA rl1VI'W vi IA'n'tlru~ 111i1·l~ bb61 ~ A11JJ {1.J ~ Vl'lle:i1.J'lleJ~ l"l'WclLJ ';i~?I1'W m'J~'n'tl'lfn 1:1J&Y'W A~'\J 61BI7li1 m~1.J'U 
;t! 

l"ltl:l-l~'db\9ld G11VI~'UVI'lht.J~'1drl';i~G'l~1\lvr'W:(i'l'Wrl'1rlW'Vl1\l?ll';i~'\'W b 'Vlfl b i~eJD';i~?l'l'W'l1'W b~ 'l':i~l\l {'UiJeJ bb'G'l~ 
d~l IU 

bbm 'llflCJA flf11JJ'Vl1.:J 1B~Jb UB1bVlCJ"il~ rllVI'W\911 VlVIiJJ cN1'lJ'lle:J\l{1.l~iJ fl11:J-l'\AI~B:!JVI1mllU18.:J1'Wf111.JflJJVI~tlrl1tl'U 
'I d'.'i 'l 

~ bb61'Vi111 tJ~1'U 1A~ .:J ?1~1.:J~'U]1'W~ 1A t\j'Vl1'l?!1 1?!'Wb 'Vl A{iu 1 v'f 1111ii 1~ IK..:J n~11l Vi bbriVI'll'".lt.Jnt.!lm \!?!~ 1\l~'U]l'U 
rl1Aru'Vl1.:J?l1~?l'Wb'Vlf!~'lVI:IJ\9\VI~e:JU1.:J~1'Wrl1#1 bb~~:J-1101'~1 \i::lo 1~~A6'le:J.:J rl1VI'W\9\l Vf ';i1861~6BtJI?l'VmRn'tlru~ v 

D!:'JAfiA1JJ'Vl1.:J 161JbtJe:J{ :IJ1\9l':ifl11Ue:J\lfl'W 11.Ji1'€l '\J';i~bil 'W 1.h11.JD11:1J bb'fJ~d~~UD8Aflfl1JJ'Vl1\l1Bilb'lJe:J4bb~61~ 
'I . . "\ 

"J~#i'u 1 Vi'Aru~m':illfl 1"5 fll"J{n'tl1AJ1:l-l~,'W fl.:J'\J£;1 '€1 VlD t1 1 "'Jb 'U e:r5 bb vJ\l'll1 ~btl u~'\J"J:t mMrl'lVI'lJI?l 
" 

'l'Wm':id G11Ufl.:J1'WD~I?lfl':i~'Vl11\l~~Vi'm~mfl':i1.1fDlllilbb61~S.:JAJJ (?1'\J.VlA.) vl1VI'l'h~rl1un.:J1'UI"lru~m1:J-~fl1"i 
. ~ 

m11' fl'tl1fll1:1J~'W fl'lDG'I eJ !7Ltl t.J1B~J b u eJ{bb 1A ~'ll 1M 1 'W ';i~VIl1.:J~ m d !7ll b tJ'W m 1~ 1?1~-:Jrll tl n~1'W cJ\l 1:~1 bbGll b?l~"il 
\911:JJU'Vlbu1tll1~f1161'lleJ.:J1tll';J~"51'lJU qj ~~ rl1VI'W\91 1#\'0l"i11"Jill1bb~1b VJ'Wl1 fl1"5Be:Jn flDfl'.i:t'Vl"51\l "J~b u CJU bb(;l~ 

'\J':i~m\"1 1911d.m"J~':i1'l!Ut\J~&ld ~..:Jilm1JJ~1 btl'Wd \l~l'lJ~~e:J'lil1b'Wum':i '\J"J~nB1.Jnu'\J"J~mA IK..:J n~11oih.:J~u 
"il~ b tl'W~1'Wii 1 AW 'l 'Wfll';irl'lVI'lJ ~?JR n'tlru~'lle:J~m~ n"ilVI~ e:J1.J~ fl1';j~ilA11:JJrl1A rub tl'W bA'J ~?!~1.:J~'lJ:(i1'lJrl1 A tu'Vl1\l 

v (jJ cl~ (jJ 

?!1"J?!'W b'VlM ~"il~~ e:J..:JiJ fl1';iU O\l nu ~1.Ji1 B bbt;l~611?lf111m~ t:N~1 n.ncm flfl1:l-l'Vl1.:J 1B~J b tJd ill Vi' blll?lr.J61 m~Vl1.J~ e.J 
' 

Al1lJ:~1''W fl.:J't 'U#i'1'WI911\ll "JJJJ~\ll Vf£1111i.hm l'Wb 1~B1'1J ~ Vl'lle:Jttl 'W m "j~ 1 ~, iJ'W m';i'\.l 'j~?f1'W m"Jtl5ll'&i.:J1'W'hJJn'W~\l 
.fn\"1 ~~ LLfl~ L€1 fl'l5'U ;{1 tJ LVl~d ~·\I LVJ'lJie(J '5l VfiJLA"J \lf\1 "J~1\l~D~ fltl'lb ~ t:J01 fl'tl1 bb'G'l~ ~ vl'Vll fl[lVI:IJ'lmh~1 U "Jtl.:J 

mt.J'l~1tll';i:t!"J1"15Ururu\ilm';f~fl'tl1A11JJif'UA.:JD61BVlD tJ 1Bilb1.Je:J{ 'Vt fl. l.!?cr\i::ltv ~u b ~m tl'WoUt:J:J-1(;1 'l 'lJfl1"5'l11b?l'WB~e:J 
v ...... 'U . 

flru~m':i:J-~m':imTr n'tl1fl11:J-~~Yu01\l'IJ61B Vl i1u1B~J 1, 1.Je:J1 1,1, 1A..:J'll1~ b 1Al t:J'0i"il11ru1 bb61~'\J"J:t m Al11191B 1 LJ 

'li'Bri1'Vl'W>il"l..BUb'l.ll'l"lJB<!l<!l1'W (Terms of Reference) 



kl. 11?ltl't.l';l~'6l.(!fl 
' 

t9J) b ~e:J~ n~1 bb6l~:A1 \?l'Vl1~1\lth:::;mflf'lru~m~:wnTmT~~m~nrn1:w~'Wf'l\lU618\?lil 8 bstib tm1 bb vl-:J''ll1~ l?l1:W:w11?l~1 
b::Jl6J 1~~1"1648\l :JJ1\?l~1 ct~. :JJ1\?l~1 cro bb'Gl:t;:JJ1\?l~1 DO 1~~1"1648..:1 bbvl-:J'V'l~~~1'/JtlillUJ~f11~~f1'l11f111:W~'Wf'l\l 

"' "' 
UG'reJ\?liltJ11l[jb'\JB{ 'l'U'1. b::lcrDk:l rhlll'W\?l 

®) b ~e:JM f1'l1'1 e:J8nbb uu bb6'1:::;1~Vbl'W11 tJ~Lbm:wtJ~:::; 8 n~ ~'Wbb'U'U b ~e:JtJ~:::;n8'\Jfl'l~lil'1 bb 'Wm~liYw) 8 fln fl1:W'Vl1\l 
' ' 

l•6b'Uet11\918 1-Ub 'Vlrl1 'W L'GlfJ61T~G'!'Wb 'Vlfl bbG1:::Vlr;rnm~1J~;uru'lU~:::;~'l1~ 
v v <i~ 

m) b ~e:J?l f)~1bb 1XJ'Vl1\l n 1'.iU e:J\l nw) 8~flrl1:W bb&'\:t; m:::;u;l't.lf)'l'j\?leJ'U6'l'WeJ\l b 'Ill~ fl1';) ru ~ 1'WrYmJ~'W A..:IU&'\ e:J\?lil 8 

'Vl1..:J'lll[jb'U8{ ~1nmrum';lh:w~~1t.Ji!mn{b~8n~1lri (Ransomware) 

m. "UB'Ub"UI?l"Uel-:J-:J1'W 

~tJ1m~n ~ml911b 11'W..:J1'WI?ll:W'Ue:J'U b'U\?l\l'l'W~ nTIIltJ\91€1 eh-:Jt1 m.J liY-:Jd 

Gn.@) ~\?l'Vl1~1\JU~:t;f1101 \911~J:IJ'll'l'.i1 ®lv 1'5"5A6'!€J\l :IJ'l\?l'.i1 ct~ ~11?1~1 cro 1,1,6'1:::;~1\?l'.i1 DO 1"5'.iA?Ie:J\l 

bb vl-:J'\fll'.i:::;"51'/JDt1J~g&~m~~n~1A';n~~'Wrl\lUG1e:JV1flt.J 1stib'Ue:J4 '\Ill. 01. Jvcrb\9 n1Vl'W(i1 

m.f9).(9) A'n~1ibm1:::;vi't,~e:JtJ'.i:::;ne:Jum~~\Pl'Vl1~1\ltJ~:::;mAI?l1~'\AJ"5~"51'l!Druru~tn~~n~1m1~~'WA-:J 
"" 

U{;18\PlDt.JlstibUe:J{ 'V'J.A. Jvcrb® r11Vl'W(ill~bbn 

(t9J) ~~\91~1 ®\€) 'J",j';if164e:J\l fl1Vl1J\?l1'\X f)1';ivl1vthJn1~\?l1~111!11~bb'Gl:t;eJ1'W1(\]\?l1:W ®® (b) 

1 Vf6'\1ilf1\l1'W Aill~nd~:W f11"5n1".i~ n~1A11:W~'WA\JU {;'! B\?lf1 t.J lll[j b 'Ue:J{ bb vl\l'1J1~~ \?l~\JA'W tJ'tJ"5:::;611'W f11".i~f1~1 
'" ATUJii''WvNLl{;'Je:J(ilJlC.J'.i:::;'\Jur1e:J~I~'J bl?le:J{bb vl\l'1l1~ ~'Wb U'WVlth 8\l'l'Wfl'lC.J 1 'WG1'1ilf1\l'1'W bbGl:::; 1 'IX~Vli1'1~bbGl:::;rl1'W'1(\] 

<-i 0 

\?l1:W'VlAill:t;nJ'j~f11"if11Vl'W\?l 

(b) :JJ1\?l"i1 CS:c,~ n1Vl'WIIll '\X Aru:::;m"5:Wf11~f11'a~f1~1Al1:W~'Wrl\ltl6'le:J\?li181stib'UB4bb vl\l'1J1M 

~B1tJ1(\]Ll~:::;f~'1Yllf1'·1Vl'Wf?l~fl~tu:::;wth CJ\l'l'W~~n ·1 'afl~Vl~81 Vfu~ n·l~IK'I'Wii1-:I~B1 LJ-d (®) IK'l'WATl~~tJA\l'IJe:J\l~:ff 
"" 

(®) ~1'W'U~f11"i.f11A~:ff~G'l1Rt:U (m) ~1'LJn1"ib~'Wti1"ifl'W1A1"5 (c,;:) ~1'Wb'VlAb'Wb61U6'11':iG'l'Ub'VlAbb61:::;1'Vl':if1~tnf1~ .. .. 
(cr) ~1'Wn1':i"IJ'Wci-:Ibbf1~16l~;;'l~n~ (D) ~1'W'\AJ~\l\l1'Wbbf1:::;;;'!151'arutl1nA (mJ) ~1'W611o1';lill64'1J (~) IK1tJ~'W 

'" ' l?l1~~rlru~m~~m'l~'1 U'a:::;ml'll rhvi'W\11 b ~~:w b~:w b U'WVlth CJ-:J1'W LA'.i\l6'!~1\l'\%'W:o1'WG11~ru'Vl1\lm'a;;'l'Wb 'Vll'll 
d-'l ~.1 

( t,rl) ml?l ".i1 C'i' o n 11/I'WVI'l '\X f1 ru:::; fl".i"J:J.Jfl1 "J fl1'.i~ff1'L"f1 f111~~'W f1 \l'\.] 6'le:JVIf1eJ 1st! I, 'l.J e:J4bt, v\\l"/!1~ 
ilehW1'<\JU ".l~ n!A rhmJ \?l ~ f1'l1ill~ Vltl 1~ bbfl ~ A11~~'\J ~ (il'IJB'U'1J B\l A'W tJU'a~ ;;'\1'W 111 ".l~ f1 ~1A11:W~'W A\lU6lB \?lfl CJ 

" 
'.i~'U'UA8~~1bl?l81 G11111~'UVli.l1C.J·n'tJLA~\l6'!~1\l'f%'W:o1'WG11~ru'Vl1\lG'11"J;;'\'Wb'VlA l?l1:W:W'Wl"J1 CS:ri b~BU~:t;;;'!1Wl1'W 

\1.:1 'U 

b~1';i~J'l ~'I.J:fle:J bt.G'l~ bbm"1Jf1t.JA f1 A1:W'Vl1\lhf b'lJe:J4 b\?l PJ~ :::;n1Vl'W\?l'liX1111J1 t.l'l1'W"IJ e:J\l~~~iJA11:1J1AI~e:J:IJVl~el 
q <J.!l 

. Vlil1 tJ\l1'WA1'\.J A~Vl~el n1 nu (?) bbflVlilrJ fJ \l1'W bA'a \l6'!~1\l'\%,J ~1'W 6'11 A ill'Vl1\l6'!1'.i6'l'Wb 'Vl AJ'W 61 'V11Vli11~ li1-:Jmi1l 
'I 'IJ &J v I 

'l ~bbnVlil1 8 \l1'W 1 A 'j \l;;'\~1\l~,'W:01'WG11 ~ ru'Vl1 \l6'!1'.i;;'\'Wb v11'1 ~1~ml?l'.i1 cs:r:,.; ~\lVl:JJ\PlVl~ e:~u 1\lcil'W nl~K 
<.(.~ tO 

(CS:) :J.J1\?l"J1 bo 1"5"iA61B\l fl1Vl'W\?l'l'\X 'a'ICJ!;l:t;b€JtJ\?l'1JeJ\l~n'l1ill:::;f(tJAflA1~'Vl1\l1stib'U8{ 
' 

:w11?l"Jf11".lUe.J\lnu 1'l.J:tl 8 1J 'a~ biJ'W U'.i1'1.l'lh1~ bb6l:t;".l~~un CJA nrl1~'Vl1\llll[j b 'Ue:J {t,t,~6'l:::;"J~Ii1u 'liXAru~m~:w fl1'.i ' . 

m".l~n~1fl11:lJ~'WA-:J'lJ!i1 B\91D CJ 1 •?Jb u wf bb vl-:J'IJ1&i b tluBYtJ1:::; mA n1Vl'W~l 
'U 

m.®.k! t?hVU'Wfl'l'5~\?lvh~1\lU'5~f11A'1 ~1'W1'W1:J.JuBtJf1'~1 CS: I.JU'U ~1~:w11?l'.i1 \9\9 1'5'5A61B\l :w1\?l'.i1 

CS:ri :w1\?l'.i1 c>..:o bbb1~mwn bo 1'a"JI"l6'18\l t.bvl\l'\IIJ"J:t;'.i1'1JD~~~n1"J~n~1A11~~'tJA\lUf!8\?l.r')rJlstibUe:J{ '\AJ.A. 

®crb\9 n1Vl'WVI 
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•n.01.m ft1b i"J<wm~liY~'tJ~~·lJ~~'U~..'JY'l11~A\9lb~'lX'il1n~~i1ci1'Ub~tJ1oifD'I (Focus Group) ;\'1m'U hi 
' '\J 

tJ'iJtlfll1 m Y'l~..'J Y'l~..'J~~ 01 'J'U 1·~~t1'1'U~'lle:J'IVI'lhCJ'I1'U1'Unl'lb'Vl'tUIVl'I'UA'm~eJU~~t,Uo/lfl l\9lt.JiJ~b'rr1~';J~ 
' '\J 

u~~·u~'nwl'·w;\'1'U'J'W1:!.luDmr;h 01l0o Y'l'U rnDuY'lmJJf..J m1 ~Tu m~m\9rn cs::~ ~,v,ie)'n'U~1~ bbf1:;;1bY'l<J1:;;Vi 
' ' 

oife:J b~tJ8 bb 'U:;;~n nm~fu~..JY'l11~ A\91 b ~u (?] 8~1..J 't.J~ ~mA "1 

m.01.cs:: 'lJ-ruu.rYhru<J~nw"1 lil1~:~rw1~1 1010 1'J~Y'l~D..'J ~'1\911'1 cs::~ m\91~1 era bbfl~~''\9111 oo 

111rl~B\l bb 'IA\l'l/111:;;'J1'lJU~~~m1~rrtnA11~~'Llrn'tJ618\9liltJ1oubu8'f 1111.01. ®c:tbl0 V!6"1\l"i11n~u~'IY'l1'l~ b~'U 
vn~<il'8 bl') .&) .bl') bbfl~~~'V11l Vi'b tltmuu 6'1~u1ru 1, ~8 bf1tJ e:JY'lru:; m1~m 1rhl'u~ bb~~1tJY'111~ii''WA'IUfle:J\9lilt.J1ou 

'll . ftJ 

b u 01 bbfl:;rln.w rw~~J rn<JnT~ -rn'tl1 A'n~ii''W A..J.'t.J61B\9lil CJ lou b ue.J1bb 'IA\l'lJ1~.y;'i\J'n rw1 Jf'~\1 V!1 n Aru:;; n 11~ n'n 
~.1 9J -=::l'.V v 6J'P

6
fv 24 "-'i.,l~ 2-J 2.1 o..:::... alv 9~ al 1 2.1 CS: 

6'18'1Y'lru:;;•wl'l\9l'l.m'U86'1\lLfWl bV!u'l'Ubbfl b'U 'Vlu1fl't11"111'11il'iJ\l\Yl1b'tJ'Ufl11 u'J'Ubbfl b'll u1:;;mA 'il'Ufl11"il:;;bb6ldb~1'il 

~n.\.tt:J ~ fl'l'f1 1 bA11~1A bb6l~lAl\9l,J~1ltJ'~bbm~'tJ1:; t.Jnl'l~tJbb 'U'Ub ~e:J 1 ~J't.J1:;fru'Ufl11~~~'U'l 1.Jn11;\'1 bb 'l.JnJ~i!'U 
' 

JlCJAflfl1~'Vl1-!! loub 'Ue:J{ l~t.J lib 'VlA 1lJ1'fl8~11~W. 'VlAbb'fl~Vlg-1 flfl1J'Ururu1'1JJ;t~'l'f~ 
~ IU V <J,.'J 

m.®. 01 ~ n 'l'f11 bY'l 11 ~Vi b ~ e:JV!1 bb tJ1'Vl1-!! n 1 1~ ~v111 'tJ 1 bbn 1~'t.J 1:; t.1 n rf IA'l.J bb uu b 1~ D 'l ·u't.J 1 ~ n B'U n1 1 
' 

il~~'l.Jl 'l.J m 1;\'1 bb iJ m~~{'U .n u A nA1~'Vl1'11oub u e:~{ b ~ e:~e\'1'\.J 1 C.J A1 1~m~~1nMe:Jfll"Jrt 1 b iJtJ'I1'l.Jm~~1\9l".l1 i;)o 
' 

bb 'IA-!!'l/111~11'UU ~~&1 m1~n'l'f1A11:!Jii''UI•J-:JU'fle:J ~fl C.J 1"1l b'Ud 'Jill. A. ®c:tb® 1~1:.1 1 U1bbm~M'l.Jbb 'UU'il~MB-:J~1m1n 
~'U'V8~6l b <il'T'il1n e:ll1l'l 'U5 n'tlru~ \918'\J bb 'U'Uf1e:J'Utl1:!J b ~e:J'l ~b 'Vlf'l 1 tJLfl 8~11~'Ub 'Vl A bbG'J:;;VJ6"i'nm';l'i:J ruru1't.J1~~'B~ 

'U 'U QJ qJ d/l 

mlb:;;m61~61 ne:J'l.J~"ii~l vr~£;r6'1''l/llth tJ'U1~ii''lJflEm nm~'Vl1'1 hrb 'lJe:J1 
' 

•n. ®. ® 'iJ8fl i,b 'U'U bb'fl~lAl<nl'U11 U1 bbm~M'U bb 'U'U b ~8 Hf't.J1~fl8'Ufl11~~~'l.J;\'1 bb 'l.Jm:;i!ufl t.Jflflfl1~'Vl1-:J 
' 

'lAJ{mJ~\?lvl111m1'U~61 

m.m ~ m~n bb 'U1'Vl1'1m11JtJ..'J n'Wfl 1:.1 A flA1:1J'Vl1-:J 1oub tJ e:Ji!.b6l:;m:;u1'l.J 1111\918'\J~'U e:J..:J b Vl\91 m1ru~'l'UA11~ 
' 'I 

:~.YuA~Uflel~flt.J'Vl1.;) 1ou!. ud <inn mru~ fl111fl1~ b"il:IJ~~'JC.JdJ61b!. 14b'~ EJflA11~ (Ransomware) b\91 t.Ji1';J1CJ6]:;!.BCJ~ 

d d ~~ • , · I • 

m.m.01 'Vl'U'Vl'J'U''J'5'5illfld1~'Vlb11C.JJ'lleN (literature rev1ew) 'l.lf.l-:J Ransornware \911\l 1 "i11fl'U'Vlfi'J1~ 
l~tJJf..J1 'UU';l~b'VlAb!.G1~(?]1..'JU"J~ 1. 'VlA ~-fl'tl1l bA"J1~Vi~1bb'l.JflU1~!.JI'Vl"'J€l-:J Ransomware T"J~fi'l !.b'U1'Vl1'1f111 

!.!.'l/ll~m:;"'l'lmbrl~m~h~~ 'l/ll~mJJf..Jt.Jn~1mh:Jmru~·n'B1"il1mVI\91m~rum11"ilJJM 1\?lmDm1'W11i1m~'I'Vl~'flm"il~'~ 
' 

(True experiment) 1.~ e:J6'!11~!.b 'U 1 Vl1\lnTrU8-:J fl'Ubbfl:;m~'U'JtJ fl1'5\91 e:J'U ~'U'El\l bV!~ rn~ ~u ~'1'Uf'l'"J1~JY'U fl\l 
UC18\?lnt.J'Vl1-:J1'llb'U81 (Cyber Security Incident Response) 

m.m.® ~~'V11~iJD !.b 'l.J1'Vl1-:J n1 ':iD B\l.fltJb!.'fl:; n ':i~U1'l.J fl1'5\91 e:JU~'l.J B-:J b Vl~ n11 ru~A'1u fl11~J:8'l.J A\l 

U'fl8vlfltJ'Vl1'llOU!.'Ue:J1 (Cyber Security Incident Response) fl'5~U~n'l'f1f11':il"ii~~V>~'Jt.J Ranson1ware 

b U'U.fl1'tnl vw bb6l~iJ'U'Vl?l1U"il1 n ~'U~VI'lJJf-:J.rl1'l'f11 'Vl CJ bbG'l~.n 1'tl'l eJ\lntl'l'f 1. D'U bBn~1 '51.~ m1. 'l/II~"'J'U'Wl AS 
' " 1 tJ':iUb!.'U'U 1 'V'l~8!.~n'Vl18tJmi~~,~~J'l'HIU~'U bbtll·~ 1~ bbrA~ 1~J?l'1~'11tl't.J~u bbtll•u 1~ 

" 

nA11~~1JJ1'5D\911~fi~Vl~1C.J 

1 ':-'! '" ~b u'l.J'\Jrlfl'fl'fl~'fl:;mt.J 
' 

hJmJ~~w~1-:J!.~nn'\Jm'5 
'U 

ifBthV!'W~"lleJ'Ul'IJWUeJ.:J.:JTU (Terms of Reference) 



cs::.cs:: hl b D'WuAAG'l~~eJ ci~~vr:h~~ m~~u m 1~'W-IfeJ b6'1'WeJV!~mh;1 ru ru1fluV!'ll1 t.J~1'W'UeJ~-rlii 11·-&1 r1~11 
'I 't.l '1J- v v &{ 

b~PJ~"il'lnbD'W~~hi~TUbnt1J6f1tn'5th~d'J'W~G'ln1'5'1.JJ\u~kn'W'lJ€l~~tJ·~~nmJfll'51?11:W'5~bUl'JU~'!~:w'WI?1'5'J1fl'1'5 
~ d..J "1.1 rf.!j 

m~'Vl11~fll1A~\lfhwu\9wm.J~'I.J'J::;mf1\b~t.Jbb'VIJ~1'W~~uu6Y.l~PJ~1tJ?1'1~6'1'Wb'Vlf1\'tJe:J\lfl1~J'lJ'qJ~mn'l 
cs::.cS: hib tl'U~~~ m~u ~8 11l 'WD ru~~1 t.1~ B ~vt~~ 1'W bb61 ~1Ji'bb ~\} b 1 tJ'W ~B1 '\~\ D'W~vl\l\l1'W '1JB'1V!'ll1 tJ \l1'W 

'{J '\J 'I v 'U 'U 

•vPJ ~'!15'1 'W~::;u1J brl ~eYih CJ?1'l'5?1'W b 'VI fl\'V e:J '1 n '5JJDt1J~ m1 'l\l ~ ~'5';J:W fi'l'W ~u rl r1 6'1~ ~~'1\l'l'Ub {J 'WVl'W~1'W~ {) \91 m 1 
ri.:J IV 'l ttJ 't 'U 

m1:wm1 ~{)191n11 ~·u~V!T'a Mjef-l'U1"il1 'Wn·mkww'WYl'Wlun'<\J nT'i'1JB'l'W~uArw1tr'W~·w 
'\1 "\\ \1 '1 

cs::. b iJArufl:wD'&l bbG'l ~ 1~Jihl' m:'l'ru~ ~e:J~Vl1~J 1?11:W~ A rug; m1:w fl1'5'W 1t.~u 1 t.1 m1{] 1916ii'e:J{J 191~1~ bbG'l::; fll"J1J~Vl11 
' 

-vlt?J17U1'1r1~iiif1'l'Vl'WI711 'W'i '1"1! r1"il"il1'W b u n'l:'f1 
'l d:i q 

<r. m1 bDtJiJ&lu r1A61~tl'5~nBum~r1 b D'W~ tl~ fl'l:'f'l 6661~ 119l~'W'Vl~b tl CJ'W~tl~ fl1:'1'111 flUf1\'Wt:H1B:w G'l~tl~ n 1:'111 'Vlt.J 
'I \) '\1 

fl'5g;;'Vl".i1\lfl'l';;Afi'\l 

cs::.~ hibtl'Wet:lJt:-Jr~'\.J';;~1mJt1~1:wfi'Wflufufm1:'11';;W~'W~bair1~mfrn?l'lm1Vfw-i ?1'\.J.\9lY'1. ru 1'W'\.J';i~mY'1 
'U 

"'ll ru'l.l1'W Vl~e:J 1~ b tl'Wetn ';i~V\1 m ';jeJUb tl'W fll';j'rr (91'1111'1 n·n bb ~'loii''U';i1 A18 ci1'1 btlwn';i:w 
" 'U 

c(.ri 1~ b tl'U ~1~1u be:J fl~'Vlt Vl~e:Jf111JJflJJ flu~ \le:J 1"il'\.J f1 b?l'Bl~ CJ 8:W:fltJY'116'11 'VI 8 d'u bb~115'U 16'1'1J e:J\l 
<tJ q ~.J d~ 
1 I V 

~ b?1Um1A11Jlilrh;1~f1G1 g;; b8 n~'V!5 bbrl~f111:W f1:w flub ·du11ir'W 
'U ' 

G:.®o ~ tl'5n 'l:'f1 ~ e:J~G'l \l'Vl g;; 6 tl t:J'W'l 'U "jg;;LJ u {]V16ffPJ{] V1 -~ 1\lJI1A 1~1ih t:J 8 6~ n 'VI '58 iJ n G1 ( e-Government 
"'' 

Procurement : e-GP) '1m\lm:W'I..'Jblj~nm~ 

<r.0)® ~'I.J~n'l:'f1~'11Jl~u m '5fl\9l b~ 8 n b Dw•i?fru ru 1~ 8 '16'1\l'Vl::: btl C.J'W 1 'W 1:::u u {]\716ff8{] w~h\lJJ1 A1lDJi'1 C.J 
'U (lJ '<I d..'l 

Db~fl'Vl';)e:JlJfl~· (e-Government Pt·ocurement : e-GP) 'lJ€)\lfl"jlJ'l.JtlJ~flm\lvll:W~Aru:;;n';i'';iJjf)l"j 'I.J.'l.l.'l.l. n1V!'I.J(91 

cO.:.®lv ~'I.J-~fl'\:'f1~m1~J8 81u~1'1.J~ 6 tltJm~ bb6'1\9l'ltiru~"J181U'Jrlt.J~ 1 tJ Vl~B bbMl\lD ru~';;18~U~1CJ~1 C.J 
<u IA.'l 'U Q/ OJ 

1~t1n~mmutl1'1.J'l'U?111~G'\'1fl'tu 1?11:W~mlJ::;fld1:Wfl11 tl.tl.'lL n1V!'W\9l 
'U ~ . 

G:.®m ~'I.J~ n ·~1~ -.11Ji' '!·u fl1 ~ fl V1 b~ €l fl b tJ 'I.J ~~ Dj blJ 1 !]1 e:J ~ ~'lJ bbG'l ~ ~ 18 l,~'W ~ 1U U qj ~D'W 1 f11 1 b l 'I.J bb~ 
fl1';j~18 (3tJ bb~'fl~ A~\l~~il~J 6'1 fi1l~ d'lml1JJV!~UU1'Vl fi~w ru 181';\l ~ 1tJ b uu b·~'WG'1V11Jl v-n:w~A ru::: m1:w m 1 

'\J '\J IV Q:.l 

tJ.tl.'lJ. n1Vl'I.J\71 

~. 'a~~~b16'11n1'aiY11btJ'I.J\l1'1.J 

®~o l''U iru5\9l\nnl''Wm'W1~J1 'Wi1'b1Jb1J1 

Q.l A.l v 
b. nl'ab'lJfl\J'Wb.:l'W'Gl'd.:!Vl'W1 

1~ilm~·thl::;b~'W~1~Vlil1 

"'"' mi. 1Jf'lft1nWI~B~nl1 
q I 9>' 

ur16'1'1m'1JeJ~V1:w~·lu~'I.J~n1:'11 \J::;~e:J~ilm·m~ r·nl~Jb~m'ti'HIJ bb6l::;th::;?lun'l'5t1J1tw1·1'Wvh~ "]lil~tl 
' - _ _3J__ "' ------------

0 OJ 0 

'!.J1::;aum1cl 1~m1fimn ft1Vl1J 11tH111 ;u1'W'd'U 
q 

1'WI911'W~ " ' 
(eJ\?111) (oU'W\911) 

bM t.~'Joir '[)~ 'W 
ife:mn11 ('U) 

®) uAmmVlii'n ., 

(9). (9) et{](9lfl1'5 1A1~ fl11 
'\J 

0) cf. 'I.J~ruru1b8n 
v "' 

l'll1~'V'lJi'1'Wb 'VlA1 'W 1G18G'11"J'G'l'Wb'Vlf1\ 
.A 

"' 0 .;;·' rftrf'{}. b ~~ " Vl'l.n ct' "1.1Bfl1VI'W~'l.IB'Ub'UVI'ti&~.:J1'W (Terms of Reference) 



@).tv 

(9).Q') 

~I, ~81'151t1j~1'Wb '\1114 1 'W 1~ ~ 
?11':l?I'Wb'Vl¥1 

~ b ~m·1n ru~1'WA11:wil''WA..:J'lJ ~ e:JVI.il tJ 
" 9J 

l61ib'UB1 (cyber security) Vl~B 

~ 1'W wn :wil''W A..:J'lJr~ B V!Jl t.J'\111 \1 

(9) 

th~ 'GI'U n TH"ll 

lw~TW~ 
b~moii'B-3 'W 
tl' e-n:.mi1 <U) 

'lJ~ t1J t1J11:eJ n 

l"U'l~'V'l~1'Wb'VlA 1 'W 1~u?l1':l?I'Wb 'Vl¥1 

t. 'Vl A 1 'W 1~ ~~~~~-'W t. 'Vl ¥1 -~IT_ sec.:::'!ty)_ _ .. ___ .. ·-·--·-----.. _ .... ____ ---·--· -·-· _ 
~ b'~m'1l1 tiJ~1'lJn1':l b :V tJ'W hht.t.m:w ® ct ~~~~-~~-n----·-·---·-

(Programmer) 

~'l'WUruru1'lJ':l~~h~~ (AI) 
v lLI d..'l 

'lJ~t1Jt1J11 'Vl 

__ .. ____ .___ ....................... _ .. ________ , ....... _ .............................. --.. ·-----t--.. ·-·-· ...................... l·-··-·--·-·--.. ------l----· .......... __ 11 '11_1_ ~ ...... v .... ~ ... ~ .... 11 .... ·._ 'W--""-n D. Vl ___ m .... m .. _ .. ___ .. _______ , 
tv) 'UArllf1':l?I1!'U?l'W'U 

' ' 

VldJ1CJbVllfl 

m1. (9) 'lJ ':l~?I'U n1 'HlJstreJ\I'U Am m 1\J ~11u ~ \lbb~ b~:w vl1\11'W Vl~ \11\J '\J m '5fi1n~1 1~1'1u'lJ~ruru1~ ':l~'U 1 'W?l1'1l'1 
'\ v v 'l 

~ b~moileJ\Itl'UI"l1bbVl'tl\IJ'W., 1VIt.J 1 Vf 6U'WV1 r~tJV11J I\J'1lB\I~l1~1\lb 'Wnl':l1';11\J1"dUJ1'lJ"J ~?1'\J n1'5UJb6~ ~1\9il m':lfii n~1 
I "' <u 9 

ml.tv '\J fl~ 1 mVl~ n'1leJ\Ibfl':l \1 n 1 ':li\J ~ ~B\1 ci \lVl11\I~B'~"LJ"deJ\I n 11 b oil1 ~rJ:W\l1'W 'lJ 1d'&1 n 1 "Jvl1\11'WU"J~?I'\J n 1"J ru 
' bb~~ 6B mn""J ~'W~ b~ tJ1oil·v\l 11il t.J~ \l m t.JiJ e:J~B -J·u "J€1.(1 b€1 nm ".i\91.(1 n ci11V1 nwL.h ~1811l'W b€1.(1 

' 

w;. n1".ilii..:J:UBLJ\I'l'W"IleJ..:J~mn~'lbb~~nT;ibumhm~'W 
~'lJ~fl~'li\J~~B\l~16iJ'Wfl1"51111dJ'1le:J'\Jb'1lV1'1JB..:J\11'W bV1EJ~··jT~'NI\J~'I.h':l~i,~'WbVlbl,rl~'lJ~fl~1 bi1BAblJ~fl':l':l:Wn1':l 

" Vl'a11\l-J'\J~?l\il 'l 'W\11'W~\~~'lJ~n~1l~lfl'a11\J-Ju.yl'W 11\~t.J'U~e:Jmb~1 bV!mb'li.:Jm'a'lh".i~bU'U m .:J'JV! \9l\l~e:J'l'lJ11 
' 

"'. 'a~t.J~b 16\1 ( 1'W11LJ 
• • !IJ 

.:J1Vl .:J1'W'V1G'I\I:WB'U l\l1t.Jf111\l'N 
<V OJ 

(~ell:lfl~) (l(i)l\l1fl1'W6l\I'W1dJ 

1 w,9 ru ru 1) ... ... 

® 66e..J'Wnt"Jrh 'W'W Lfl"5\l m-a (9)ct lo:JO 

~vrv'h6Dnbll<i llTW.<rw 'v '1Jfl yr1f'-o:l-lb'V'l~:Ob~nVl'Hl-wn<i1' oJ'\.rVin~<~ 
9 

USB Flash Drive "\11'W1'W tv el'W 

<i!e~n1'Vl'U!il'llBUt'IJ\il'IJB<il<il1'U (Terms of Reference) 



' 
.:11~ · .:!Ttti!i'6'l.:~~Bu i~~~b16'11 (1'1..!'W'U 

~ .<:::\ o' cv o 
01) t;J6'1f11'<ifllf1'l11 lbfl'<il~Vl bb'Wl'Vl1\lfl1'<ilil\91Vl1fl{JVl:lJ1tJ 

Gl1\?l'U~e:J'l\9l1:W:W1\9l';i1 lvlv l'<i'<ifl?!e:J'l :Wl\9l~1 ((~ :Jj'](9l';i1 

cto bb~~~1\9l'51 bo (-iJeJ m.®.®) 

lv) 1'1\l'lh~fnfl'l dfB m.®.lv) 
' 

m) w~ n 11A fl'l11l bfl"51 ~Vi b'~ eJVll bb 'Wl'Vl1\l m "5~Vlvl'l 

1 thbbfl'j:W'\J~~rJ nl'ldi''Ubb uu b ~Bl-iJlJ'5~neJ'um'5~'1 1.1. 'Un 
' 

'5~~'Ufi'CJflflfl1:W'Vl1\lb"IJb'U€1{ (•ffeJ m.lv.c.l) 
' 

cf-') [;Jf,l rn~A'n'l1'1 bb'Wl'Vll\l rn1UB\l nwl' 8r1 nm:w'Vll\lb"ilb uB1 
' 

bb6'1~ fl "J~Ul'W f11"J AeJ'U?!'WeJ\l b VlA flT'HlJ ~ l'W flll:Wii'Wfl\1 
' 

lJ~BVlfi'tJ'Vll\lb"llbU€11 (.Ve:J 6n.m.®) 

'lVf~V16'i'lbeJf1?!1':l~l'W1'W >v 'lJVl 'V1~eJ~19fl~€1b~n'Vl'miJmrl'W 
. ' 

':JU bb uu~u ~mull'll'l~ bb61 ~u ~u bu11'1lhJ1~ u'WVi mN USB 
<JJ 

Flash Drive ~l'W'J'W lv eJ'W 

m ':l1tJ\l1'LJt;J?lfl1'~Afl'l::f1UL.JU?!:W\j'HtJ (Final Report) 

lJ '5 ~ n mJ ~ ·:m 
@)) 'Yl tJ\l'l'Wt;J ~ \91·1 b ti'W m 'a~\91U"5~';1l:w ~uw\lf'l'dl:W fi \91 b ~'W lil'l n 

q 

~~iJ6'il'Wbf{m•1feJ'l (.VB m.®.m) 
'U 

lv) ~1\lU'a~n1fl1"1 ~iJm'aU~Ubbm'll (.()B m.c.1.CS::) 

m) LU':lbbfl'a:Wdi''Wbb 'U'Ub ~e:J L'UU'a~f1eJUfl'1'a~'1 bb 'Wm~~uflCJ 
flflfll:W'Vl1'll'1JbUB4 ':iVJ?ldi''WuUU (Source Code) bb~~ 
' 
'lJVJ.UeJ:wm.Ulb~e:Jfll';iU'a~m~t;J?l (Data Set) 

' '\! 

(•ffe:J m.lv.lv) 

cf-') ':iltJ\ll'W~?l n1"5'Vll?l?ltJUf11'avl1\l11J"~e).:J LU':ibt.m:wdi''Wbb uu 

(.(f€1 m.lv.m). 

ct) fii'imt.'Wl'Vll\lfll"JUtl\lrl'Wbbf:'I:Y;m~m'Wm"JAtJU?l'Wm 
'\! 

b Vl\91 f11'j ru ~ll'W fl'Jl~ii''W A'lU ~ tJ ~?lfl tJ'Vl 'l.:lb61lb u tJ1 ( c yber 
' 

Security Incident Response) mruAn'l1lrn'a11il:w~ 

~ltJ Ransornware t.tl'W.fll'l11b'VlCJ bbm~ilu'Vl?!'5Uiillfl 
' 

~U~Vll'5~\l.f11'l11b 'VltJ bbf:'l~.fYl'l11eJ\l fltl'l1 

("if8 Gn.!;f1.lv) 

1 Vf~V16'i.:Jbe:Jf1?!1"J~1'Wl'W >v '1JV1 'V'I1'B:w11~61Bb~fl'Vl1e:JtJn?!1 'W 
' 

'aUbbUU~U~Ubbn1'll1~ 6b~~U~Ubbfl1"1J1:1J1~ U'WViflf:'l\l USB 
'\J 

Flash Drive ~1'Wl'W lv il'W 

-i!eJthVI'W~'lJeJ'Ub'lJWtJe:J.:i.:J'l'W (Terms of Reference) 

tl~'iil1fl1''W6'1.:l'W1~ 

b'U6Yf:1jf:1]1) 

• ' 21 
'iil1~fl1'iil1.:! 

(~BI:JG'I~) 

cf-'o 

cio 



<;<;. m'arhnum'at91'lt:ih..!.:J1'W'VB.:J~'ll~n'M1 
~-h.\l1'!"J ~ n 1Vl'W 1911 Vf:th~ 1'l<1iJ1~ ~1ll (Counterpart Staff) 6 yj e:~'ll5'11~'11'W ~1lltl'U~'ll~ m~nlu m~ 

th~?lTU\l1t! lrr~i\lnl"J bb61~ rl 1tl 'U fll"J\91 16 1J t!'l1t! 1191 tl~ U~ fl~T'il~(i\' B'l£1 fll';l~ 191U ~~"Ull 6\91~ tlllfl1~6yj Bsii' n-if ell! 
' 

vd (1./Q 2Ja21 

~ o. Vl'U1'Vlfl11lli'U~WU8'U'lle:J.:J lW'J1"il1\l 
'U 

~'"h~1\l"il~'t Vf fl11ll~1llii eJ 6661 ~A11~.i'lh u 6 Vl ~ 8\911ll rn 1ll 6 Vlll1~ ?lll L6n~·tJ~m.<>J1l t! n1';lU ".l~?l1t!\l1t! 
" 

n·uvnl18'11t!JI1cJ'U 8fl 6661~ 1 Vf'l!eJdJ 61~ ~16 Ut!~1'1"' ~ 6~ en 'I! eJ\l tl'lJ fll "Jill b tlt! lA"J \l fll"J 6 vh~ ~l1~1\lilmJ ~ I ~ ~ 

~, yje.tt Vfrn"J'lJ5u~-:~1t!oue:~\l~'lJ~n~1~~1\l1 uJh ~:J~ 

OJ "" " ~~- Vl6'ln:l:i1'Un1'a~'I.J'l]e:Jb{;j'I.Je:J 
"" 

(9)(9). (9) ~~t!.ff m?lt!eJ~~Ji'eJ..:J~t!beJn?ll".l'lJ-a~ neJ'lJfll~~ 'ill~ru1m "J~ 1'1 ~..:JmJ1-:~iie:mJ1 mth~neJu~i'du 
" 
®) Vl6i' mnt!m~"ili91'Vl~b tiCJt!tl~uAA£;1 .. , ' 

(~) VJ1-:J~t!'Gi1t!?!l~J,~Vl~BVf1\l~t! 611t! 1\l 1n 191 1 Vf~w;'11 b t! 1VlU \l~B~'U"J 8\l m1~ 191'Vl~ b ti u t!tl ~ 
QJ .t:::l ~ ~ I '),./tV V.r.:;,! 0 '].J V o 2/ 

'lJflfltl tJ ruou11 tJ"IleJVlt!?l1t!e..J"ilV1 n11 e..Jllellt!l 'il fld'lJ All 'V<r'J Bmm eJ\16116 t!l'Vl nVlt!'l 
<t V' 'l 'U 'U "' q 

( 'll) u~~'Vl"i11 ni91Vl~-eJ'lJ~~'VldJVl1'llt!lil'1 n~?l 1 Vf~tJG'l'1 b t!1Vlu\l~eJ~'lJ 18-:J m1"il l?l'Vl~ 6 ti rJt!iJ~'l.JAA £;1 
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