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v v 'I 'U 

"' "' "' b1CJ'U1eJCJbb6'11 

-!11\91~ 1v '1l'11~b~'W~BCJ6'1~ lvo '1Je:J-:J1-:Jb~'Wm~61ruru1 b~B~-:J~B'U11CJ-:J1'W'i:'f1U~6'lfl11~1btJ'W-:J1'W 1m-:Jf111"1 
v v ' 

<9>) 11CJ-:J1'W m1bb tJ~t11m11-ti'-:J1'WeJ'l.Jmru/1 u1bbtn~ b ~~'tJ1~~Vlfi.n1"v'J-:J1'Wm1"il~'i:'f"iltJ'v16'1 n~1'W ' ~ "' 
Vl1-:J bVlflb 'W b6'l~'i:'f11'i:'f'Wb VlP! b ~e:J1e:J-:J-rum11 ~u~m1~1'W61-:Jr1~ ~1~11CJf111'1JeJ-:JoifeJ 1)(1.(9) 

~v) bb(:,J'Wf111th1-:J-rm~1e:Jumru/1 u1bbm~, "v'J~e:J~u1~~1rum1ri1 H'~1CJ~1-U~e:Jtl 'v16'l-:J"i11ne:Jumru/ 
' ' ' 

1u1bbm~"1 Vl~\91mCJ'tJ1~n'W 
' 

Gn) 11CJ-:J1'W~6'lf111~1btJ'Wbfl1-!lf111"1 uU'U'i:'f~u1ru 
~ 

mCJ 1 'W <9J~o i''W LJ'Utl\9l"il1ni''W6'1-:J'W1~1 tJ61ruru1 bb6'l~f1ru~m1~f111m1"il-ru~'i:'fi911~~11"il-ruf11'Utl1'Wflf1~e:J-!l 
QJ v 'I '\J 

.:1 'I ' tl"' ~. b.:lei'I.J b"l.lfl1 ~'U 

mru~'1J1CJbll'i:'t1~11fi~-!!~B'U-!!1'W~1~b1m~n1VI'W\91~1~1~CJ~nm~1btJ'Wf111 Gf1LJf1-!!1'WU~\9lm~Vl11-:J~~Vl6'l 
~ 

b ~mm~~n"il bb6'1~61-:Jf1~"il~fii91ri1u-ru b D'W11 CJ1'W 1 'WeJ~11~eJCJ6'1~ o.lvo '1Je:J-!!11f11~'i:'f\91~ci'-:J hi1~-ru~e:Ju 
"' ' 

~'1J1CJ"il~~ e:J-:J-ruu1~ n'W f111~"1111\91un"v'J1e:J-:J~ bn\91~'WmCJ 1 'W1~ CJ~b 1m <9) tJ i.Jutl'\91"i11 n1'W~i'W~\91'1JB-:J61~~1 
{]1-:J 1i91CJ~-ru{J1-:J~e:J-!l~'U~1bil'Wm1~\91m1"1ie:J~ bb"l!lJbbm '1JVI1€l..U\91VIi€ltlmruVJ~ bb Vl'Wmi1 'lf-:J1'W mf!.l1 'W ()() 'r'W 'Wu(f\91 

~ ' 
"il1f1l'W~1~-ru bb{J-:Jmll-1"1111\91'U n"v'l1B-:J bb6'1~~-ru{J1-:J"il~~e:J-:J~1 b tJ'W m1-ruu1~n'Wm1sde:J~ bb"l!l-l~G'le:J\91 ~1l-11~CJ~ b 16'11 

' ~ 

-r'Uu1~n'W'1l\91e:Jumru 
' ' 



fn'j~~'Vl ~b t1 CJ'W~'Vl5rn~1-ff,:n'W ~'ll~'Vltm'jb.ff~1'W Vl~eJfn'j~~'Vl~ b DCJ'W~'W 1~~ b~m-1i'B~niJ 1fl'j~f11'j 'j'"JjJf:i~ 
1 'lhbbmjJbb~~Bumru1 'W 1fl'j~fn'j ~B~~1b il'Wm'j1 'W'W1jJ'lJeJ~ 611LJfN1'WU~(9)m~'Vl'j'"J~~~Vi'~ b ~mP\'j~lfi'n"ii bb~~Gl'~fljJ 

' "" 
Vl~m tJ'W1 u\?11jJ~ 611UfN1'WU~(9)m~'Vl'j1~~~Vi'~ b ~mP~'j~:ofi"ii bb~~Gl'~fljJ 1(9)CJflru~m'jjJf11'jm1"ii-riJ~6'1(9) Vl~mm 

"" ' 'U 

eJ1'W1"i1VIi!1~ b U'W~tl1VI'W (9) b vhtY'W 1(9) CJ ~'ll1CJ ~B~'llB-riJ B'Wru1 1?1 ~1 b il'W fn'j 1 'W'W1jJ611L1' fN1'WU~ ~ m~'Vl'j'"J~~~Vi'~ b ~ B 
\J 'U 'I v 

v 

bPI'j~:Ofi"ii bb~~Gl~fljJ ~1'Wflru~m'jjJf11'j\?l'j1"iJ-riJ~6'1(9) nB'Wb vhi!'W 
"" ' 

Glh -ii'mt~'J'Ua'Vl5 

1 'Wmru~Gi1Li'nnwu~~m~'Vl'j1~~~Vi'~ b ~mP\'j~)lfi"ii bb~~Gl'~fljJ iifl11jJ~1 b U'W 1:Wm"ii'Vl161'~~1611B'll1CJ 1~ Vl~e:Jii 
bVI\9l~r~"'11b U'W~'W 6') ~ b'IJ'We:JU6'111fl 61111fN1'W'll~~ m~'Vl'j'N~~YI~b ~e:J bPI1~:0fi"ii bb~~Gl~fljJ 'lleJ6'1~1'W~'Vl5~"i!~CJm~ n 

'I I 'I d.ll 

m1~ ~sffe:1~~~1~ 1~VJn.ff'W\9leJ'W 1~CJ 1:W~1b U'W~eJ~bb~~bVI~ 1~11 VI~ b6'l'Wm1fl1'Vl11U bb~~~ b?l'Wtl11fl11:Wii~'Vl5bbcJ~bb~~ b~CJ n 

~e:J~fh 1-ff~1CJVI~e:J~1b~l:JVI1CJ1~ 1 ~~~'U 

VIU'Jfl~1'W-ru~(9)"lfel'U 1fl~~m~ 

neJ~ueJ~tl'Wbb~~'lJ'j1'1JU'j1Wl1'jf1'j~Vl1fl11jJ ~~'Vl1~ b 'Vlfl1 'W 1~ ~6'11'j6'l'Wb 'VIP~ 

Gi1i!n~1'Wu~~m~'Vl'j1~~~Vi'~ b ~e:J bPI'j~:Ofi"ii bb~~Gl'~fljJ 
"" 

CV tl A Q.l ~ il 

G)~. Vi~mnwsnm~Y.I'<ii1~W1fl(9)b~eJn"llemt'WeJ 

6111! n~1'WU~ ~m~'Vl'j'"J~~~Vi' ~ b ~mP\'j~:Ofi"ii bb~ ~Gl~fljJ "ii~~"i111tu1~~~'W 1~ CJ 1-liVI~n bnru~~"ii 1'jtu1"ii1m1fl1 
"" 



@).@) 

C9l.b 

@).@)0 

@).@)@) 

611ll1~tt1bfl'a1~~-rrm~fl contacts, SMS & MMS, emails, calendar, multimedia, call logs, 

phone details (IMEI!ESN), ICCID and IMSI bbfl~ SIM location information (TMIS, MCC, 

MNC, LAC) 1#\' 

611ll1~t:l1br1~1~~-ii'e:Jllfl iOS 1#\' 
'U 

611ll1~t:l'VllG11b'W1 SIM ID 1#\' 

611ll1~t:l1bfl~1~~bb'U'Ufi1CJ.fl1'V'J (Physical extraction) bbfl~t:le:Jm~61-ii'm~fl (Decoding) bbfl~ 

611ll1~t:l By Passing Pattern Lock I Password I PIN U'V11'Vl~l"l'V'Jvl!ie:J~e:Jbb'U'U Android b'li'W 

Samsung Galaxy S family, LG,HTC bbfl~ Motorola 1#1 

61 1ll 1';it:l1 bfl ';i1 ~ ~ bb u u f11 CJ .fl1'V'J (Physical extraction) bbfl ~ t:1 e:J ~ ';i~ 61 .U e:J d,j fl (Decoding) 

1'Vl';i'Pl'V'Jvl!i€J~e:Jbb'U'U Android c(.\v - c(.c(.Gn 1$1 

611ll1~t:l1bfl';i1~~bb'U'Uf11CJ.fl1'V'J (Physical extraction) bbfl~t:l€J~';i~61-ii'm~fl (Decoding) 

1'Vl';il"l'V'Jvl!i€J~e:Jbb'U'U Windows c:t.o - c:t.C9l 1$1 

611lJ1';it:liJ~'WoU€1d,jfl (Recovery) ~~f1fl'UbLJbbii'11il1f1VltJ1CJbtl'UoU€ld,jfl (Unallocated Space) 1$1 

611lJ1';it:lt:l€1~~~61oU€lllfl~1$1-rulil1f1 JTAG 1$1 
'U 

?f1ll1';it:lt:l€l~';i~?fc;i'u (Decryption) n1';i1oU-:~1'W WhatsApp 1$1 

?f1ll1';it:l(?l';i11iJ~'U Malware bbf!~611ll1';it:1Vh Watch List 1$1 

?f1ll1';it:lb~'WhM WhatsApp Audio File (.opus) 1$1-

611lJ1';it:l111 User Name Password ~1#11i11f11 'V1';il"l'V'Jvl!i€1~€1hh-ii'1~-:JoU€ldqjfl Cloud storage bsd'W 

Dropbox; Google Drive '1l€1-:JbD1Vlll1CJ1$1 

?11ll1';it:l111 User Name password ~1$i'lil1f11 'Vl';il"l'V'Jvl!i€1~€1 hJb-ii'1~-:JoU€ldqjflbD1Vlll1CJ 1 'W Social 

Media 1$1 €1~1-:JLJ€JCJ~~d Facebook, Kik, Twitter b'IJ'W~'W 
@).@)(( 611ll1';im11 User Name Password ~1$11i11f11'Vl';il"l'V'Jvl!i€1~€1hlb.rr1~~-ii'€1llfl Webmail '11€1~ 

'U 

b i11Vlll1CJ 1$1 

611ll1~m-ii'1~~-ii'€1llfl Profiles, Image, Videos, Contacts bbfl~ Files '1lmbD1Vlll1CJ1$1 
'U 

611ll1';it:l111-ii'€lllfl Location ~1$11i11f1 1 Vl';il"l'V'Jvl!i€1~€Jll1bb?f~~t:-m 1 'tm.Jbb uu bbe-J'W~1$1 
'U 'U 

611ll1';it:lbb?f~-:Je-Jflb 'WTUbb'U'U timeline 1#1 
'U 

iilil~n-&'Wm';iA'WVl1oU€Jllfl, fn';j Filter oU€Jllfl bbfl~f11';j Sort oU€Jllfl 

'1l~ 1 tbbbmllll1'V'J~€llliur~e:Jll~1b\?l€1TI ill'l~n "111'W1'W @) brl~€1-:~ l~CJiir~ruc;i'm~ru~~~~€11 ud 
' ' ' 

@) .@)~.@) ii'Vl'l11 CJU';i~ll1fl e-Jfl nm~ (CPU) bb uu~iir~11ll b ~1~'1J'1J1t:l.!'W1WnT~~,'WJ11'W1lJi!e:J CJ n';h 

1v GHz '1l'W1~1lJi!e:JCJf1rJ1 c( bbf1'W'Vlc;i'n (rmi), c:t bli';i~ "'11'W1'W @) VltJ1CJVl~e:J~n11 

@).@)~.lv ii'VltJ1CJI"l11ll"i11Vlc;i'n (RAM) '1l'tJ1~1lJife:JCJf1rJ1 C9lbGB Vl~€1~f1rJ1 



C9l.C9l~.m iiVJiJ';JCJ~~bfh..J-iJ€l~~bb'U'U SSD "ll'W1~hJi!mm11 <fC9l® GB Vl~€l~f1l1 
'U 

(9).(9)~.cs: ii"ll'W1~Vli!1:U€l hli!mm11 C9l<f 'ii1 bb 'U'U Full H D Vl1€l~f111 
C9l.C9l~.<f ~~~~€l~tl'U~~'U'UU~LJ&lm~ Windows 10 Vl1€l~f1l1 bb'U'U~f1~"ll?i'Vl~ 

C9l.®o er bG'I'W €1~11"11 ~ €1..:1 1\9l1'u 1 'U 1'u~€l..:J f11 ~~if 1 VJiJ 1 tJ?f 'Wfl1 :VI f1 er ~ ~ \91 ?f'W fl11~ tJ \91 ~ ..:!Vl~€1 er lif1VJiJ 1 CJ?f'W fl1 
~ -· ~ v 

mtJ1 'WU~~b 'Vll"f1 'VltJ€1~1..:~~n~€l..:~ 

kl. 1tl-abbn-a3J1bfll-a1~'t.Hie~3J'!;l'VI~n~1'W~bft~'Jnum-a1-H.:I1'W~hJb'VIe~';hil~'~ lil1u'Ju G) oul'l1~~ijfllruaaJu&l~.:Jd 
qJ ~ , 'i 

®.C9l btl'W1tJ~bbm~ci'1VJ1'u G'ln~-ilm.J~ (Acquire), fl'W'Vl1 (Search), bb~~1bf1~1~~-ife:Jd;j~ (Analyze) 

lv.CS: 

lv.<f 

lv.b 

\v.rnl 

®.~ 

®.~ 

"lle:J..:JI"le:J~~1b\91e:J{bbfl~i1e:J~e:J 1~mru~1~ 

6'113J1~me:J..:~1'u1'1"l~ Office Document, Email, ~tJm~, VDO, 1\9l 

6'11~1'afi\91~T'il1tJ~bbm~iJe:J~e:J (Mobile Application) b"li'W Browser History, Cookies, Web 

Mail 1\9l 

6'11~1~flm1"ii Jump list, Thumbnails bb~~ Event logs 1\9l 

6'113J1~fl\91~1"ii Registry files, SQLite databases, Plist files 1\9l 

6'11~1'aflvl1f11~fl'W'Vl1-ife:J~~ 1 'W~~~'Ubft"llfJI'W C9l b (Hexadecimal) 1\9l 
'U .. 

6'11~1~flv11m~tj'f1'W-ile:Jd;J~~~n~u1\9l 
6'11~1~fl1bl"l':i1~~-ife:J~~"ii1f1 RAM 1\9l 

'U 

6'11~1~fllbf1~1~Vl1'1"l~ Hibernation file bb~~ page file 1\9l 

6'113J1~flrJA'W-1i'e:Jd;j~ SQLite records, offe:Jd;j~f11~6'1'W'Vl'W1"i11f1 Skype Vl~e:J WhatsApp 1\9l 

6'11~1~flibm1~~-ife:J~~ EXIF bb~~ GPS :U1n1'1"l~~tJm~1\9l 
'U 'U 

6'11~1~flibm1~~ Volume Shadow Copy, Orphan Files, MFT 1\9l 

6'11~1~me:J..:~1'u1'1"l~ EoC9l/ExoC9l, LoC9l/LxoC9l, ADC9l, FTK, DO, SMART, DMG, RAW(ooC9l) 1\9l 

6'113J1'Jflibl"l':i1~Vl1'1"l6'1 Mobile backups, UFED dumps, JTAG bbfl~ chip-off dumps 1\9l 

6'11~1~me:J..:~1'u1'1"l~ Virtual Machines tJ~~bil'Vl VMWare(VMDK), Virtual PC, XenServer, 

Virtual Box, Virtual Hard Disk(VHD) 1\9l 

®.C9lb 6'11~1~me:J..:~1'u1'1"l~~6'1b~~tJ~~bil'Vl FAT, exFAT, NTFS, HFS, HFS+, extlv/m/CS::, YAFFS, 

Y AFFS\v 1\9l 

®.C9lrnl 6'11~1~fl1bfi~1~~~~'U'UU~LJ&lm~ Windows, Mac OS X, Unix-based systems (Linux, Free 

BDS), iOS, Android 1~ 

®.C9l~ 6'11~1~flvl1f11':ifl'W'Vl1bb'U'U Regular Expression 1\9l 

?lll-ll1neJeJn1ltJ'IllJbb1J1J PDF, HTML, XLSX, CSV, TXT (T~b·Delimited) I.Vf 

~ bG'I'W e:1~1 1"11 ~ e:J..:J 1~1'u 1 u -ru'Je:J..:Jfl1':i'<il 1111th t.J?l'W flT'il1 n ~ ~~ \91 ?l'W 1"111~ t.J \91':i ..:~Vl~e:J ~ '<ii' 11111l1 t.J ?l'W 1"11 
'U 'U 'U 

mtJ1'WtJ~~b'Vll"f1'Vlt.Je:J~1..:~~n~e:J..:~ 



m. 1tl"abbn"a3JihVI-r'UnoUeJ3J~~t;lnt;l'U ~1'U'J'U G> "If~ 1~fl3jfUl.!a3JU~ ~.:~d 
CU 'U CU II 'l 

m.<9l b ~'W'1W11 'IJ~bbf11d-Jci'TI1!~\J'vl1f11'H1oU-m.m 1V1tJ bQ'\'\11~ 
' 'IJ 'IJ 

m.lv 6'11d-11~11'Vhm~noU'e:Jd-Jflbb'U'U Computer, Mobile Phone, surveillance video 11i1 
'IJ 'IJ 

m.m 6'11d-11~t:lnoUe:JdJ~~bflV1"il1f1f11~ Formattina 11i1 
'IJ 'IJ ::, 

m.<:t 6'11d-11~11QoUe:J~~ VDO ~i1f11';1f11~"il1tJ~1 (fragmented video files) 1ti1 

m.<t 6'11d-11~11Q~'W1'VM'oU'e:J~~'llilV1 Microsoft Office lvoom/lvoob'll/lvo®o, PDF, ZIP bb~~ RAR 1ti1' 

m.b 6'11d-11~t:lfl 'WV!1 bb~~~Vl me:J..:trhfl'WV!1 (Filtering Keyword) b ~ e.11 ~6'11d-11~t:lfl'WVI11 'W~oUeJd-1~ 1ti1 
'U 

~ ~ 
~1Vlb ~1'1J'W 

m.b'll 6'11d-11~meJ..:t-ru'\'\ltl1'WV!~f1~1'W1'W~'IJbb'U'U image file V!~eJ RAID disk group 1ti1 

m.~ 6'11d-11~tlQ~'WoUeJ~fl SMS, call log, contact, 1 'WlJeJ~e:J~~uu'IJl)u~m~ Android bb~~ iOS 1ti1 

m.~ 6'11d-11~tlvl1f11~QoUe:J~m~uu'IJl)u~m~V!~e:J1'W~"ilab~dJ'1le:J-!! Windows, Linux, Mac 1ti1 

m.®o ~ b6'f'Wm1A1#leJ-!!11i1'-ru m~bb~..:t~-!!1 ~ b ~'W~1 bb 'Vl'W"il'1vtt11 tJ"il1n ~(':..!~ ~~'Wfl11V1 tJ ~~..:~ vt~eJ~1 bb 'Vl'W 
'U 'U 

"il'1vttl1 CJ~11i1-rum~bb~..:t ~-!leJ~1-.:ttln#leJ-!! 1 'Wth~ b 'Vlf11 'Vl CJ 
'IJ 

cs::. 1 tl"abbni3J1bA'a1~,;VI~mi1'UAeJ3JVh b~eJ{ MAC wieJ3J 1 U'abbfli3J~1~eJ.:ibb~~1bA'a1~,;AeJ3JVhb~eJ{ ~1'U1'U .,. 
CO) "If~ 1~fl3jArua3Ju~ ~.:~d ' . 

b ~'W 1 'IJ~bbmd-11bA~1~~oU'eJd-Jmbfl~~6'f"iltJV!~n:o1'W 1V1mu'l"'1~ (Forensic Suite) 
'IJ 'IJ "" 

6'11d-11~tl'Vl
0

1..:11'W1'W m ~'IJbb'U'U 1ti1'bbfl Fully Automated, Semi-Automated bbfl~ Manual 

analysis 1ti1 

iJAd13J6'11d-11~tlb 'Wf11~1bA';i1~~oUe:J~flbb 'U'Uel~ L 'WiT~ (built-in automated parsing) ~';ie:J-!!-r'Uf11':i 

1bm1~~oUe:Jd-Jfl Windows, Mac bbfl~ iOS artifacts 1ti1 
'IJ 

6'113J1':itl1bA':i1~~bbfl~bb6'fV1-!J(':.JfloUeJ~fl Apple Extended Metadata 1ti1 

6'11d-11':itlbb6'1~-!J(':.Jflbb'UU Story Board 1~ 

6'11d-11':itl1bm1~~bbfl~bb6'1V1-.:t(':.JfloUeJd-Jfl Hex, SQLite, Plist, Text, Strings, Exif, Geodata 1ti1 
'IJ 

6'11d-11':itlvl1-.:t1'Wbb'U'U Advanced Filters bbfl~ Pre-Process 1ti1 

6'11d-11':itlvl1-.:t1'Wbb'U'U Advanced Sort bbfl~ Filter Options 1ti1 

ct.~ 6'11d-11':it11bA':i1~~oUe:J~flvttl1CJA11d-l"il'1 (RAM Analysis) "il1f1 Windows bbfl~ Mac 1ti1 

ct.®o '1lV11 'IJ':ibbf11d-Jd-11'\'\l{e:Jd-JtlU 1 D':ibbf11d-J CARBON PRO "il'1'W1'W <9! '1lV11V1CJhJ#le:J-!!~~~m~d-Jb~dJ 
' ' 

ct.<9!<9! '1lV1 hhbbmd-Jd-11'\'\l{e:Jd-JnuAe:Jd-l~pb~e:Jfl 11~un ~1'W1'W <9) bA~e:J..:t 1V1tJi1Aru~m~ru~~..:t~e:J 1 LJiJ 
'I I 'I 'I 

ct.<9!<9!.<9! i1vtt11 tJ'IJ':i~~1~ (':.J~rym..:~ (CPU) bb 'U'U~A11d-J b ~161'11J11J1ru'WTWf1T~,'W~1'W 1~11e:J tJ fl'll 
hb GHz V!':ie:JV1fld1 

<:t.<9!<9!.\v i1vtt11CJA11d-J"il'1vt~n (RAM) '1l'W1V11~11e:Jmrh ®bGB V!~e:J~f1l1 

CS::.<9l<9J.Q1 

07 



c(,@)@.ct iJ'1J'U1~'VI,_j'T'ilBhhJ'eJt.Jfl'J1 @D .01 'VI~B~fl11 
((,@)(9).b m'I"J{m.Jtl'U';i~'U'UU~D~fl1';i macOS bb'U'U~fl~'1J~'V1E 

(9)0 

c(.@)\v ~ b?f'WeJ';i1fl1 ~ B-!l1~-r'U1 'U-r'U';ieJ-!Jfl1';i-;$1'VItJ1CJ~'W~ 1~ 1 fl~ t:-J~ ~ ~'W ~1b~ CJ ~ ';i-!l'VI~B ~-;$1'VItJ1CJ~'W ~ 1 
'\) '\) '\) 

mt.J1 'WU';i~b 'Vll"f1'Vlt.Jmh-!lt~fl~B\l 
'\) 

~. "lf~bfl~B.:Jiim:l'tJmruvhihbu1eJT~~1~-ar:J ~1u1u w "If~ 1~CJiiflru~~u~ ~.:Jii 
'i 'i 'i 'i 

ct.@ b tl'Wbfl~B\lijBvh~1 b 'W1'1"J t.n'W'VI~ mi1'W®'1~~ ~?fn1~CJ bu'I"J1~ 
"' 

ct.b ?f1m';iti'Vhi11b'W1'1"Jt.n'W'VI~fl~1'W1~~t.J~'W'V11-!l (Source) ~1'W'V11-!l'I"JeJ{~ USB bll.o, SATA, 

SAS, FireWire 1~ 

ct.bll ?f1~1';iflvl1\11'Wbb'U'U Touch Screen 1~ 

ct.(( ilfl11~?11~1';ifl1 'Wfl1';ivl1~1b 'W11 'W';i'U bb 'U'U'1JB-!l Eo(9) bbfl~ EXo(9) 1~ 
'\) 

ct.ct 1~';i'l~hn'UoUB~flUfl1t.J'Vl1\l (Destination) ?f1~1';imeJ\l-r'Ufl1';ib~eJ~~Bbb'U'U USB bll.o, SATA, SAS 1~ 
ct.b ?f1~1';itlvl1-!l1'W~1~tl'U iSCSI bbfl::.! CIFS 1~ 

ct.mJ ?f1~1';itlvl1~1b'W1'1"Jt.J1'W'VI~fl~1'Wbb'U'U clone bbfl:l!bb'U'U image 'I"J{B~n'W1~ 

ct.~ ?f1m';itivl1~1b'WT'v'W1'W'VI~fl:01'W b -!l1'U'I"J{B~n'W1~ 
"' 

ct.~ il'I"JB~~b~B~~mb'U'U Gigabit Ethernet 'VI~B~fl11 B~1\l,j'eJCJ @) 'I"JB~~ 

ct.@)o ?f1~1';iti~';i'J~?feJ'Ufl11~~fl~B\l (Hashing) bb'U'U MDct, SHA-(9), SHA-bctb 1~ 

ct.@@) 1~';i~Ufl1CJ'V11\l';i'B-!l-r'U (Destination Drive) File system bb'U'U ExFAT, NTFS, EXT{"(, FAT bllb, 

HFS+ 1~ 

ct.@\v ?f1~1';iflm1~?feJ'U Blank checking 1~ 

ct.@bll ?f1~1';iflm1~?feJ'Ubbfl~U'WVinoU'eJ~fl~1flci'J'W~~B'W11 b~'W HPA bbfl~ DCO '1JB-!l®'1~~1m~1~ 
ct.@(( 

ct.@ct 

ct.@b 

ct.@)b'li 

ct.@~ 

?f1~1';iflvl1fl1t.JoUB~fl (Wiping) bb'U'U ATA Secure Erase 1~ 

?f1m-amoU11~?11~-a~btl'UoUB~fl'llfl1t.J'V11-!l (Destination) 1~ 
'\) 

?f1~1';itl~';i'T'il~'Ubbfl~bb~\lb~B'Wb~eJ~';i'J~'I"J'Ufl1';iboU1';i~?foUB~fl'1JB\11~';i~ (Harddisk drive) 1~ 
'\) 

?f1~1';iti'\JeJ\ltl'Wfl1';ib~t.J'WVJ'UoUB~fl (write blocked) 1~ 

ilm1~?f1m';ifl1'Wfl1';ibb?f~\l Log fl1';itl~oJ'~m';ivl1-!l1'W~1\l 11~ 

~1Bumru~1'1"J{B~n'U ci1'W~m~~'1Jt.nt.J Destination Port, TX@)-S(9) Module 
' 

~ b?f'W8';i1fl1~m 1~-r'U'VI1!\1~8-r'U';ieJ\lfl1';ilil'1'VItJ1CJ~1fl b ~1'1JB\lt:-J~ ~.n'ruBVi'V1~8~1 bb 'Vl'Wiil'1'VItJ1CJ1 'W 
'\) . ' ... 
t]';j::; b 'Vll"f1 'Vl CJVi1~-r'U fl1';j~-!j bb~\18 ~1\lfl fl~e:J\1 

'\) 

b. bfl~v.:Jflv~W1b~vi~1Vi-ru1bfl'a1~~Vl~n!1'W'V11.:J~~VIfl ~1'W1'W G) oq~ t~CJa:iflru~:uu~~.:Jd 
b.·(9) iJ'VItJ'Jt.Jtl';i::.!~'Jflt:-Jflflfll-!l (CPU) '1J'W1~hJu-ewn11 @)(( bbfl'W'VI~fl (l"lv~), b~ bli"a~ liJTU1'U b 'VItJ1t.J 

b.b il'VItJ1CJI"l11~1il'1 (RAM) bb'U'U DDR(( '1J'U1~1:Juvt.Jfl11 @)b~ GB 

b.bll il~eJD'UVinoU'eJ~mb'U'U SSD ~1'VI-r'U';i::.!'U'Utl~oJ'~m';i '1J'W1V11:JueJt.Jn11 (9) TB 

Ol~ 



"· ' 

' 
b.~ iJ?iau\JVinoifa~~bbtltl SSD bbtltl M.® 6'11'M-rtJ Temporary File bb~~ Processing 'll'W1~hh1atJ 

f1l1 .<9l TB 

b.<r iJ~au'WVinoifmJmbtJtJ sso bbtlU M.® 6'11"M-rtJm~u'WVin-llmJmfl6'fbb~~:n1'WoUmJ~ 'll'W1~hh1atJ 
cu 'U dJI 'U 

f111 ®TB 

b.b iJ~e:JU'WVinoll'e:J~~ (HOD) 'll'W1~hh1atJf1l1 bTB "il1'W1'W ~ 'M~1tJ 
b.e'll i1"M~1t!bb6'f~..:J~~ (VGA Card) bbtltl GTX <9lo~o Ti, GDDR<r 'll'W1~hhJ'e:JtJf1l1 ~ GB 'M~fl~f1l1 

"il1'W1'W (9) 'M~1tJ 

b.~ i1 Hot-Swap bay 'll'W1~ ®.<r -6'1 "il1'W1'WhJtJ'atJf1l1 ® 'lia..:J 

b.~ il Hot-Swap bay 'll'W1~ m.<r -6'1 "i11'W1'WhltJ'mm-J1 ® 'lieN 

b.<9lo il~tlmru Blu-ray Burner "ii1'W1'W (9) 'M~1tJ 

b.<9l<9l il'l"'ai~ USB m.o "ii1'W1'W1:JtJ'e:JtJf1l1 1£:> 'l"'fli~ 

b.<9l® il'l"'ai~ USB ®.o "il1'W1'W1:WtJ'-emn11 <r 'l"'eJi~ 

b.<9lm il~tlmru Forensic Card Reader 

b.<9l~ l-n'l"'~mJntJ~tlmruueJ..:Jn'Wf11~b~tJ'WVltJoUe:J~~ ~iJ Port ~a..:J-rtJm~b~mJ~e:J bbtltl IDE,SATNSAS, 

SATA Gen m, PCie, FireWire, USB m.o bb~~ Port 6'11'M-rtJ~1tJ1~b~flb~e:J:IJ~e:JntJ~e:JU'W'Vinoll'mJ~ 
" 

bbtJtJ ~-pin (IDE, SAS, SATA, PCie) '\J\I~a~1~bb6'f~..:J6'ff11'W~f11~vl1..:J1'W bb~~G'fm'W~ Write Block/ 

Read/Write "il1'W1'W <9l 'Vl~1tJ 

b.<9l<r ~tlmru~1'\J\I~e:J~nm~tJtJ'Ll5u~m~ Windows <9lo Pro b~Bit 'Vl~e:J~n-J1 bbtJtJ~n~'ll~VI~. 
b.<9l'0 il'Vl~1tJ~1tJ'I"'6i'..:J..:J1'W (Power Supply) 'll'W1~1:JtA'atJf1l1 <9l,boo Watt 

b.<9le'll b~1a-~~tJe:Ji~ bbtltlbbU'W.f1Tl~11VItJ 

b.<9l~ il"ile:J.f11'\J\Ibb6'f~..:J~~bbtJtJ LED 'Vl~fl~f1l1 'll'W1~1:JiJatJf1l1 ®~ -61 "il1'W1'W 1£:> "ilfl 

~ b6'f'Wm1fl1~m 1#1-rtJm~bb~..:J~..:J 11XbfJ'W~hbbVI'W~1'Vl~1tJ"il1f1~~~ ~~'WA1b~tJ~~..:J 'Vl~e:J~1bb VJ'W~1'Vl~1tJ b.<9l~ " " 
~1#1-rtJm~ bb~..:J~..:JeJ~1..:Jt1f1~e:J..:J 1 'Wtl~~ b VJI"11 VI tJ 

" 

uQ---·· 



,. 

.fl1RN'U1n "II 

be!m'l11bb 'U'I.J'Vl1 fJ 1 'U b~'Ue!11fl1 

riTwn.:J1utl~111m::'VI11.:J~~i~b~abA1'M\in1ilbb~::a.:JR3J ... 
1R1.:Jm1-.iji11V11"lf111atlmru/1tl1bbm3Jb~3Jtl1::if'VIfi.nTw.:J1'U\11111il'W~1i!u'VIan\i1'U 

~ q cu ~ 

'V11.:Jb 'VIRL'U 1~V~11~'Ub 'VIA b~a1a.:Ji''Um11~u'im1~1'Ua.:JR3J 

~11"11 

(~1:Wfl1i;t:l,j~f"hb ~:W) 
')' q I ..J V I ~ Q.l ~ 
(b~CJ~~'U~1CJ~~be:JCJ~ b'll'W CJ'IIle:J ~'U ~~l'lflU!"Vl'lle:J..:J 

' ' 
tJ~~bV11"11~ "ii1'U1'W ~1CJ~~b~CJ~'1le:J..:ie:Jtlmrubb~~ 

' 
t tl~bbfl';i:Wb 'W'lt~ihil) 

cs:: 1-t.l~bbfl';i:ll~bi"'~1~~Vl~f1~1'UI"'e:J:W~1b!'le:J{ 

MAC 'W~e:J:W b tl~bbm:W"i\'T~e:J..:Jbb~~1bl"'~1~~ 

d .::::), ~0 QJ ..::t.. ~ Q.J 

bl"'~e:J..:il"'e:J:W'W1 bl'le:J~6'l1Vl~tn b\"1~1~'1/l'lll~ f1~1'U 

VJ1..:~~F5Vi'~ 


