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<o 3995unTeuAvduuImang1ulusduu Eoe, Lo, Sowe, DD uay DMG
Iiduegreioy

€€ @107 T12Y Device Type, iIOS/0OS Version, Serial Number, UDID wag IME]
Iiluetoy

¢ amnauleya Documents, Emails, Movies, Calls Wag Voice Mal o lustnation

<o awsnAumdeys iChat,SMS, MMS, Skype Waz iIMessage ldlluageilay

<o ausadundeyanisideu Safar, Firefox uag Chrome iluegnatoy

s esiunuentinmsnsesioya (Fitter Criteria) Idiluegntos

<« 3935 UAMANURA Video Frame Analysis, Skin Tone Analysis wag GPS Mapping
Induednton

c.ao annsafumioyaie Keywords Wag Regular Expressions 1¢

N BRI S 4 ............... dsesnungsunng ra TN Eens
, <l
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.06 mmsﬂaaﬂiwmﬂugﬂwu PDF, HTML, DOCX, uag TXT 16
.ol 7995 FSEvent 989 macOS High Sierra 1o
&am $995UN151599 Memory Image File 989 Windows eo Fall Creators Update

(Version egoe) 16t

&.ac #UITNTOITUNTTHI Image Categorization TaguusUszianidu Porn, Weapons,

Drugs, Extremism, Gore, Alcohol, Swimwear/Underwear toilustniiae

a < w
¢ siafvansmsldauyalusunsumaiiundngruudauazgunsailalawd (Renew MacQuisition)

U o YA neiinaaulR il

é&o

&lo

&.c

&.&
-]

&
s

&

=]

\Junisdedadns msldenyalusunsunafiundngruuiauazgunsalleloles
(MacQuisition) szeiaan o U nglifasdndelnl

5995Un13veuly m sUuuuldun nnsdaiuneundngiud Adsinaueg
(Live Data Acquisition) , AT ALA UNEIUNSAFIULUULILAIAINT HB4n15
(Target Data Collection) kazn13n52934ATIEWEIUNG NG (Forensic Imaging)
[ RIGERNIGE

Tauaiu1salunissnen (Preservation) A3 Ni 8398998y a (Data)
uwarswazdunvesloys (Metadata) Iailuedudon
5043UMINTIVABUAIUYNA BIUVAT swamdngudedaridu MDE uay SHA-@
Ihduetwilay

seafufiugunsaives Mac lugu Mid-woes 10
finstufind1siansiaaeuaugndies (Hashing) Taedalusl® iefinisiinisi
dunlulWduuy Eow

soafuguuuuuaznmsiidusaludslasngduuy NTFS

5895UN19%11 Capturing RAM uay Data collections uussuudiuanTs Mac OS
©0.0d&

sas5un1svhduvIgaNdn (Live Memory) Tilduegslios

&oo aunsananszi@ (Log) Mavidiumangule
&oo dusnyhdtumeundngiugunsal Apple To Chips 18
&alo dansavinausInAulnsgasiu APFS I

g - -] ar e =3 o axs  of =
b. AvdvAnSAsIduylusunsud MR TRl 31U o YR Lnsllnuanti fil

°

bo  FBIUNERARIULSEUUUEUTRNS Microsoft Windows Iéiluetaies
oo F835UNMIATIREBUYININGNN (Picture) 1y Bitmap, JPEG, Tiff, Targa, JPEGwooo,

¥ @ 1 2
PNG laiJustnsves
WANMGN 4 dszsuingsunng ' o.0n S895U...
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XX T W ................. ASTHANSUATIAITYMS
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oo sefunsesRaeulndItle (Video) WU AV, FLV, eGPP, WMV, MOV, NTSC, PAL
Iiduedetiey
o dmuaunsalunsiesieim EXIF Metadata Iaiduegatien
o.¢  Hmuaunsalunisivsgsivi Hash Code alluagneday
ob  seefunsuEEnw (Zoom) anuiuilfiden (Space Selection) 14
oal  5093UNSAR (Tag) Aufsilaulaitu Wufl (Area), yara (People) uazing Object) &
e dmuaunsalunisdmnageu Mismatched Frames 1aidusgnatias
ba  fuausslunisiaewgdiuiiaula Crop) Iaduethos
veo fmmaansalumsudly (Edit) wuu Crop, Flip, Rotate, Resize, Smart Resize,
Deinterlace, Align Fields, Correct Perspective, Undistort wag Unroll 1
bee dANENTaluAsUSuLsaAT Contrast, Brightness way Curves @
el Hemauawisaluntinsss (Filter) wuu Grayscale Conversion, Color Conversion,
Color Switch, Extract Channel Wag Mix Channels 161
wem NANNENITIINTT Denoise Wuu Averaging Filter, Gaussian Filter, Bilateral
Filter, Median Filter, Wiener Filter wag Deblocking 161
e HmNansaluns integrate wuu Temporal Smoothing, Motion Smoothing,
Frame Averaging Wag Super Resolution o
bad aunsaiiumaLtavesiflade3s Blurring, Darkening uag Pixelating 6
bbb AMNSARLAILALTATEINTWEESS Unsharp Masking, Rational Sharpening I
oo 5895UNTYIULUU Demultiplex Multi-Camera Video Feeds 18
bod F9FUNTIATEIA WIS Foe, Rain, Flat Light uae Sandstorm &
pex 58I5UNTIATIEA Blacklight Image 1A
oo I9UNTIATISIUSUARINANINILUL Panoramic 16
plos saefuntseansreeulunuy HTML Wusdnatios
. Swinsauazfedvans nsldeuyaivsunsuiessideyawsngruiliRoadunisidem
Sumadiiln (Upgrade Magnet AXIOM) 117y & Y0 IneiinnzaudR ol
d.0 (TunsswnsauasioddndlusunsudinseiteyandngruiiAsifunisldan
Suwmeditn (AXIOM) sreznan o U Tnelidesindell
oo 5995UA1SUIT I INe1UNa ng1U (Evidence Source) WU Drive, Image, File &
Folder, Volume Shadow Copies Ifillusg1etios
ol.on @NNI509IN1T0599 JTAG Chip-off image wag Live Ram Capture Imdusgrades
o.@ 5895UN15M5919352UUUURANS Android, Kindle Fire, Windows XP, Windows VISTA,
Windows e, Windows &, Windows &.@, Windows eo, OS X, i0S Tediuetatios
o.& 5993UTWE8a1fu (File System) NTFS, HFS+, HFSX, EXTle, EXTa, EXTe, FATal,

EXFAT, YAFFSe lailusenetias

HANN @» tlszaunssang

o
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a0 7095UIYLUUINAREURENFIULUY Eoe, Exoe, Loe, Lxom, ADa, dd, raw, bin,
img, dmg, flp, vfd, bif, vmdk, vhd, vdi, xva, zip, tar Isdusenties

ol.ed BUUNTONTIINUNSIIIVEYBSETARE (Detects encrypted disks) WUy TrueCrypt,
Bit locker, PGP, Safe boot ¢

o.@ 3895UNAUMNIAENTS1Y Keyword Search waz Regex/GREP lallusenetios

0.e @NUNTOYINNNSATUIMAT Hash WUU MD& uag SHAe talluaenatioy

@.e0 ANITNTBITUASVNUTINGY Project VIC wag CAD Waldidusddoy

o.oe 8111503835 UN I UTNTY PhotoDNA Tiiluseetes

0.0 T945UN1TATITLUTUATHABNTR MBS UTELAN Social Media ¥89lUs4n5) Bebo,
Google+, Instagram, Linkedin, MySpace, Twitter, Sina Weibo, VK Tsillusghetios

o.eom 5835UN15931RLUTUNTHABURUABS Ussinnaunui (Chat) veeluswnsy Adium,
AlM, Chatroulette, GoogleTalk, iChat, iMessage, Mail.ru, MSN Messenger, MSN Plus!, ICQ,
Mait.ru, mIRC, Omegle, ooVoo, Paltalk, Pidgin, QQ Chat, Second Life, Skype, TorChat, Trillian,
WeChat, Windows Live, Messenger, World of Warcraft, Viber, Yahoo Messenger Imdustng
oy

o.0c 3035UN1TATINUTUNTUABLRIMDS UTeinn Web Browser 984lUsunsa mbo
Browser, Chrome, Edge, Internet Explorer, Firefox, Opera, Safari, Xbox IE IeTuetnatios

W.0& 5895UNTATILUSUNTUABNNUABS UTeLan PoP w89lusunsu Ares, Bitcoin,
eMule, Frostwire, Gigatribe, Limerunner, Limewire, Luckywire, Shareaza Iedustnetios

oo 583TUN1TATIMaEAUTUTUNTNUTELAYN Email 81719 mbox email archives,
Microsoft Lync/OCS IM, Qutlook OST & PST files, ZOOM 1¢ifuseinstion

o.o0 7895UNINTI19003a8eT8UUU URNT fuBvent logs, Jumplists, LNK files,
Mounted ’_nyetwork shares, OS and file system info, Prefetch files, Shellbags, Startup items,
Time zonés, User accounts, USB device history Isifiuagnsifes

o.0c 93UNsuTAugudeya Child Protection System (CPS) Iéilluag oy

.o WulUusunsudl d1un1snaasuaInUs Defense Cyber Crime Institute (DCen)
Juethatles

oo 5095UN1TATIRgUnTalfiafaauinlny Android, I0S, Windows Phone, Kindle
Fire, MTP (Media Device).

aloe 035UN1IATIgUNTaifialioaunTviniy TUsunsudsziandenudu (SMS) 1y
Android SMS / MMS, i0S SMS / MMS, Windows Phone SMS/MMS Isiliuegwilos

w.loe 895UNIATIIgUNTalTod eaus vy TWsunsuUssianstede (Contacts) 1wy
Android contacts, iOS contacts, Windows Phone Contacts dusgnatiay

WAL UE Qk UszarunsaNns
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<. ﬁaﬁwaw§nﬁs‘l'i’k’a'mt,ﬂ?aaﬂauﬁ'ama%ﬁ’m%’umsms’;aﬁLﬂsﬁzﬁwé’ng'm%"ugaﬂfm%'unfmauw
(Renew MagiCube) $1u2u o Yn Tnefinaauti fodl
c.® Lﬂunﬁcﬁiaﬁmﬁwémémﬂauﬁqmﬂ%@‘(’m%’umimmﬁmiwﬁué'ﬂgwwﬁsuqaﬁw%’u
AeALLTEERIM o U Taglifeidadelnl
o 1ugunsaluy All in One Solution Mianusavhanild e Tnun Iénnelugunsal
fdelagliesindegunsal viosevidisdudua
o Tnunnsyhdnudeya (Duplication)
® Tnuansinsiziteya (Forensic)
o TnuanmsdrassgnniindanasssuudiRnig Emutation)
<. gogunsawieuiulusunsudinseiuaensiafigatindngiuneuiiimes Forensic
Master ARasaumienfusiados Bundle) Insliidastinsiads USB Dongle Wi
&. T995UNITIATIRINAN gL On-Click Forensic
&.€& S9UNTTATIEIA System Artifacts 1ol
&.p 589 UNTTIATIEY Application Artifacts 6
e 5095UNMTIATIA USB Artifacs 161
&.@ 5985 UN1TIATIENA Recycle Bin 1@
@ 5995UNTIAS I Browser Artifacts 191
c.eo s835untouteyalwdszuu (File System) FATol, FATab, FATal, exFAT, NTFS,
CDFS, UDF, Extle & Waw/avHFSX/HFS+ dliusenelios
260 T9IFUMIEIUMEN§IULUL Eos, DD, coe uaslos lalusgwios
.ol 5095un1seudioya (Load) Iniduuu VHD, VMDK, 150 uas AFF ldiliusgslioy
2.em 5895UM¥N Hashing WUU MD& uag SHA-e IalUuagnsiles
c.0c 5995uNTUUTELANING (Categorize Files) wagiflon1uinsy (Divide Videos
Based On Frame Variation) Téfusesties
=.e& 5893un1sdoudaiu Hard Drive WUy SATA use SAS Iilusdwiley
z.ab eTumMIhd U oyauuy ere, ol Uay o Ioiluetwien
<.e0 T935UNMsvdnuImdngIusussuUIAIedinyg (Remote Duplication) Aflaawisy
g9dn lo&.GB/min dlTustslioy
=.oc 3993Un13 Skip Bad Sector lWlusgliay
G.oc T995UNI5Y Pause uag Resume 5¥1119n15¥d 1 U mang 1w (Duplication)
Iiduegreios
=loo faruannsalunisdessanmszuunsuiamed (Emulation) lngsesiu Windows
wooo, Windows XP, Windows oo, Windows Vista, Windows e, Windows & ey Mac OS5
Iidusehaley

WAL P 42, slsrsrunssunng
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].be T83TUNITAUNT Active User Account NIUNNTTIRBIANTNTZUURDNRILABS
(Emulation) léJustgetias
el 7995UN19OIULUY Quick Forensic Mansnaluiieatinien (One Button
Analysis) it ligunsaiinsiesesundng ulnesalud
lom T895UNNT Bypass Login Password dmsusyuudfjuiinis Windows o, < was Mac
05 X idusdniley
cloe s8TunEAummsiAluag e ediumangiu (Keyword Searching
during Duplication) llaelisndudpsseldmevinduminguuasadeu
aled 5083UN138LTBYALUL MBR usy GPT Idilusthatios
=loo 19eiumTirseilanainssuuiagiusunsudszynd (System and Application
Artifacts) Iaidueteiey
R.logl sm%’umﬁmmsﬁ%yja Internet Explorer, Google Chrome, FireFox wag Opera
Iiduegney
®lom 79ITUNIATITUATAA UM INTINTIA AN i sEdudoya (Detect
Anti-Forensics and Data Encryption) laillusgnatias
cloat s995UNSAeYR Account veueesfiasadt (Suspect Computer) vodanias
(Live Forensics) lilustetoy
c.mo sesfunaiusauTdayamissaud (Physical Memory Acquisition)
Iaiduetdey
&, eiaﬁwﬁw‘éms’l%’mmgﬂiumn'szﬁmﬂzﬁuaza%qamwﬁ’uﬁ’ué%’aga (Renew iw/iBase) 1
o Yo Ineflgniauti fsil
.o WumsseduBviyalusunsinreinssainanuduiusioyassesion o
Tng/lsifosdntolui '
<l fmuhelunislilunisesnuuugiudeys wwuwedunstudindeya s
au Wasuuas uAlgudeyadunisdumuldlagbifedsulusunsuiisiu
oo gnsaadruune sulunmsiuiindeyadunsBuaulilaedldbisnduso
fvinweluns@eulusunsy
.« gunsamuuadniiliduseyeea wemengulunsdhisloyalusziuiad
seAuLIARasA wisludnuazuiuaf
=& aunsafmunszuunssdafeunduddmiugldnulunsditeyatinng
WasuuUas wumsiiy uila wazautoya
o ansofmusmsuiafioussiunedind wertuiindoyaiududoul foundnglda
yyinsaueen
& aansasuassuutuiindunsunisvinnu (Audit History) faszduisaroiateyaile
Fliininiuteyas udledeaya Tnefnnsifudayansunisiud suuvasnasdeyandanng

wWasuwuag nmInutoyn me@fl‘ﬁmummmﬁﬂng}‘lﬁmaamnm

W.oN. v 68 lszaunssunng
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xc fedadleililunminswideyaussnanarudiiusiaunsaiuld
(Visualization Tools)

®.a EITONERINANTIA TR NETLSI UL UL mSEIRNY TeuA sUluy
i ukaan (Timeline/Sequence of Events Analysis) EULLUUL%EINTEJQ (Link Analysis)

*.eo AasaaiuIuInmANRuSlaen1s Beniazainddenuuntnveneuiunes
9E144Y

®.00 MUINATUNURIANNFNTUS uUUSAluRlnen s Tayaan Text file, Clip
Board v3puntINg uteyalaLmT

.o ausadiveyalugUiuusngg 8 Picture, Video Clips, Sound File, Clipboard,
Microsoft word nuanfuwwunw (Chart)

=.om aunsndansiudoyafiinudiniudfunuddure s Tnsesuets
wnnseiifatiuludasnaniu

coe auradsuannuidasdinreinnudniusluguuuunisidenles (Link
Analysis) fiuunudedinsgiauduiusluguuuuiduig (Timeline Analysis) Iiaghadne

=ot aunsnimusguentRteyaidafidanagiisans et luuansuuunui
8idnvselindla Tesanunsavinusuiusenduaifussgndduansaumananens

.o ansnsaunsnamdunmidomss (background) I

o0 gsmELamIdTuSvelayalalunanuanegukuy 919 JULUUISNAY
JUuuumsiangu gukUumungs uuussluliR Taglideadeulusunsufiaiu

®oms FNTILERWATILINTBINSAUMIFUTULUIL Histogram w3ensiw ouansdoya
dufuiiunadla wevannsailitanedoyainadlaldesunad

.o ansoimualazdafudeulslunisuanguuuuasuaninarosgunwudenis
wansnsdenles WekansruduWusiRaundvisdssnsausauioulafifesnis e
msuansdvasgy Msuansmudiveadudenlss

®loo annsadmuagUuuuievlrlunisiansestoyaiifesnisiasannsadniuldevlyi
Avuatuld

Rloe @11138 Export wruidlegluguwuures PDF uaz JPG 1

lols gnnsarivualiiinsuans vieliuansgunmdnydnualioyauasauduiusi
WAANBE UL

1956134N991RS
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