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- ~1bU'Wfl1'J~fl€lU"J~f11"Jti.:J1'WB'IJmrubb~~1thbbfl'J~ "il1'W'J'W ci "J18fl1"J 
' 

- {Jt?~a.:~"J18.:!1'W~6lm"J~n'elm~m"J1-il'.:~1u'elun"Jrubb6ldu"Jbbm~ ci 'J18fl11 
' 

- li11 b U'Wfl11BiiB~bb"ll~G'i'J'Wfi'JU'l.f€l.:JB'IJn1rubb~~ 1 U1bbfl1~ I\\'1'W'J'W ci 118fl11 

~"1111~ t~t.JV!1t.~ b~V~~m'I"J1Vf€l~i.u~mvvt-if.:~1u1~~ vv~v~-a1t.J.:J1'W~6l~1-a'1Jl)u~.:~1'W 
.cJ g-:1 o ~ i1 I V Q.l 1 V V '>! 1 <U ..j 

.:J'J~.:J1'W'Vl m bu'W'<il1'W'J'Wb.:J'W1€186l~ ®O 'l.f'el.:J11f\1f\1'<il1.:J~1~~tyty1 V!bb6l'Jb~1'<il 'W'J'W'Vl 

m® ~.:JV!1fl~ ~c.tb~ bb6l~flru~m1~fl11~1'Jiil~U~~~Mv11fl11~1'Jiil~UHb~t.IU~BC.Ibb~'J ~.:~d 
' 

- ~1bU'Wfl11BiiB~bb"I!~G'i'J'WA1U'l.f€l.:J€1Ufl1rubb~~1'1J1bbfl1~ I\\'1'W'J'W ci 118fl11 
' ~"1111~ b~t.JV!1t.J t~v~~mvv1Vfv~i.u~mvv1-il'.:~1'W1~~ 'I"J~V~11t.J.:J1'Wfl11'1Jl)tm.:~1'W 

.:J1t?l.:J1'W~ ~ ttl'W"il1'W'J'Wb~'W~8l:Jfl~ ®o 'l.f'el.:J11fl1rh:tl1.:~m~?l'tyty11VIbb~1b~~'<il1'W1'W~ 
mo n'WtnC.J'W ~ttb~ bb6l~Aru~m"J~fl111'l':i1'<il-ru~~lil1~v11m':i~11'<il-ru11\1C.Ju~eJmb~'J ~-:Jd 

- ~1b'W'Wm1BileJmb"ll:w6'11umu'l.f€l.:JeJ'IJmruu~~ 1'1J1bbfl':i~ "il1'W1'W ci 118fl1':i 

~"1111~ b~8V!18 b~eJ~~m'I"J1VfB~i.u~m'W1-il'.:~1u1~~ 'I"J~eJ~beJfl~1':i':i18~1'W~6lm':i'IJl)ti'M.:~1'W 
OJ ~ A. QJ ~ if 

~. 'lllamnru,m<a'W~1-aru1fl~tiUlfl"llab1i'f'lJ8 

~ lil11ru1~~ b~B n ~~uoifeJ b~'W B~ilAru~~u~ bb6l~ ~'WVl~ mnu bel n~1':iA1Uti'J'W t1 n~ 8-:J 1~ 81 <il'1.nruevl' 
~ ~ ~ ~ 

Vl1n~-ru..;J1.:~ hl~1:1J1':itJG'i.:~:weJu.:J1'W l'l1:W':i ~ 8~ b 1m~n1111'W ~ 111 u ?l'ruru1 bb6l~~11..;J 1.:1 cr.:~ hlueJm~ n 
'\.1 (iJ Q.J 'U 

?l'tyty1 ~-ru..;J1.:Jiil~~'el.:Ji11~rh'IJ~u1Vftbri~-;h..;J1.:~ttl'W1181'W1u8m1~€186l~ o.®o 'l.f'el.:J1.:Jb~'Wrh:ti1.:J~1:w?l'tyty1 

Glo. m-a~u'IJ-a::ai''lJfl11:W'ih~~un-wia.:~ 

mru~~umru1-il.:~1ubnt?l'll~oi!B-:J ~~u..;J1.:~~€J{J~~m1BileJ:wbb"ll~bdlt'l.f1Vfv11-:J1u1~~~{Jb~~m81u 
~ -&11~-:J tru~.:Jbbl'inm~1~-ru~.~...;;.:J bb6'1~~1bu'Wm':isdeJ~bb"ll~bbm:ll1VfLb~1b~~wn81u tvcs:: -&11:w.:J tru~.:Jbb~t'Jm 
~bliWubb..;].:J C11m1~1'WVIC!~11'l.ffl1':i) 

.,j ~ d 
G)G), t.:Jfl'lJt"lle:l'lJG'j 

®®.® mru~UAA6l.n18'W'elflfl~11B1-:JV!~€11-if~'VlTib1t.Jfl~8-:Jb111 61 111il~ilfl116l~bi1111~'l.f~'Vl~ 1~8~11..;]1-:l 
' I ~ 

m~~~bb 'IJ6'1.:~ bbm 'l.l 1 '1Jiil1n b~:w VJ~mbm 'll~W~bb'IJ6l.:J 1W~t.~M~uA11~~'W8B:W"ii1n~~u..;J1.:~ bU'WV!u.:~iilB V!~muumru 
~ n !]V!:W 188'4 ty 1~ 1Vf'Vl011~ ~~u ..;J1.:~"i!~~ €1-:J'IJ nu€1-:J ~11:ti1.:J bb6l ~ ~1b 'Wu n1"J~.:J'IJ1.:J b ~ e1 1 VI n1"Jn~11 8'1.:~ 
VI~€! fl1 ':i b~t.l fl ~€! .:J':i~~'U ~'U 1 'IJ1t?l8 b ~1 Vl1fl~ ~U ..;)1-:Jhi€!1\il fl 1~'Vf1b~ bb6l ~ ~11~1-:J ~ €!.:! ~'U ~~"II€! Url1b~t.IV!18 

~ ~ 

~eJUAA6'1.fl1tJ'U'elfl b ~eNiil1fl~6'1 bb vi.:Jm16'1~ LiJ~~'l.f~'Vl~~.:~ n~11 ~-ru..;J1-:J ~e:J.:J b uu~~u~~"l!e:~uf11 b~tJV!18 f11u-ru 
' 'U 'U 

bb6l~ 1"111 <il'~1t.1~'W 61 11:W~.:Jfl1fl"l!151':i~ b UC.J:Wbb6l~A1'Vl'W1t.Jm1:Wbb 'Vl'U~11..;]1-:J ~.:J,j ~11..;]1-:Jiil~bb..;J.:J1 Vf~i'u:ti1-:J'Vl':i1U 
I '"'I u 'U " 

b uuVI1!-:Jam~eJ1~ilrn1n~11a1-:JVI~eJ1 <il'~'Vlfib1t.~n~e:J.:~~.:Jn~111~t.J hl'lln<il'1 

'\"l,I'J,YJ,YioY~"""'"''~'""''''"";,I;;"~'l'WflTiiv-Jn'l;; 
~1-vj 'W.Ill.\ll ........... ~.m~:wm~ 
~.\ll.il .............. ~ .................. fi~~:Wfl1~bb~~b~'ll1'4fl'l~ 



-<t-

1 D 1 ~ """ ,! 1" 'l. I ".., " " <9l<9l.lv fl1t.J 'Wfl1'Vl'W~~~t.J~b'J611fl1~e:J'Wru1(Pl 'Vlb'li6'l'Vlf5fl1~ 'li-.11'Wbu~bbm3J tl-l'fU"il1'1"iJ~(Pl€J.:J '" '\) 

-rut.J~~n'W11tJU ~-.1 bb~ b 1G11~~-ru:lJ1.:J €J~ty1(Pl1 m .if~'VIt b t.J~ bbm3J"ilg;:vJ1-.11'W 1#1 (Pl13J~ tl1'Vl'W~ 111 'W~ty ty1fl~Uif1'W 
6'13.1\j~ru'l'ln'll~~m~ 

<oj ~ "" 1"' "" ~ ,! 1"' "" <oj "" 1 .J .,; ... <9l<9l.GO fl1~G1'1'Vl~b'Utl'Wb1'Vlf5fl1~ 'li'11'W G1'lil:I'Vlf5fl1~ 'li'I1'W 'Vl~€Jfll~G1'1'Vl~b'Utl'W€J'W ~'Vlbflt.J'J'lieJ'I 

nu bfl~-:tm~ ~13-lff -:t1 'll~bbfl~3-l bbG1g;:e:Jt.Jrmw 1u 1A~-:tm~ #I €1-:tt1hb iJum~1'W'W13-l'li€1'1~1tJfl-:t1'W'llr;r~m~'Vl~'N~~Vi'G1 b ~ €1 

bl"!~'13~n"ilbbG1~~"A3J 1~CJAru~m~~m~m11il-ruw6'!~ 'Vl~m~'ilei'1'W11il'VlU1~Ltl'W~n1'Vl'W~Lvh~u 1~t~~-ru-:il1.:J#t'e:J-:t 
d.!l 'l 'U 'U 'U 

'lie:J-rue:J~ty1(Pl\9\'1btJ'Wfl1~b'W'W13.1~1irfl.:J1W..lr;r~mg;:'Vl~1.:J~~Vi'G1L~e:Jbl"!~'13~n"ilLLG1~?i'"A1l 

mm. -li'Ba.:J~vn5 

1 'W fl ~ ru~~1tJfl-:t1'W ur;r ~ m~'Vl ~1-.1 ~lijVi'G1 b ~B bl"!~13~fi "il bbG1 ~ ~" 193.1 hh'!13-l 11(1 \911 b iJ'Wfl1-:i :if~-:il1-.1 1#i'VI 'W 

1'W~ (9) n3-lm'W'w5 lv<fb~ ~1irn .. nut.Jr;r~m~'Vl~1.:J~IiJVIG1b~e:Jbl"l;'13~fi"ilbbG1g;:~"A3Jiilg;:G1~~g;:CJg;:nmm"J-:il1-:tmbbG1~ ' ~ 

fl1Wrufh41-:tGWlG1-:t(Pl11J'Jg;: t.Jg;: b 1m~6'!13.11"Jt1-:il1-:t M"il~'l-;nrrn 1"11~ ~ b6'l'WB11fl111ii b6'l'WB11m11 

G!Gn. 1.fihEh'I1'1J~'UtJffliatJ 

fle:J.:jU'I~Ufl1'JU'J1UU'J13Jfl1'Jfl'J~VJ1ffi13J~ ~bM mnum'lity1n'J'J3-l'Vl1'1b'Vll9b'W LG1~ 

~. ~. 'Vl. Vlqj~ ....... .... i.t.: .......... tl~:!\J1'Wf)~~:Wfl1~ 
11~ ~.~.~ .......... ~ ........... m~:wm~ 
~.~.B .................. ~.: .............. m~:wm~m'l:!bG1'!11'4f11~ 



.fl1flN'lJ1fl 

' 
@. avun-a~ tt~~~aa•tlill'lfim-at ii"11'LI 1 'IJ-aun-aa.Ja·w;t1'Litt~~1bfl'a1~-M.YmJ~ ll'l-aA'w~Hlatia tt~ ~a'IJ n-aru 

'l.l • 

bfl~a'lJ~ (Renew Cellebrite UFED<t'PC with Cloud) :51'lJ1'lJ <t' ~~ Lvltli'lflt1.!"'3JU&i ~-:Jtl 
(9).(9) b u um'a~· eJ~ ~~'VIff m~1-B' -:J1'W 1 tJ'atbmaJau~1'Wbb6'1~1 tl"l~~~vr-u eJaJ 6'11 'VI~~~vi"iJ'eJ~eJ 

(9).611 

"' al t1 d .J V Q.l Q tit.' 1 

bbel~eJ umrubl"leleJ'W'VI 'W~eJ3JeJ~bfl1V!f11~1Pl~T'il'Jbl"l~1~VI~eJ3Jelf16'13Jb3J~ (Cellebrite Cloud) . "' . 
~~CJ~nm (9) u 1vw1u~eJ-:J-<trV~~BhnJ 
~B-:J'fum~1bl"1~1~vt'li'eJ~a contacts, SMS & MMS,emails, calendar, multimedia, 

call logs, phonedetails (IMEI/ESN), ICCID and IMSI bb6'1~ SIM locationinformation 

(TMIS, MCC,MNC,LAC) 1tiibtl'WeJ~1-:!tleJCJ 
~eJ-:J-rum~vh~1b'W1 SIM ID 1tiib'iJ'WB~1-:!tleJCJ 

~eJ-:~-rum~1bl"1~1~~bb'U'Uf11CJfl1~ (Physical extraction) bb6'1~tleJV!~Vi'"'-i!B~Cl (Decoding) 

bb6'1~"'1:W1~tl ByPassing Pattern Lock I Password I PIN 'U'Wb'VI~~'I"JvlileJ~eJbb'U'U Android 

b'li'W Samsung Galaxy 5 family, LG,HTC bbel~ Motorola 1tiibtl'WB~'l-:JtlelCJ 

~B-:J-rurniJbl"1~1~~bb'U'Un1CJfl1~ (Physical extraction) bb6'1~tlellll~Vi'~-i!B~a (Decoding) 

b'Vl'~~~ViiJBfiBbb'U'U Android ~.® - ~-~-611 1tiibtl'WeJ~'l-:!UBCJ 
(9).\:> ~m-rum~1LR~'l~~bb'U'Un1CJ.fl1'W (Physical extraction) b'VI~#Iwv1i1Bi:1Bbb'U'U BlackBerry 

~ - b'V 11i1LtlueJ~1-:JueJCJ 

<9J.b'U ~B-:J-rum~1bl"ld'l~~bb'U'Un1CJ.fl1'li'J (Physical extraction) bbel~tleJIIl~Vi'~-i!B~Cl (Decoding) 

b'VI~~'li'JvlileJfieJbb'U'U Windows Mobile ~.o - ~-&! 1tii'Ltl'WeJ~1-:JtleJCJ 
Q.l !V~ !V al 1ll I 21 I ~ v 

(9).~ ~eJ-:J~'Uf11~fJI"1'W~eJ~a (Recovery) 'VIt;)f16'1'U ubW'Jiil'lf1VI'W'JCJbf1'U'IJB~6'1 (Unallocated 

Space) 1~dJ'WeJ~1-:!UeJCJ 

(9).~ ~eJ-:~-rum~tlBV~~Vi'?l-i!eJ:w61~1~-rulil1f1 JTAG 1ti1LU'WB~1-:!UBCJ 
"' 

(9).<9Jo ~eJ-:J-rum~tlBV!~Vi'?liru (Decryption) m~1ofi'-:J'l'W Whatsapp 1~bU'WB~1-:JtlBCJ 

(9).(9)(9) ~m-rum~IP1~11il~'U Malware bb6'1~6'l13J1~tl'Vh Watch List L~bU'UeJ~'l-:JUBCJ 
(9).(9)\!:l ~a-:~-rum~Lsiu1'V'M WhatsApp Audio File (.opus) b~btl'UB~1-:JUBCJ 
(9).(9)611 ~m-runTH1eJV!~Vl?l (Decoding) 1'1J1bbm3J Free Flight Pro 1~bU'WeJ~'l-:JtleJCJ 
(9).(9)~ <Jm-rum':itltllll~VlG'! (Decoding) LG database LOB_ MainData.db 1tiibU'UB~'l.:tUmJ 
(9).<9Jcf G'l1:w11ml1 User Password vi1vflil'lf1b'VI~~'Wvli!a~ahh'li''lfi-:~'li'a:w6'1 Cloud storage 

"' 
b'li'U Dropbox, Google Drive 'IJeJ-:JbthVI&J'lCJb~ 

<9J.<9Jb 6'l13J'l~tlt.h User password vl11iilil'lf1b'V1~#\'Wv1ileJ~eJ1tlb'ihfi-:JieJ~G'lbthVI:W'lCJb'U Social Media 

1tiit~~1-:JtleJCJ ~-:~d Facebook, Kik, Twitter bU'W~'W 
(9).(9)b'U ?l'l3J11ml1 User Password Vi'1vflil'lflb'VI~~'Wvli1eJiieJhh'li''lii -:~'lim-.~, a Webmail 

'IJeJ-:!bU1VI:W1CJbtii 

&!.(9)~ 6'l13J'l~tlb-ii''lfi-:~-ii'e:~~6'1 Profiles, Image, Videos, Contacts bb6'1~ Files 'IJB-:!bU1VI3J'lCJb~ 

Vtli'l.'YI.'I-lti)~ .............. ~ .. 'LI~::n1'WM~:wm~ 
~ .. ~ vtl'l.l'l ............. d ....... ~ .. m~~m1~ 
:r.li'l.'1! .................... N:. ................. m~:wmnblfi::l£'l'll'l~m~ 



-tv-

(9).(9)~ &'f1a.JTHl'lhD€la.J'Gl Location mtii':u1n 1 Vl~~vn1!JeJ~eJ:l..J1bb&'f~'l~'Glb 'W~'\.hb 'U'Ubb~'Wvl11i1 
~ ~ 

(9).\vo &'f1a.J1~tlbb&'f~'l~'Glb'W~Ubb'U'U timeline 11i1 
~ 

(9).\v(9) ii~'ln~'Wrn~~'Wvn.zfmm, m~ Filter -ifeJa.~~ bb~~ rn~ Sort .zfeJa.J'Gl 
~ ~ ~ 

(9).\v® ezlenJLbii/Ja.JeJtlmru~&'Wfl1'U~"ll~~~ b~tlvt1t~1VfeJt~1'Wam'l'j1-tl-:J'l'W11i1~ 
' ' ~ 

m. 9ia~"llfl1'1~fl1"a1-i1.:~1'1J'tl~~-a11ilrl~1il'll~'I.Jmruvmw1~'1J (Renew Mobile Master) ~1'1J1'1J @ 'll~ 
bl?ltliifj!:\J&'fa.J~ ~'ltl 

®.COl ttl'Wm~l9leJ~"lli1Vltm~1-5-:J'l'W"ll~l'l~&:u'Wa:u'l1eJtlmru'l'jfl'l'j'l~'W~~mw)m (9) tJ 1~t~hJ,JeJ'~ 
' ~ ' 

<v A' 'I I 

lil\?lllfl€1 b'Vla.l 
g:, .d .J~ ""' 0 "' "' !.") "' ,.. .. l b.b b u'Wbfl~€1-:JVI b~~'Ufl1~€!€lfl bb 'U'Ua.J'l&'f'lV!~'UI'l~1lil1 bfl~'l~V! bVl~l'lf'l'jVla.JeJtl€1 b~tl bQ'I'j'l~ 

b.m ~eJ'li''Ufl'l~l'l~1:U1 bfl~'l~'Vft Vl~l'li'l'jvJ Motorola PbK series, iOS, Android, Symbian 

!.!.~~Windows Mobile 1tii'dJ'We'J~'l'lU€ltJ 

b.cs: ~eJ'l1''Ufl'l~l'l~1:Uibfl~'l~VI1Vl~~Wvl~'W (Chinese Chipset) bb'U'U MTK bb~~Spreadtrum 

11i1Ltl'WeJ~'l.:~ueJt~ 
~€!'11''Ufl'l~l'l~1lil1 bfl~'l~Vlb Vl~#i''l'jvl~'W 1tii'aJ'lflni'l cto bb 'Ul'W~ 

ilf11'll.l&'f'll.l'l1tltl~'W-ifeJaJ~~blfl61'UbUbbil1 b"li'W Phonebook, Call Records bb61~ SMS 11i1 
" ~ " 

ill"l11aJ&'f1aJ11tlb 'Wfl'l1~~'UvtaJ'ltJL~"ll I MEl "lleJ.:~l Vl~#i''l'jVl11i1 !.U'W€1~1-:JUeJtJ 
' 

1eJ'li''Uf111Q~'WoUmJ61bb'U'U SIM card recovery, iOS Recovery, Windows Mobile 

Recovery, Android Recovery, Symbian Recovery, COMA Recovery, Motorola 

bb'Gl~ PbK Series Recovery 11i1 

l!:J.~ ':ieJ'l1''Um':iibfl':i1~'tt11nstant Messenger, Mobile Browser History 1.1.~~ Email clients 11i1 

b.C9lo 1tl'l1''Um11bfl11~'Vf Twitter, SinaWeibo 11i1 

l!:J.C9l(9) i1 f11 'la.J&'f'll.l11tlb 'W n1~ b'lj' m.J btJ'll"l11aJ"«wra.U €!~ 61 (Activity Correlation Analysis) 

11i1 1. tl'WeJci'l-:JU€1 t1 

l!:J.C9lb 1eJ'li''Um1B'l'WoDeJ~mb'U'U ASCII, GBI!:JmC9lb, BIGct, UTF-~, Unicode, Unicode Big-Endian 

bi.G'l~ BasebCS: 

tv.®m ezieJa.JbLII/JaJeJtlmru~1'Wf11'U~'li'l11?1 ~.~1tJVl1tJ1VfeJt~1'Wam'l'j1-tl'~1'W11i1~ 
' ' ~ 

m. awLn<a~btfl:9iaa"llif1'1~m-a141.:~1u1'1J-aLtn-aaJd1Vl-r'U1Lfl'a1:'l1ttfl:~-a11il~a'UVlin~1'1J~hiln1'1-aailm1 
(Upgrade EnCase Forensic w: with Mobile Investigator) !il1'1J'J'IJ m 'll~ l~tJilfllru?laJ~ ~-:Jtl 

d] 'Wfl1~~ eJ~"llaVlff m~1-5 'l'l'W hl';mmaJG'i'l'Vli'LJ1 Ll"l~'l~'Vf 1.1.61~ m&:uaeJ'UVl~ mi'l'W Gil.@) ~ 

ih~nVl~eJumh~tJ~b1611 @) tJ 'l'j~m.Je.1'1'jbfl~~m~l'l~1:U1bl"l~'l~VI1Vl~~'l'jvl!leJ~eJ (Mobile 

Investigator) l~t~1~,Jm~~effeJ1Vl~ 

····~· "'"' ........ ·····~··· """'"""""" 
~'1Yl 'YU1l.IPI .................................... n~nm1~ 

~.IPI.'1l ..................... NY: ............... n~n-Jmnb€'l:::bf'l'll'1'ijn"w 



m.b 

- bfl -

~1111~t~1-if~1'W'U'W~~'U'U'IJ~lliim~ Microsoft Windows ~~1u~'IJbb'U'U mlv bb61~ b~Bit 
1~b'iJueJ~1~UBtJ 

~B~i''Ufl1~~'Ufl'W~~'U'Ub'W1~Gf~~b~W;l.:J~B1'1Jif Windows FAT(9)\v (Floppy), FAT@b, 

FAT mlv, NTFS, Macintosh HFS, HFS+, HFSX, Sun Solaris UFS, Unux EXT®, EXT 

m, EXT~, BSD FFS, FreeBSD FFS!v/UFS!v, IBM AIX JFS, CDFS, Joliet, DVD, UDF, 

ISO cibbo, Palm bb61~ HP-UX (vxfs) 1~L'\JueJ~1.:!Ue:ltJ 

~1111~tt~l?l~~1-:Jila.Jba.JI'il1~Gi't~?~tJvl1b'W~tlbb'U'U"lleJ.:J Bit-Stream Image Vl~B Bit-by-Bit 

Copy ~.:1~1111~tt~l?lbR'U1~~-:Ib'Wbb'U'U Physical bb~~ Logical 1~?~i~ 
'JeJ~1'um~vh~1'Wfl'U&h'W1Vl~mi1'Wb'W~'IJbb'U'U Eo@, EXo@, Lo@, LXo(9) bb~~ DD 1~ 

"" " 
.fl1~~1?lbn'U"IJB.:!illlbll"il~ e:l-:1~1111~t11Pl~'JI'il5e:l'Ufl11115ll'U ~ru bb6l~tt fl~ e:l-:1 ll?ltJ1-iJ MD!f 

" " 
bb~~ SHA-(9) 1~ 

m.ml ~1a.J1~M1~11'i15e:Ju.u'Ba.J 6ll'ili?!VlaJ1tJilb~ nvm:rwna11ii'VJ611tJ~'IJbb'U'U L"liu Outlook PST, 
" " 

Outlook Express DBX, Microsoft Exchange EDB Parser bb~~ Lotus Notes 1~ 

m.~ 51:w1~tt1Pl~11'il5'€l'U.u' mJ, 6ll'ill?lVlaJ1CJil b~ fl'Vl~BU m{ 'VI1~ b 1u (Web-based email) 1~ 

b"ll'W Yahoo, Hotmail, Netscape mail bU'W~'W 
m.ci ~1111~tlbb51?l.:J'IJ~~1~m~H'~1'Wil'WI,\9leJ{biJIP! )Web-Browsing History) bb6l~VlU1b1'UbV'l"il 

-vi' Q, flb n u 11 ( HTML Cached)'il eJ ~ l 'IJ ~ bb m 11 Internet Explorer, Mozilla Firefox 

bb61~ Apple Safari 1~bU'WeJ~1~UeJCJ 
m.@o 51ll1~tt1bfl~1~~~~'U'Uil1lllll'il1~&l"lleJ~ VMWARE, Microsoft Virtual PC bb61~ SafeBack vtv 1~ 

m.(9)(9) 51111~ttfl'WVl11 ~&l~ttfl~'U bb~~~B~~e:J~i'um'l!l11 'Vle~1~btl'WB~1~Uml 
" 

m.(9)\!:J 51a.J1~tt5~1~~"1fil-ilv~~ (Indexing) V'l~Buvhm~fi'WVl1bb'U'U Live Search MbU'WB~1-:JUBCJ 
m.@m 51111~ttfl'WVl1-il'B1161\9l111rl1~5'Wb"il (Keyword) 1~LtlumJ1~UBCJ 

'U 

m.(9)~ 51111~tt~~1~'J~'U'U'<il1~B~1 ~&9 b5ile:Ju(Virtual File System) bl?lCJ5~1-:J11?l{~b5ilB'WI'il1fl 

1~Gi'VJ~flJ11U1~bU'We:J~1-:JUBCJ 
m.@!f 51111~tl~~~.:~~~uu•ih6lB-:1~5nbai'ivu"il~.:J (Physical Disk Emulator) bl?ltJfl1~5~1-:J~~'U'U 

~m1La:Wvul'il~.:J~'W1111'il1fl1 ~&i'Vl~ mnu 1~Ltl'We:J~1-:~umJ .. 
m.@b ~e:J.:~fut~BI?l~'Vi'a1~69Encrypting File System (EFS), SafeGuard Easy, PGP WDE, 

SecureDoc Full Disk Encryptionbb~~ McAfee SafeBoot 1~bU'WeJ~1~Ue:ltJ 
m.(9)(}]) ~eJ.:~i'utte:JI?l~~a1 ~&l Windows (9)0 Bitlocker XTS-AES, Dell Data Protection ~.(9)mf 

1~btl'WB~1-:IUBCJ 

m.(9)~ ~v~-ru~~'U'U1~f>l6tlab~11 Apple File System (APFS) 1~btl'WB~1~UBCJ 

'l't!Pl.'l'I.'Mii)<~ ................ L ......... 'Ll~:::fi1unm.Jm~ 
~1~ -w.!Pl.!Pl .............. ~. m~:wm'.i' 
~.!Pl.'1l ...................... ~ .............. nn:wm~bbt'l:::bt'l~1~m:t 
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6Tl.(9)~ G'l1l.l1'Jt16'!~1-:I'H~'U'UUa-:~fium'JbOZiCJuvtuoD'mJ~bb'U'l.J'llitlf'V'lbb1f (SoftwareWriteblocker) 
" 1 ;{ b uu a~ ·m! a CJ 

6ll.®o G'l1a..I1'Jt16'1~1-:J'j1CJ-:!1'Ub'U'j'Ubb'U'UTEXT, RTF, XML, HTML 1.1.~~ PDF 1;1 1.1.~~m-rra1~11t1 
" " 

u-rub tl~t~u~tlbi. U'U11CJ-:!1U 1;J~1~~a-:~ m1 

6Tl.®(9) "11~ 1 U'Jbbfl1~a.J1'W~tl~ nu 1 'lhbbf11m6'1~~&'11Vlf'U fl11l bfl11~1A'VI~ fHi1'U'Vl1-:l 1 'Vl1~'Wviil a~a ' .. 
(EnCase Mobile Investigator) 

6Tl.®® 'Ja-:~-rum1~11~1i.fl11~'1111 'Vl1«'Wviila~ml.~~atlmru'Wn'W11mllt!at~n'h ®b,ooo 1.1. uu 
' 

(Device Profile) 1;1 

6Tl.®6Tl 1a-:~-r'Ufl1'j~·n~aau<U'a~~ Text Messages, E-Mails, Call Records, Internet History, 

Photos, Application Data bb~~ Deleted Data 1;{btJumhniat~ 

6Tl.®~ 'ja-:~-ru Built-In Bypass Functions ~1VIf'U 1 'Vl1~'Wviila~a'U'l-:Jiu 1;1btl'UtJ~1-:JUaCJ 
6Tl.®cf 'jtJ-:Jf'Ufl11~'JT'ilG'ItJ'Ubb'Vlri-:~.Ua~~ (Data Source) b'U'J'Ubb'U'U SQLite, Plists, archives, 

'IJ .., 

PDF l.b~~ HTML 1~i.tl'UB~1-:!UBCJ 
6Tl.®b -am-ru Optical Character Recognition 1~i.tl'UtJ~1-:!UtJCJ 

6Tl.®e'll 'jeJ~-ru Regular Expression 1~btl'UeJ~1~UtJCJ 

6ll.®d 1a-:~fum'jeJeJfl11CJ~1'Ubb'U'U HTML, Timeline bl.&'l~ PDF 1;1Ltl'UtJ~1-:!UtJCJ 

r£. ~ail"'..al'l~nnl ii-G'l'lJ'YlfiL'l.J-awra~m-a1u;-t'~1::'lftt:iitltt.~::f.l'l.Jn-aru1a latmt (Renew BlackLight) 

lij'l'lJ'J'lJ (9) "'..fl b~CJilfltlJG'l~tm #i'~d . ' 
~.(9) i.tl'Ufl1'j~eJ~'IJa'Vl~fl11boU~1'UbU1bbf11~m'J1bf111~1A' Mac OS bi.~~~tlmru lOS 'j~CJ~nm 

CS::.6Tl 

(9) tJ t~CJ1aJ~eJ~~~efft~1VlaJ 
6'11~'l<Jf:l1-lj-:~1u'U'U1~'U'UU~tmfl1'j Microsoft Windows ®o bb~~ Mac OS 1~btl'UeJ~1~UtJCJ 
1tJ~fum-avi'1~1Unu&'fww1Vl&ff1~1'Ub'U7Ubb'U'U Eo®, Lo®, So®, DD bbJ;l~ DMG 

"' " 
1;1b tlut~~1-:!UB CJ 

cs::.~ G'l1~1'jt'Jlbfl11~1A' Device Type, iOS/OS Version, Serial Number, UDID bb);l~ IMEI 

M~.t1ut~~1~ueJt~ 
G'l1:!..111f:lfl'WV!1oUtJ~J;l Documents, Emails, Movies, Calls bb);l~ Voice Mail 1;1btl'WtJ~1~UtJCJ 

" 
CS::.b G'l1~11f:l~'U'Vl1-ile:J~J;l iChat,SMS, MMS, Skype bbJ;l~ iMessage 1~bU'Wt1~1~UaCJ 

6'11~11tlfl'UVl1oUe:J~(;lf111bolj-:J1'W Safari, Firefox Lb(;l~ Chrome 1;1btl'Ue:J~1-:!Ue:JCJ " . 

'je:J~-r'Uflt\JG'I~llilm-amB~oUtJ~{;l (Filter Criteria) 1;1btlumh~Ue.JCJ 
' " 

1B~f'Ufl rua~u$1 Video Frame Analysis, Skin Tone Analysis bb(;l~ GPS Mapping 
' 

1;1~, uu€1~1-:~ua t~ 
~.®o 6'11~11f:lfl'U'Vl1oUB~&'l~'JCJ Keywords bb&'l~ Regular Expressions Ui' 

'Y'I.Ifl.'ll.'\.ltiJ-:~ .............. :~l. .............. ll~:::fi'lt.mn:l.lm:l 
.~ ~ 
~1'11 'Y'!.Ifl.l?l .................................... n:t:ta-~n'l:t 

:t.lfi.'EI ................... ~ ................... M:t:l.ln'l:tbbfl:::l£!'ll'l~n'l:l 



-cr-

c:t.@l@) 611l.l1'afl€le:Jm1CJ~1tJ1-w·n.ltt'U'U PDF, HTML, DOCX, bt~~ TXT HI 
" 

c:t.<9ll.v 'ae:J~-r'U FSEvent 'lle:J~ macOS High Sierra 11'1 

c:t.<9lm 'je:J~f'Uf11'j\?l'a11il Memory Image File 'lle:J~ Windows <9lo Fall Creators Update 

(Version <9lmlo~) 11'1 

c:t.<9lc:t ?f1l.l1'am€l~i''Um'jvf1 Image Categorization bl?lCJbbU~th~tfi'VIbD'W Porn, Weapons, 

Drugs, Extremism, Gore, Alcohol, Swimwear/Underwear 11'i'ttl'Wmh~um.J 

cr. 9iail"'J~'VI~m~1if-111'U"'Jf!l'thttm~.mTnn'U'M~fl~1'ULWflU.tlZa'I.Jmru1€l1€lt€la (Renew MacQuisition) . "" . 
"'11'U1'U GJ "!lfl hwil~ru61l.lllii #i'~d 

cr.@) b uun1-a~ e:J~'IJ€1'VI~ m"a1 .u~'l'W"ll 1?11 tl-abbml.lnTHn uvt!K n~1u tbil l"lbt~~e:J tJmru1e:J tme:JG1 . "' . 

cr.b 

(MacQuisition) -a~CJ~t'Jm (9) Ubi?1CJ1~~e:J~'<ill?leffe:J1Vl~ 
";ie:J ·!l'f 'U fl'l 'aVf1.:J 'l'W 1 'lJ m ";i tJ bb U'U 1~ bb n' fl'l <j"iJ 1?1 b n 'U'IAJ CJ 'l'W V!Gf fl ~'l'W vf rl 161'.:1 vf1.:~ 'l 'lJ e:J E.i 

" ... " 
(Live Data Acquisition) , n 'l'~"ii' 1?1 btl Ulf\1 CJ 'l'W Vl~ ... n ~'l'Wtb 'U'Ub 'iil 1~ lil ~ \?1 'll.IVJ, ~ e:J.:J fl'l ";i 

(Target Data Collection) tt(;l~f11'aln'a'Jiil1bl"l";i'l~vll'IICJ'l'WV!Gf n~'l'W (Forensic Imaging) 

11'i'tuue:J8'l.:~ue:JCJ 

l11"1 1 'll.l 6'1 'll.l 1 ";i t~1 'W n1 'a f n 'l!r 1 (Preservation) 1"1 1 'll.l t:1 n i e:J n e:J ~'If e1 l.l " (Data) 
" " 

bt(;l~";i1CJ~~bBCJI?l'IJe:J.:J'ife:Jl.l6'l (Metadata) 11'i'tiJue:JE.i1.:JU'€JCJ 
" 'ae:J~i''Ufl1'aln'a'J'iil61e:J'UI"111l.lfl n#i' e:J.:Jtb'Vl lil~ .:J'IJe:J.:JV!Gf fl~1'W~'J CJ~.:~niu MDcr bb~~ SHA-<9l " ... 

11'i'buumJ1~umJ 
"ae:J~-run'U~tlmru'IJe:J~ Mac 1uiu Mid-lvo<9lml 11'1 

i1 fl'l'aU'WVi mh'a1X?f~n'a'J'iil?fe:J'UI"111l.!Qfllli e:J.:J (Hashing) bl?lCJBin 1 uiJ~ til e:JiJ m'aiJ m-avh 

&1'lb'W1bU'Wb'W~bb'U'U Eo<9l 

cr.ml ";ie:J.:!'¥U";itlbb'UUbbG'l~fl1";i'Vhih.Jbl.l'iil1tlti'.:~11?1{'V'htlbbUU NTFS 
'U " 

cr.~ 'j'€J.:J-rum";iVh Capturing RAM bbG'l~ Data collections U'W";i~'U'Utl~u~m"'J Mac OS 

(9)0.(9)cr 

cr.~ 'ae:J.:J'¥ufl'l'jvJ1&1'lt'W1VlthCJA'J'lll'<il1 (Live Memory) 11'i'ttl'We:JE.i1'1Ue:JCJ 

ct.@lo ?f1m-amt?fl?l.:Jtl-a~1~ (Log) f11'jvl1&11b 'W1Vl«n~1'W 11'1 

ct.@)@) G'l'll.l1";itJVh:h.tJ1l'IICJ1'WVl~n~1'W~'llmru Apple Th Chips 1~ 

ct.<9ll.v 611l.l1";iflvl'l'I1'W~'Jl.lfl'Ub 'V'J~~G1b~l.l APFS 11'1 

b. 9iBil"'J~'VI~m-atif-:~1'U"'Jfl1'l.J~ttn~3Ja1'Mi'u1tA-a1~'l11~1a :ij1u1u GJ "'Jflbl?lt.Ji!Aru?fl.lllil #i'-!!d • • • 
b.® 'ae:J'I'¥Ufl'l'j~\?J~'IU'lJ'j~'UUtl~lliim1 Microsoft Windows bl'i'bU'We:JEi1'1Ue:JCJ 

b.l.v 'ae:J.:J'¥Ufl1'a\?l'j'J'iiJG1e:J'U~'I1'V'J~ml'll (Picture) t"ll'W Bitmap, JPEG, Tiff, Targa, JPEG®ooo, 

PNG 11'i'ttlue:~81'1Um.J 

'11.1'!.'Vl.'VIti)-!l .............. ~· ................ '111~ll1Un·n:~.~m1 
~"l~ 't'UH1. ............ ~ ...... M~!.lf'l"l~ 

b.m 'ae:J'I'¥U. .. 

1.l'l.® ................... ~ ................. m-1:~.~mnbt'l~bfl'll1~m1 
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b.m 1eJ~'¥Utn1\Pl';i1~?!aub'VM1ma (Video) b"I!U AVI, FLV, mGPP, WMV, MOV, NTSC, PAL 

1~dJua~1·:1'uat~ 

b.~ iil411a-J?I1a..l1';it11um';i1bl9';i1~~vn EXIF Metadata 1~dJuaci1-:ni'at~ 

b.ct iil411aJ?I1aJ1';it11um';i1Lfl';i1~~vn Hash Code 1~bUUeJ~1~UeJtJ 

b.b ';ieJ~'¥Utn';i'IJCJ1tJ.fi1'W (Zoom) \Pl1U~U~~b~eJfl (Space Selection) 1~ 
b.6'll ';ieJ~'¥Utn';i~l)) (Tag) nu~~~?!Uhb"I!U ~U~ (Area), 'LJflfl!;l (People) bba~1'1P1Q (Object) 1~ 
b.~ iil411aJ?I1aJ1';it11um';ivJ1\Pl';i1~?!eJU Mismatched Frames 1~bUUeJ~1·:n1at~ 

b.~ :l.ifl11a-J?I1a..11';it11Um';i~l))bu'W1~ci1U~?!Uh (Crop) 1~bUUv~1~UeJt! 
b.®o iim1aJ?!1aJTm1um';ibbtil.'IJ (Edit) bbUU Crop, Flip, Rotate, Resize, Smart Resize, 

Deinterlace, Align Fields, Correct Perspective, Undistort bb!;l~ Unroll 1~ 

b.®® iifl11aJ?!1a-11';it11um';itJ'¥ubbW~fh Contrast, Brightness bba~ Curves 1~ 

b.®~ :l.il411aJ?I1aJ1':it11Um';ifWeJ~ (Filter) bbUU Grayscale Conversion, Color Conversion, 

Color Switch, Extract Channel bb61~ Mix Channels hi 
b.®m iil411a-J?!1a-11';it11Um';i Denoise bbUU Averaging Filter, Gaussian Filter, Bilateral 

Filter, Median Filter, Wiener Filter bba~ Deblocking 1~ 

b.~ iil4111!51a-11'at11Um';i Integrate bbUU Temporal Smoothing, Motion Smoothing, 

Frame Averaging bba~ Super Resolution 1~ 

b.®ct ?!1aJ1';iflb~aJI411a-Jfla-JoUW1lB~1mB~1tJ15 Blurring, Darkening bba~ Pixelating 1~ 
b.®b ?!1aJ1';iflb~aJI4111114a-JoUI))'IJeJ~m'W~1tJ15 Unsharp Masking, Rational Sharpening 1~ 
b.®6'll 'JeJ~'¥um';iVh~1UbbUU Demultiplex Multi-Camera Video Feeds 1~ 

b.®~ 'JB~i'um'J1bfl11~~m'W~ii Fog, Rain, Flat Light bba~ Sandstorm 1~ 
b.®~ 1eJ~i'um11bfl11~~ Blacklight Image 1~ 
b.~o 1B.:Ji'um-a1bfl11~~bb!;l~bb?fi)).:J~a.rnvmuu Panoramic 1~ 

b.~® 1€l-!!'¥Ufl1';ieJeJfl11tmUbbbUU HTML bUU€l~1-!!U€ltJ 
Ull. er~tn'a~ttfl~~aa"!Ja'l'l~ n1-a1oU'-11'W~~ Ltl'atLn'S3J1 Lfl'a1~'1-f-u €l~fl'l.Uf n~1'Wiii tfl EJ'Jfl'Un1-ahi.:~1'W 

aut~a~bi'l~ (Upgrade Magnet AXIOM) ~1'W'J'W ~ 'Yl~ 1\))tJ:l.i~"jtw?lllU~~.:~d 
6'll. (9} b tlum-aei'W bf)';il)) bba~wB~'IJ~'Vlt1 U'abbm111 bfl'a1~~.Ue:Ja-~ a 'VI~ mnuvl b~ c.nnu m-a1-li'.:J1U 

"' "" 
"" ~.- :i"il ~·"' .... .r'l' e:JUb\PleJ';ib'U\Pl (AXIOM) 'J~tl~b1!;l1 <9l u b\))f.Jba-J\Pl€J.:J~I))flll€Jb'Vla-l 

6'll.~ 'Je:J.:J'i'tJfl11'l..i1b-li'1'1J€J.:J'WCJ1'UVl~fl~1U (Evidence Source) bbU'U Drive, Image, File & ,. 

Folder, Volume Shadow Copies 1~Ltlue:Jci1~U€Jtl 
6'll.m ?!11!1';it1vl1fl1';i\9l';i1~ JTAG Chip-off image bba~ Live Ram Capture 1!Pi'b\Jue:Jci1.:JU€ltl 

6'll.~ 1€l~'¥Uf111\Pl';i1~';i~UtJtJ~u~m-a Android, Kindle Fire, Windows XP, Windows VISTA, 

Windows 6'll, Windows~. Windows~.®, Windows C9Jo, OS X, iOS 1~bUU€Jci1~U€JCJ 
6'll.ct ';ieJ.:JfuhAJGf~?lb~a-1 (File System) NTFS, HFS+, HFSX, EXTh, EXTm, EXT~, FATm~, 

EXFAT, YAFFS~ 1~btlU€lci1.:JU€lCJ 

~.!Pl.'l'l.ll~\1 ............... ~- ............. tl1:;n1'Wn~~n11 
• .J c::::::::).-

'l1'1'1 'V'L!Pl.!Pl ............ ..c.:v.': .............. m':i'~n"':i' 

:i'.!Pl.'el ...................... ~ ................ m':i'~n1:i'bbt'l:;bt'l'JJ1~n1:i' 
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mi.b 1eJ\Ifu~t)bbUUh!&f'V'JEn'WVl«n~1'WbbUU Eo®, Exo®, Lo®, Lxo®, AD®, dd, raw, bin, 

img, dmg, flp, vfd, bif, vmdk, vhd, vdi, xva, zip, tar 1~\U'WeJ~1\11!mJ 

mi.mi 6'11:U11t1\9l111\J'V'JUf111b.U11'«G'f'lleJ\Ie:nft?J~G'f (Detects encrypted disks) bbUU TrueCrypt, 

Bit Locker, PGP, Safe boot 1~ 

mi.~ 1eNfUf111M'WVl1bt?ltlf111boU Keyword Search bb~::: Regex/GREP 1~bU'WeJ~1-:J1!ew 

mi.« G'f1:U11t1vl1f111A1'W1fl!~1 Hash bbUU MD<t bb~::: SHA® 1~bU'WeJ~1\IifeJtJ 

mi.®o s'11:U11t11eJ\IfUf111vl1\11'W~'J:UtlU Project VIC bb~~ CAID 1vMl,~bU'WeJ~1-:JifeJtJ 

mi.®® G'f1:u11t11e:J\Ifum1vi'1\11'W~1:UtlU PhotoDNA 1~bU'We:J~1\Ii!e:JtJ 
mi.®~ 1e:J\Ifum1M111\J 1't11bbf11:Uflm.rvhtMel'f U1::lbfi'VI Social Media "l!e:J\11 U':ibbf11:U Bebo, 

Google+, lnstagram, Linkedln, MySpace, Twitter, Sina Weibo, VK 1~LU'We:J~1-:Ji!mJ 

mi.®6l1 1eJ\Ifum1M111\J 1'll1bbf11:UfleJti'Vhb~le:lf U1~bfi'VI?I'W'VI'W1 (Chat) "lle:J\1 1tJ1Lbf11:U Adium, 

AIM, Chatroulette, GoogleTalk, iChat, iMessage, Mail.ru, MSN Messenger, MSN Plus!, ICQ, 

Mail.ru, miRC, Omegle, ooVoo, Paltalk, Pidgin, QQ Chat, Second Life, Skype, TorChat, Trillian, 

WeChat, Windows Live, Messenger, World ofWarcraft, Viber, Yahoo Messenger 1~b'!J'Wmh\l 

uvt~ 

mi.®~ 1e:J\IfUn11\9l111\JbU1bbf11:Ufi€J:UW'Jb\9l€lf U';i~bfi'VI Web Browser "11€1\lbU';ibbm:U 6l1bo 

Browser, Chrome, Edge, Internet Explorer, Firefox, Opera, Safari, Xbox IE 1~LU'W€J~1\IU€JtJ 

mi.®<t 1eJ.:Jfuf111\9l111ilb'll1bbf11:Ufl€l:UW1bt9le:Jf U':i::!bfi'VI P~P "11eN1'll1bbf11:U Ares, Bitcoin, 

eMule, Frostwire, Gigatribe, Limerunner, Limewire, Luckywire, Shareaza 1~LU'W€1~1\IUmJ 

mi.®b ';i€l\lf'Ufl11M';i11\Jbb~~:Hi~'W bU';ibbm:u'll':i~bfi'VI Email eJTViL"li'W mbox email archives, 
'U 

Microsoft LynciOCS IM, Outlook OST & PST files, ZOOM 1~LU'W€l~1-:JUeJtJ 

mi.®mi 1€J.:Jfuf111m'JI\Joam;~~'ll€J.:J1~Uu'lli)u&im1 L"li'WEvent logs, Jumplists, LNK files, 

Mounted n,etwork shares, OS and file system info, Prefetch files, Shellbags, Startup items, 

Time zon~s, User accounts, USB device history 1~\U'We:Jci1-:JUe:JtJ 
mi.®~ ';i€J\If'Uf11';ivl1-:J1'W~1lltl'U:01'W-iJ€lllt'l Child Protection System (CPS) 1~\U'W€l~1\ltJ€ltJ 

"" 'U 

mi. (9)~ b {j 'W 1 tJ1 LLm:uVl'' ~:J'1'W f111'VIt?l ?le:J 'U"il1 nUS Defense Cyber Crime Institute (DC6l1) 

LU'U€J~1\IU€Jt~ 
mi.~o ';i€l\lf'Uf111M11"il€J'llmru&1eJil€J?Ill1f'VI1'V'l'W Android, iOS, Windows Phone, Kindle 

' 
Fire, MTP (Media Device). 

mi.~® 1€1\lf'Uf111M';i'JI\J€1'llmru&1€lt'ieJG'f:UT!'VI1'V'l'W bU1bbf11:UU1::!bfi'VIoaeJfl11:Usf'W (SMS) L"li'W 
' 

Android SMS I MMS, iOS SMS I MMS, Windows Phone SMSIMMS 1~bU'UeJci1-:JU€ltJ 
mJ.~(9) 1eNf'Uf111M111\J€1'llmrui1€JileJ?I:U1f'V11'V'l'W 1'll1LLm:u'll1~Lfi'V111tJ~€J (Contacts) L"li'W • 

Android contacts, iOS contacts, Windows Phone Contacts 1~LU'WeJci1\IUeJCJ 

'Y'I.Iii.'Vl.'l-lqj'l ............... ~- ............. :U~::fi1'Wm~~m~ 
• .J <:::::t--

'd1'Vl'Yti?Liil ............. d ............. m~:wm~ 

~.Iii. re~ ..................... ~II(................ m~:wn1~1,1,%'1::1%'l'll1~n1'l' 
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~. ~ aii11a1115 m-at .U .:~1u tfl~a .:J fla:u'W 1 t~a{gf1VI~u n1-a~oa1lil1 tfloa1~-M'VIa n ~1u.ff ua .:~lihVI~'UJl1flau1:u 
v ~ u 

(Renew MagiCube) ~1't.!1't.! @ "If~ 1~tJ~flt\JG'I:ulli1 ~..:~u 
q ' 

~.(9) ~tl'Wm~via~"'J~'VI~~fl~a..:~flaa.l'w'J~~ai1httl~'Um~~'a1"il1~1"l'a1:::~vn.9n~1'W~'W?i..:J6hvr~'U 
~ IV Q.l J{ J d.!l 'U 

.fi11"1?1'W1:U'attJ~b1m (9) D 1~tJ1:u~eWil~6(!eJLVi:U 
~.® ~U'Wt~'llmrubb'U'U All in One Solution ~?11:U1'atrvhntJ1~ G'Tl 1VI:u~ 1~mtJ1'Wt~'llmru 

' q 

~'Jb~tJ'J 1~tJ hJI'ia..:~~~~am.Jmcl Vi~eJ6(!eJvV~bbdf~'Wb~:Ub~:U 
' 

• b'Vi:U~fl11'v11&~1b'W1-il8a.J~ (Duplication) 

• 1VI:u~m'aibfl~1~~-i!B~~ (Forensic) 

• 1m.J~f111"il1~eJ..:JG'I.f11'V'J~bd~~eJ:U"'JeJ.:J'at'U'U'll~llilm'a (Emulation) 

~.G'Tl 'l!~t~'llmru:u1V~Jfe:J:un'U 1 'll~bbm:u1bm1:::'Vi bb~tmT'il'W?IIilUVilK n~1'WI"'t~:U'W1 b\PleJ{ Forensic 
'I 'i 'll dJl 

Master ~~~~.:Jm'V'J~eJ:Utl'U#i''Jbl"'~eJ~ (Bundle) LV~tJhll'it~~:Wm'a~~~~ USB Dongle b~:Ub~:U 
~.~ 'a8~1''Um'a1bl"'~1t~Vli.9fl~1'Wbb'U'U On-Click Forensic ... 
~.<t ~a~1''Um~1bl"'~1t~ System Artifacts 1(?) 

~.b 'ae:J~~'Ufl1'a1~1"1~1~~ Application Artifacts 1(?) 

~.b'JI ~B~1''Um~ibfl~1~~ USB Artifacs 1(?) 

~.~ ~B~1''Um~1bfl~1t~ Recycle Bin 1~ 

~.~ 'at~~1''Um'a1bfl11t~ Browser Artifacts 1(?) 

~.<9lo 1e:J~1'Um5~1'WoDeJ~~1vJ~h~'U'U (File System) FAT<9l®, FAT<9lb, FATG'Tlb, exFAT, NTFS, 

CDFS, UDF, Extb ~ bbl;'l~/G'Tl/HFSX/HFS+ 1(?)btl'We:JEh.:JUe:JtJ 

~.(9)(9) ~e:J-:~1''Um~v'h~1b'W1Vl~fl~1'Wbb'U'U Eo<9l, DO, oo<9l bbfltlo<9l 1~btl'Ue:J~l'I1Je:JCJ 
"' 

~.<9lb ~e:J~1'Um5e:h'UoDe:J:U~ (Load) bvV~bb'U'U VHD, VMDK, ISO bbl;'l~ AFF b~btl'Ue:J~1~Ue:JtJ 
'U 

~.@)G'Tl ~t~~1''Um~vh Hashing bb'U'U MD<t bb~~ SHA-(9) 1~btl'Ue:J~1~UBC! 
~.@)~ ~e:J~1'Um~bbU~'ll~~bfl'VlbvV~ (Categorize Files) bb~~1~1t~m:utvV';l:U (Divide Videos 

Based On Frame Variation) b~btl'Ue:J~l~Ue:JCJ 
~.<9l<t ~B.:J1'Ufl11b~e:J:Uvit~n'U Hard Drive bb'U'U SATA bb~~ SAS b~btl'WeJ~1~UeJCJ 
~.(9)b 'aeNi''Utl11VllG'11b'W1-ileJ:UmbU'U (9);(9), <9l:b bbii'l~ b:b 1~\U'WeJci1\IUeJtJ 
~.<9lb'll 1e:J.:J1''Ufl'l'rvh:t1b'W1Vi«fl~1'We.l1'W'a~'U'Ubi"'~B'IhtJ (Remote Duplication) vi:Wm1:Ub ~1 

dJI 

?I.:J?I~ b<t.GB/min HILD'Wmh~UeJtJ 
" ' ~.@)~ 1e:J.:Ji''Ufl11 Skip Bad Sector 1~~D'Wt~ci1-.:JUeJtJ 

~.@)~ ~e:J.:Jf'Un11Vl'l Pause bb~~ Resume ~~Vl11~f11~vl1'6f1b'WlVliKn511'W (Duplication) 

1(?)btltJa~1.:JuatJ 
~.bo ili"'11:UG'f1:U1'atlb'Ufl1~1il'1~eJ.:JG'I.fi1'1"J~~'U'UI"'eJ:U'W1b\Ple:Jf (Emulation) 1~tJ~eJ.:J1''U Windows 

booo, Windows XP, Windows booG'Tl, Windows Vista, Windows b'JI, Windows ~ bb~t Mac OS 

1~LD'Wt~~1\1Ut~t! 

"'-"'· "'-"'<jj" ------------ --~------- -,-----.- .J""'""''"'"'""'Jn"'" 
',j c:::r-

'l1'Vl 'V'l.l'l.l>t ........... ,.GJ/ ............ n~~:wm~ 

~.l'l.'!l ....................... N:. .... : ......... m'~:!-Jn1~1J.f'l:>bt'l'll1~n15' 



-~-

~.1!:1® 'HJ~f'Ufl11ri''UVI1 Active User Account t-h'Ufl11"ih~B~6'ffl1'1"J1~'U'UfleJ~~"JbiPIEJ{ 
(Emulation) 1~btJumh~umJ 

~.1!:1® 1a~-rum1'Vi'1~1'Wbb'U'U Quick Forensic ~1tlfl11fWlU~b~cmJ~b~cn (One Button 

Analysis) bifJB1'11atlmru'Vi'1tn11bf111~~Vl6Ymnu1~tJeJ~P~1uii~ ' ' 
q .. 

~.I!:Jm 1€1~-rum'l Bypass Login Password 6'1'1Vl-rm~uutlflmlm1 Windows rnl, ~ bb~~ Mac 

os X 1~btJumh~uatJ 

~.l!:l<S:: 1eJ~-rum1~'WVl1~1tJA1~'W1'W"llru~n16Y~a~1~6'1'1b'W1Vl~fl~1'W (Keyword Searching 

during Duplication) 1m~CJ 1~~1b uu#la~1B1 Vfm1'Vi'16'1'1b 'U1Vl6Yfl\i1'WtT'Ub6'f~"ilneJ'U 
. ~ 

~.®c:r 1e:J~-rum"JeJ1'Ui!e:J~mbuu MBR bb~~ GPT b~bU'We:J~1~UeJtJ 
'U 

~.®b 1e:J~-rum"J1bf111~Vlbf11~61~1~1~'U'Ubb~~ Ltl'Jbbfl1Ut.h~~fll'l (System and Application 

Artifacts) 1~btl'UeJ~1~UeJtJ 

~.®rnl1€1~-rum11bfl'J1~~i!m,;~~ Internet Explorer, Google Chrome, FireFox bb~~ Opera 

1~btlueJ~1~ueJtJ 

~.®~ 1eJ~-rum"J~P~'J"J"il~um"J~e:J~h'Wm11Pl11"iJ1bf111~~bb~~fl1'Jb-il11'1X61~u-ifeJ~~ (Detect 
'U 

Anti-Forensics and Data Encryption) Hfbtl'Wmh~UeJtJ 
cv 4 !I ~ V!V cu ~ ~ 

~.1!:1~ 1H!l1'Ufl1'J~~"ll€1~~ Account "lleJ~bfl'Je:J~Ii;jiPleJ.:JG'f~G'ftJ (Suspect Computer) "llill~btl19ibf11'€J~ 

(Live Forensics) 1~btl'UeJ~1.:JU€ltJ 

~.mo 1eJ~-rum1bn'U11'U1"J~oileJ~~Vltl"JtJf111~~1 (Physical Memory Acquisition) 

1~bU'UB~1.:~ueJt.~ 
d 

~. ~aa"l!a'VItinT'a11i-11'U'lf~ 1'l.1-abbn-aa.t1u;l-a1::-H~.t~::a~1{1FI'J1a.tfl':u'W'uMiaa.~~ (Renew iW/iBase) lil1'U1'U 
• 'U 

10) 'ij~ b~tllJflt1J6'1~ml ~-:~d . ' 
~.® bU'Wtn1~Bi1"ll~'VI~'1l~ 1 tl1bbm~1bm1~·vhb~~61~1~m1~~~~wHfB~G11~CJ~b"JG11 (9) u 

' " 
b191tJb~~eJ~~~~eJ1Vlti 

~.1!:1 lJf111~41tJ 1 um11 oif-:~1u1 um"JeJe:Jflbb UU\i1'W-if B~G'l bb uu'V'la{~tn1U'WVin-ife:J~G1 fl11b ~~ 
.. 'U 'U 

G'lu btl~tJ'UbbtlG'l~ bbfil"ll~nu-ifB~G1~1'Utn1~u61"J'W1m~tJ1~#1mb~tJu1'll1bbm~b~~b~~ .,. 'U 

~.m 611m1t161~1.:~bbuu'V'le:J{~1um'JuuVin-if"B~G1~1'Utn1~ua1u1m~mTimli~1btl'U~e:J-:~ 
'U 'U 

i!VIn~~ 1-wrn"Jb ~m.1 hhbbm~ 

~.<S:: a1m1m11Vl'WI9l~'VI5moifbtl'W11CJUflflG1 Vl~e:J11CJfl~~1um"Jb-il1ti~-ife:J~G11u1~~uYJG'llii' 
~ q q ~ 

'J~#l'Ub 'jflfle:Ji~ Vl~€11'W"'fl'l!tt1J~bb~~fl~ 
0 v ~ ..::::1. ({ 0 Q.l ~ v 6'1. atd v ..:;:l 

~ .c:f 611~11tl fl1VI'W~1~'U'U fl11bb "iJ.:J b1Pl'€J'U'VI1~'€Jb~G16'11Vl 1'U ~ b 'll~ 1'U b'Ufl'Jill'VI'lleJ~G'l~ fl11 

btl~CJ'WbbUG'l.:! b"li'Wfl11b~~ bbfil '11 bbG'l~G'lU-iJe:J~~ 
~. b a1~11tlfl1Vl'W~fl11bb..{f~ b~e:J'U'J~#lufle:J"'~u bbG'l~uuVinoife:J~G'l~bb~.:~ b~e:J'U 11liJurd1m -if~1u 

'U 'U 

"ii~'Vi'1fl11G'l'U€le:Jfl 

~.rnl 611~11t1fl1Vl'Wm~uuuuViniu~P~a'Wfl11'Vi'1~1'W (Audit History) ti.:J"J3j#lub1flf1Bi~i!e:J~mdeJ 
e-~1-livhnTn vi ~orr €1~ G1 bbm'llorr a~ G11~tJil nTw1uorr €1~ G'ln €l'Ufl11b tl~ tl'Ubb tlG'l-:JbbG'l ~orr €1~ G1Vl~~n11 
~ 'U '\.1 <U 'U 

b1.l~crum.ll:l\l m&l:l1Ji!t:Jo.m bbl:lQ:JWl:U\IlUb'!llll&m1tJnvM11Yll:lt:JIIlb-.m 
'\J '\J 'U 

vu>l.'V!.'VIt.i)..'l .............. ~ ................. tl~n'l'l.ln~~:wm~ 
,d ~ 'l'l'Vl 'W.!PI.!PI .................................... n~~:wn1:.-

~.!PI.'fl ....................... ~ ................ m:r:wm:rbb~:::Wl'll111n1'i' 



- (9)0 -

~.~ ilbR~a~!iavh-tii:unTiJbA11~1r1'ifa~~:rll1~Wt;l~£1R11:w~:wvrut5~611:W11t1b~'W1~ 
(Visualization Tools) 

~.~ 611m1mb6111l~~t;ltn11 bf111~1r1'm1:w~:wvrufi1Pl1:W1tl ~,~, uu:w1!n1~1u~1~ 61 1~ bbn 1tl1.b uu 
~t~ <IS! I cu 

b~'Wb1£11 (Timeline/Sequence of Events Analysis) ~tlbb'U'Ub~a:w1CJ~ (Link Analysis) 

~. ®o 611:W1 1t161~1~ bb~'W~~I911:W~:Wvr'Wfi1111CJ f111 b~ B f1 bbt;l~ t;l1f1M1 b~ B fl'U'UVlt! 11\!BflB:W'W 1 b!Pl B { 

B~1~41CJ 

~.®® 611:W11tl6'1~1~bb~'W~~A11:W~:Wvr'Wfibb 'U'U'eJ!Plb 'W~~b111Clf111'LJ1b if1ifB~£11\!1fl Text file, Clip 

Board Vl~Bthbif11il1fl~1'Wifa:wt;l1111CJ!Pl1~ 
.. 'U 

~.®® ?11:!J1~WW1ifa~t;l1'W~tlbb'U'U\Ph'l~ 'tl1VJ Picture, Video Clips, Sound File, Clipboard, 

Microsoft word [;.l'LJ'Jfln'Ubb~'Wm'VIJ (Chart) 

~.®m ?J1:W11tl:U'111 m1nu-ilm;:~£1~ilf111:w~:wvrucrnu 1Pl1:w~1~u'lla~-u1'~ ~. 1£11 1111 CJa5mCJti'l 

b Vl!Plfl11tW~ bfl 111-ff'W 1 'W"Ii1'1 b 11;11,r'W 
' 

~.(9)~ ?J1:W11m tl~ CJ'Wbb tlt;l~ bb[;J'W~~ 1111CJ1Lf111~1r1'f111:w~:wvru5l u1tl 1.1. uum1 1. ~a:w 1CJ'I (Link 
'U 

Analysis) n'Ubb[;.l'LJ~'I1!.R11~1r1'f111:W~:W~'Wifl 'W~Ubb 'U'Uba'Wb 1m (Timeline Analysis) 1~B~1'1~1CJ 

~.(9)cr ?11:W11f:l n1Vl'W\1lf.lru?J:wllil-ila~{;'l~ilfh'W n111Vl1'1JJ:W m?JIPli "Vie:Ju11 t1 bb?i\ll'I'U'W bb[;J'LJ~ 
a b~ flVI':ieJUflru~ h111CJ?l1:W11f:1Vl1'11'W'~1:W nu"1!m!IJ 1'1 bb 1 {tl':i::t:J nl'1li11'W?l11?l'W 1. Vil"!.flii 1"11?11Pl i 

' 'U 

~.®b 611:W11f:lbbVI':ifl.fl1'VIJbtl'W.fl1'VIJLde:J'IVl~~ (background) 1~ 
~.®G'll 31:W11f:lU1b?l'WBf111:W~:Wvr'Wcr'llB'IifeJ:w1;11ruuVlmflVl1;11CJ1tlbb'U'U mVi 1Ubb'U'U'Nfl{;'l:W 

'U 'U 'U 

1tlbb uum1:U'111n~:w 1tlbb'U'UV11~'Wflt:J~ bbuuel'l>l1 uil~ l111t:J hll'i'e:~~b ~ CJ'W 1 tl1bbrl1:Wb ~:wL~:w 
'U .. 'U 'U 

~.(9)~ 611:W11tlbb?i111'1~£1~1'W1'W'llB'Ifl1';ifl'WVl11ruu~tlbb'U'U Histogram Vl~BmTv.J bVlmL&'fl1l'loii'eJ~{;'J 
.c::9:Vdt 1 o19J1{ V .dt 11"'' W: ?i'Uf1'WVI'W1?l'W '<\! bb{;1~31:W11f:l'Vl1 Vl'lJbu'VIJ1::'lJeJ:lJ{;'JVI'LJ1?l'W '<\! \1le:JCJ1'1';i'J\1ll.';i'J 

'U 

~ .(9)~ 31:W11t:Jn1Vl'W111 bb{;'l:::U\11 1.nu 1.~ e:J'W 1 'll 1 um':ibb?J\11-:~';itl bb uum';i bb?JI1l.:J [;Ji;l'lle:J.:J ';iU.fl1'VIJVl~eJ fl1';j 
'U 'U 

.,j ~ .,j <V <v .,-.,J.,. tl "' "" IV o .,j 1 .,j V "' 
bb?il1l'lfl1';ib'lJB:W btl'! b'VIJe:Jbb?l\ll.:JA11:W?l:W'VIJ'WliVI ~\II fli'JVl';ieJ!PleJ.:Jfl11'W1b?l'WeJ!Pl1:Wb.:J tl'W 'lJVI !nB.:Ifl11 e:JTVI 

m':itba~'la'lJa-:J':itl m1 bb61~.:tf111:w ~. if:w'lle:J'~ ~.~u b ~e:~:w 1m 
'U 

~.®o ?J1:W11tln1Vl'W111';itli.b'UUL1e:Ju1 'lJ 1 um1~111mm-ifa:w£1~~a'lm1 111lt:J?J1:W11t:J:U'111LnuL~au 1 'D~ 
'U 'U 

tl1Vl'W\1l~'W1~ 
~.®® 31:W11tl Export bb[;J'W~'I1VI€l~i.u~tlbb'U'U'lltl'l PDF bb£1:: JPG 1lil 
~.~v~v a1:w1';it:Jn1Vl'W1111 Vlilm':ibb&l\11'1 Vl~a hlbL?J\Il'l':itlm'VIJ~flt~m~ru-ifa:w£1 bb£1::f111:w~:wvrufi~ 'U 0~ 'U 

'l'l.l?l.~.'VIt\j<~ ............... ~ ............. 'Ll~~n1un~~:wm~ 
~1Yi'l'l.l?l.IY1 ........... ~ ..... m:mm~ 
~.l?l.'B ..................... ~ ................ n~~:wm~bbfl~bfl'll11.in1:i' 


