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"il~\91eJ.:J"1l1";i~rl1u';i'lJ b'VIN~€lbu'W";i1tJ1'W b'W€l\91";i1';ieltJ&'l~ o.®o "1lel.:J11rl1'V'l6'1~Vltl-:t :IJ ~"j'lJ:IJeJ'U 

~ ' 

G>tr. m';i-rutl-a::nufl11:u"li1111l'Umf:ie:J.:~ 

N'll1tJ~'UtJ€JlJ-r'Utl~t!eJ'U 1 'Wrl11:1J'l111~Ufl'l"l~eJ\l'Vl~eJ rl11lJ b~tJ'Vl1tJ 1~ 6') ~btl ~~'Wbbri brl~el.:J rlellJ~1 b\91 elf 
~ ' I 

bbGl~eJtlfl1ru~eJvi1'l Vl~eJ 1 tl166mlJI"leJlJ~1 bl'leJf~u 61 Vl~eJ~-:~~u1~eJ'mn ~"il1fl r111lJ't111~Ufl'l"l ~eJ.:J"lleJ-:1 
' I ' 

1thbbfl";ilJrleJlJ~1b~eJf 1lJ11"il~bn~~1mVJI'I1~ btlunm @} u 'l!utl'~"il1niuvtlr~eJ1~-r'UlJeJ'U1tl1bbfl1lJ ' ~ 

r1 eJlJ~1 b~ eJ 11~ tJtl fl~ eJ-:J rJ"j'lJli'1u mlJ«ru ru1 
~ ., ., 

.n1 t~ 1 u 1~ tJ~ ~, 1 G'l1 ~-:~ n ci11Vl1n1 tl1bbmlJI"leJlJ~1 b\91 eJfbf1~m1'1111~'U n'l"l~eJ-:~VJ~eJ 1:W6'11m";it1vl1-:J1'W 1~ 
' rJ"j'lJli'1'W6'1lJu1rul'l1lJvtn1'VI'W~ 1 u«ruru1d N"ll1t.~"il~~msdeJlJbb~lJbbm "111 tJ<jbbmlJrleJlJ~1b~eJf~-:~ nci111 Vfvh-:~ 1u 

'U OJ QJ ClJ 

Hi'e1 ~'i-36'1"-lU'lru Vl~€1~ ~Jf-31 tl'lbbfl'l:IJA€l:IJ'W1 b\91€lfeYu1 VJtivi1~:1J1\911'lff'i'Wbba~iiAru6'111U~b vh nu'Vl~€1 ~ n1 1 
'tl v ~ v'~ !lJ 

1 tl'Hbfl";ilJrleJlJ~1bl'leJfvt~eJ"IJ1tJbbG'l~eJ'Wtu1\911 moU~'VI~\91'i11«ruru1ffi~tJblJ<U'noil'1 ~-:JeW 1lJbfl'W (9) iu U'Utl~"il1fl 
q QJ QJ v 

iuvt1~-r'Ubb~-:~" tlu'VIu-:~~mnn~~eJ 1~tJ1:Wf1~~11-il'~1t.~ 1~ 6J "il1fl~~eJ~-:~~u 

.., .., 
m~'ll1tJ ... 

~ ... : .... "'""'"'"'"" •.u ......... i. .......... """m' ............ ~ .. "''"=""""'111"'' 
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G>~. b~el'u1 "ll~'IJ 
®&.(9) mru~'U AA6lmt!ueJnn~11eh~VI~eJ 1 i~'Vl!h~ tJfl~eJ~ 1\9161 '11~~iim1'6l~bij 19l~"(J~'V1B bl9ltJ~~eJm~ 

~ I ~ 

~\9lbb 'll61'1 bbm"(J 1 'll~1n b~l.J Vl~elbbm "(J~\9lbb 'll61~ 119ltJ1~~'Um1l.!EiutJeJl.l~1n~"(J1m uuV!ti'l~el Vl~el b uu mru 
.:J V 0 i.l il V 'VJf 0 A. ~ 'U d iJ I 2.1 .dA 

'V1 f1 !JVIl.l 1 tJ eJ'4 ty 1~ 1 'VI'V111 \91 ~6()1 tJ ~ ~ ~ el'l 'll ntl eJ'I ~611eJ bb61 ~ \911 b tJ tJ m 'a'Vl'l'll1 ~ b 'V'l eJ 1 'VI f11'af1 m1 m'l 'VI'aeJ 

n1 'a b ~ tJ n ~ e1 '~ 'a~ r 'U ~ u 1 'll1 \91 tJ b ~ 1 Vl1 n ~ "() 1 tJ 1 ~ e1 1 ~ n1' ~ v111 ~ bb 61 ~ ~ ~ e1 ~ e1 '~ ~ 'U ~ \91 "[j e1 'U 1"11 b ~ tJ 'VI1 tJ 
~ ~ 

~· eJ'U A fl61.fl1 tJtJeJ n b ~ eJ 'I~ 1 n (}..161 bb vi 'I m 'a61 ~ bij \9l~"(J~'VIt~'~ mh1 ~6()1 tJ~ eJ 'I b tlu ~1''U ~ \9l"lleJ'U 1"11 b€1 tJ 'VI1 tJ 
1 ~v 1 v ' cl ~ 1 .:::1 1 'U vJI ~ J/ vJI v v v 

fl1'\J'a'U bb61~ fl11"lllil1tJ€ltJ 61 'all.J'VI'Ifl1il"lJ1'0'a'al.Jb tJtJl.Jbb61~ fl1'VItJ1tJfll1l.Jbb'VltJWil€l 'Vl'ltJ (}..161jf)~~ bb~'l1 'VIN"(J1tJ l Ql ~ ~ ~ 

'VI'a1'Ub UtJ'VIti'l~eJbdeJ 1~iim1n~11~1'1'VI~eJ 1-ff~'VI5b~tJfl~eJ'I~'Ifl~1lb\9ltJ 1~-un.rr1 
®&.~ .mtJ 1 un1'VI'W\911~ tJ~ b 1611fl1'a€ltJtu1~ 1m -tl~V1Bm11 i'l1u 1 'll'abbml.l ~6()1tJ~~~€l'~~'U'll1~nu11 

~ ., ~ 

ti'U~'Ibb~b 1611~~6()1tJel'4t1J1~ 1m i~'VIB 1 'll1bbml.l~~~el'~vl1'11u1~~1ll~n1'VI'W\91 111 u~tyt1J1fl'a'Ullamll-l\J'aru 
'VJ fl 'll1 ~ fl11 

... ~"" 1"' ... ~<! 1"' "" ... .,.j1.,J.,J v OJ 
®&.btl fl1)61'1'VI~ b 'UtJ'W b1'VI'Ofl11 "ll'l1tJ 616()61'VI'Ofl11 "ll'11tJ 'VI 'a f) fl1)61'1'VI~ b 'U tJ'U f)tJ \91'\fl bfl tJ'J"(J f) 'I fl'U 

bfl1'1fl11 'all.ltl'lb 'll1bbfl1l.lbb6'l~eJ'llmru1 u bfl1'1f111 ~eJ'I l911b tlum11 'W'W1l.l"llf1'1~1tim1'W'll~l9lm~'V111'1 ~~-n61 
~ 

G>b. wW1£NI'l'IJi''UN 19l"l1el'U 

neJ'IU'Ifi''Um1'll11'U'll11l-lm1m~v11fl11l-l~ 19lb~ mn'Um"llty1m1l-l'VI1'1b'VIfl1 u 161~ 
' "'"" ' G>frl. ~Ul1'1J'VI\91\9111lel 

d if..::::~ .dA ~ 6~ ~~.dQ./ Jt 
b 'V'leJ"(JeJ'VI1'1'U"(Je:Jl.l 61b 'V'lllbl1ll.l 'VI1'e:JL6'l'Wmb 't.!~1~11ru 'VI 'a mb6'l\91'1 fl11l.l fl\9lb 'VI'Wbfl tnfl'U"(JeJ'Ub "(J~"(JeJ'I'I1'W't.l 

~ 

1 Vfl911b tlum'ab uumtJ~msrueJ' m~1119lmtll9lb(}..ltJ~l 

'VI1~1 'll'a'!StUtl G'i~f1'1 
'll1'~'01'WAill~fl11'l.lfl11i1'16(JeJ'Ub"(J~"(JeJ'I'I1tJ (TOR) 

fl€l..:JU..:JA'Ufl11'll-nu'll11llf111fl1~vl1A11ll~\911~t:nn'Ufl1"llty1m'Jl.I'VI1..:Jb'VIflbtJb6'1~ 
V'l'Utl11"llf111bU~l.l'V'l'a~bntJ'a&i ~o 'V'l'J'J'IS1 fl1fl11~~'\J'J~V'l16'l'U.fl'f1~ (€l1fl11 B) 
~ !V OJ I !V OJ .,jdJI 

"lltJ (.( t:l'W'Ubblil'I'JWJ'W~ bb"(J'd'I'V1'16'leJ..:JVI€l'l b"(J~'VI6'1f16'l . 
~ 

fl1'1 b'VI'V'll.J'VI1tJfl'J (9)0~(9)0 
' 

b'VI'J : o~-(9){(~-~~~@l 

E-mail : tcsdstaff@police.go.th 

f 'l'l.lll:Vl ................................... fi':i':i:Uf11':i 
rv-

'l'l.lll.lll ...................................... fl';i';illfl1':itt"l!t"'ll1~fl1';j 



.fl1flt-.I'IJ1fl 

~~uu~h.Jt=~1'1Jfl1VI~'Ub~1VIU1~~~~'Utl~u~m~ ~1'1J1'1J G> ~~'U'U iifJtut'la.JU~elti1-:!UelV~.:Jc0 

G>. .f11W~11l"lJel.:!~~'U'U~'Ut'I1'1Jfl1VI~'U b~1VIU1~~~~'Utl~u~m~ 
gtl "'I .- .- "" .., "'I .- .- c <6 " I d .., v 'l "" 

(9).(9) b u'U611€1 n~lbb 11 Vl1€1~\?l'\t'H>lJ'U1611€1Y~i'lbbT:iG'l1b1"il~u'Vli'l1-!lfl'UA11ll~€1-!lf111"U€1-!l brl1-!lf111 Vl1€1G'l1ll11fl 

(9).~ 

(9).~ 

(9).& 

IS).b 

IS).rn! 

'111m~ ~'U1f111 t oU-:J1'U t Vf~1-:Jtl'UA11ll~e:J-:Jf111"Ue:J-:J~e:J-:Jf111"Ue:J-:J1A1-:Jf1111~ 

iimTVll-!11'Ubb'U'U SeNer - Client 
~ ~ 6?. it .d I ' ~ .d Q.l Q.l ..., I 0 I 0 

G'l1ll11fli'll?l~-!lbb'G'I~ 1. "U-!11'U'U'Ubr1':i€1-!l bbll"U 1t.J Vl1€1':i~'U'U Cloud 'Vlfl€1-!l'U-:JA'Uf11':iu11'Uu11llf111f11~'V11 
""d 0.1 'l'l""c ~v 

r111llt:-JI?lbflt.Jdfl'U€11"1lqj1f111ll'V11-!l b 'VIA b 'IJ b'G'It.lf11Vl'UI?l bl?l 

G'l1~11flboll1~-:Joll€1\j'G'I bb'G'I~1~'U'U"U€1-!11~'U'Utl~u~m1 android bb'G'I~ lOS 1~ 

G'l1~11m -ll'1~-:Jolfe:~\JG'I~-;ij ~?Jbnue:J~ 1 'UbA~e:J-!!1 'V11Pi''Wvli'Je:J~e:J 1~e:Jtl1-:Ju e:Jmb'G'I~G'i-:Jn~um~-:J bA~e:J-:J buJ"ll1t1 1~ 
G'l1m1t~-rub-ll'1 tl':i~m'G'It:-~G'I bb'G'I~bbG'l~?J..:Jt:-~G'Iolfe:J\JG'Ifl1~11 'Vlt.~ bb'G'I~ei'..:JntJ~1~btl'Ue:Jt11-:Jii'e:Jt.~ 

1€1-:J-rum1tl-rutl~-:J1~'U'U t VfVi''UG'l~tJ (Update) il1iitl-rutl~..:J1~'U'U Vl1e:~tw t Vll-i"Ue:J-!11~'\.J'U 1~ 

i'l'G'I€11?11~t.l~bd'G'I1 (9) tJ 
G'l1ll11fl t oU-:J1'UbA~e:J..:J~n"ll1tJ (Client) 1~'W~e:Jlln'U 1l-iue:Jt.Jn11 ISl,ooo bA~e:J..:J 

// 

m.G> ~hu':i~'U'U~n"lha (Client) 
'IJ 

~.(9).(9) G'l1ll11flboUV111"ilG'le:J'Unu~tlrmw1~Vl'G'11tJ~tlbb'U'U1~bbri 1'VlcaPi'wvii'Je:J~e:J bbVJ'Ub~Vl bU'Ue:Jtl1-!!Ue:JtJ 

hiSl.~ G'l1ll1<Jflt-il'-:J1'U1~nue:Jtlmcli'Je:~~e:J~..:Jt'Uca~uu Android bb'G'I~ iOS 

hiSl.Gn.IS) 

h1Sl.6Tl.Gn 

~.IS).Gn.~ 

~.(9).6Tl.& 

~.IS).Gn.b 

' 

v v 

olle:J\j'G'I~'U~1'U"Ue:J..:J~tlmrui'Je:Jtle:J 191-:Jil Calendar, Wallpaper images, Videos, 

Audio files, Photos, Call Logs 1~bU'Ue:Jth-:Jue:Jt.J 

olle:Jll'G'Il'G'Ibrlori''U"Ue:J-:JlJ€1~€1 
'U 

oD€1ll'G'Ifl11~ll~"U€1-:J1 'Vl"JM'Wvl~€1~€1 (Keylogger) 
'U 

oll€1\j'G'I bbe:Jtl'W~ bA-ri''U (InstaLled application) bb~~olle:J\j~f11"J 1-il'-:J1'Ubbe:Jtl'W~bA-ti''U 
(Application activity) ~~tlmru~~?J~..:J1~ 
oll€1\j'G'I Address book, SMS messages bb'G'I~ MMS 

oll€1A11ll"il1flf11"Jb-il'-!!1'Ubbe:Jtl'W~bA-ri''U bb"ll'Vltl"J~bfl'V1~1..:J~ 191-:Jtl LINE, Facebook, 

Skype, Viber, WhasApp, Hangout, QQ, Telegram, Tinder, Wechat, Hike, 

Kik ,lnstagram Direct Messages l~bU'Ue:Jtl1..:JUe:Jt.l 

~.IS).m.rnl tlca~1~mca1'Vl"J"Ue:J..:Jbbe:Jtl'W~bA-ti''U 191..:Jtl Facebook, LINE, Skype, Viber, ,WhatsApp 

v 
hiSl.m.~ oumqJ~ ... 

'lUI.~ ..... ~ ...... f1'J1l.Jfl'l1~b?I~?I'IJ1'4fl11 
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h®.m.ci .zf€llJ61UuVinm161'UV1'U1~'\Jm.J'U VoiP "ll€l.:Jbb€l'\J'V'l~bF1-&uauVJ'U1 tK.:Jd 

Facebook, LINE, Hangout, Skype, Viber bbG'l~ WhatsApp H1btlum.l1.:JUmJ 

• Ill 

m.lfl 611'1J~€l-3~~ LLG'l'a:::'U'U 

hh® 6'!1ll1'H1bb6'!111-:t~G'l bbG'l~A'Uvt1.zf€llJG'l~br1~€l\lrl€l~eJ6-ln~1CJ (Client) ~-:tm 1~1"11'\Jtl'd'U 
'U 'U 

hh~ 611lJ11mb6111l.:J~G'lf11161'UVl'U1~1n.zfBlJ6-l~bl"l~eJ\Ii:l€l~eJG'ln~1CJ (Client) ~.:Jm 1u-a'\Jbb'U'U 
'U 'U 'U 

.zfBwnll 1~\?le:J'U 111ltJi11u~ nG'l1 n1n'Uotr\9lb~Vu 
~-~.m 611lJ11t:1~-:tfh1Vfbb-.il.:Jb~eJ'Uujml"l~eJ.:JiJ€li1eJG'lfloll1tJ (Client) lJfl11bV11p('V'lVi (Call Notifications) 

'U 

bbG'l~611ll11t1~.:J b~tJ.:J61'UVl'U1bbG'l~uuVin1 'U"llru~,!u 1~ 
®.~.~ 611ll11t:1~.:J~.:J b~tJ.:J1eJ'U.zi1.:J"lleJ.:J bl"l~eJ.:JlJeJt1eJ~floll1tJ (Client) 1 'U"Uru~,!u 1~ 
~-~-<t 6'!1ll11t:1~.:Jt:htJ~V1nnGl'eJ.:J bbG'l~m'V'lvtu1~VeJ~'\Jmrubl"l~eJ.:Ji!Bi1B~n-li1tJ (Client) 1~ 
®.~.b 6'!1ll11t:1~.:JtJnb~nm-av11.:J1'U"llB.:J-a~u'U bbG'l~G'lum-a&ll1l~.:J-a~'Uu1uB'\Jmrubl"l~B.:JiJBi1BG'ln-li1tJ 

q 'U 

(Client) 1~ 

®.hirl 611ll11t:161~1.:J~~bbm~'U'U1~ll1flfl11 C9l 11tJ bbG'l~611lJ1-am.zf11·ih~'U'U'V'l~Blltl'Ull1nn11 C9l 11tJ 

~-~-~ 611ll11t11oif.:J1'U~1'U&'bu&l!1l~mJi.zf (User Interface) bb'U'U~1'Ubl'Ub'U11lbBI1B1 vt'1B1'\J-abbfl1ll 

'U'U1~'U'U Windows 1~ 
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