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a1au
Compulsory Course
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AuAE ANNTUAIUaDAABYBITEUUENTEUNA (Information Security)

n. Wenmangasnadefudwsuntinaangi

a1y ilovmdngas (naliadu)
Compulsory Course
General security concepts
& Security Architecture
o Access Controls
& Applications Security
& Operation Security
|5) Security Management
o Cryptography
< Physical Security
« Telecommunications and Network Security
®0 Business Continuity Planning
®6 Law, Investigations, and Ethics

U. MANFNIAUTUAUADANBVDITTUUATHUNATUGFS (Advanced

Information Security Course) dufuntinaudnnifieanggliervgyaumnaien

A10U Wamuangns (ANNTUIYLRNIENS)

® Audit and Monitoring

© Risk, Response and Recovery

on Malicious Code Analysis

cd Vulnerabilities Assessment & Penetration Testing

NG nsiigatnangumeneuiames (Computer Forensics)
n. AUIIMUNNTRgInanguMeAeNames (Computer Forensics)
a9y \Wavwmangns (nAUA)
Compulsory Course

® The needs for Computer Forensics

© Principles of Computer Forensics and Digital/Electronic Evidence

) Crime scene, Digital/Electronic Evidence and Chain of Custody




a6y \Wevnangas (nadsAv)

Compulsory Course

Capturing the Data Image and Volatile Data

Extracting Information from Captured Data

Using Computer Forensics Tools

Investigation and Interrogation

&
&
D Breaking Password and Encryption
&
©
[N

Digital/Electronic Evidence Analysis and Synthesis

®o | Testify in Court, Admissibility requirements

e® | Different between Computer Forensics and Network/Internet Forensics

915 Network/Internet Forensics

@m | Using Network/Internet Forensics Tools

U. AMUTYIVIYLANIENW1UNTAGIUNTNIUN9ADUNUADS

(Professional Computer Forensics ag Certified Forensic Computer Examiner (CFCE))

a9y Wavwmangns (ANuduglanienig)
® Using Computer Forensic Tools WU Encase, Forensics Toolkits, ILook

() Using Network / Internet Forensic Tools L% Encase Field Intelligence Model (FIM)

o Wireless Forensic Tools 131 Netstumbler, Kismet, Aircrack

[y Using Handheld Forensics Tools (Cell & PDA) Paraben, MobilEdit, Vogon

Cryptology laun Cryptography wag Cryptanalysis
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Compulsory Course
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o | sUkUUNSNIEYAURALAENSAANY (Case Studies)
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Fudtana nsfigavanguneneNiines (Computer Forensics)
a9y evudngns (natsdu)
Compulsory Course

® The needs for Computer Forensics

() Principles of Computer Forensics and Digital/Electronic Evidence

on Crime scene, Digital/Electronic Evidence and Chain of Custody

c4 Capturing the Data Image and Volatile Data

& Extracting Information from Captured Data

D Breaking Password and Encryption

o Using Computer Forensics Tools

® Investigation and Interrogation

« Digital/Electronic Evidence Analysis and Synthesis

@o | Testify in Court, Admissibility requirements

® Different between Computer Forensics and Network/Internet Forensics
ol Network/Internet Forensics

@, | Using Network/Internet Forensics Tools
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